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Ask a typical citizen — of any country — about ICT policy
and the reply will probably be something like “What's
that?” or “Who cares?” Getting involved in information
and communications technology (ICT) policy making has
not been a priority for many people, even those who are
generally active in other areas of public policy. Much of it
seems remote from our daily experience, and technically
complex. Yet new communications media are becoming
so important that we cannot continue to ignore them.

ICTs, and the products and services that make use of
them, play an increasingly important part in all our lives.
Since the mid-1990s, all countries have seen major
changes in the way that information and communica-
tions services are delivered — the proliferation of new
radio and television channels, the creation of mass mar-
kets for mobile telephony, and the establishment of the
internet as a new resource for knowledge and informa-
tion are three major developments which have affected
every nation. These new information and communica-
tions resources offer new opportunities for citizens and
civil society, but also pose new challenges, particularly in
areas such as access, privacy and security.

The structure of the ICT industry has been transformed
during the same period, nationally and internationally, as
a result of new technologies and changes in the rela-
tionship between governments and businesses. Many
information and communications services have moved
from the control of the state into the private sector, with
monopolies replaced by competitive markets. The emer-
gence of the internet as a major force has raised new
issues of governance and of the relationship between
the citizen and the state, changing old and raising new
issues of human rights. The role of ICTs within develop-
ment has been championed by many — not least within
the World Summit on the Information Society that was
held in 2003 and 2005 - but is still questioned by some.

Policy frameworks for handling information and commu-
nications issues in the pre-digital world have not always
been sufficient to deal with these new challenges. Many
need to be redesigned for a digital age, and this raises
further challenges and opportunities for civil society and
other organisations seeking to engage with them.

There has been a great deal of discussion of these is-
sues during the last decade. This handbook aims to take
the mystery out of ICT policy and make it easier to un-
derstand. In particular, it aims to build the capacity of
those who want to understand more about the issues
surrounding policy on ICT development and regulation,
to grasp the policy process, and to become more in-
volved in it as informed participants. It should therefore

be of interest to a wide range of people: members of civil
society groups, researchers, activists, technical special-
ists who are becoming more interested in the policy and
regulatory aspects of their work, journalists looking for
background information, government officials and other
stakeholders. It is not a technical handbook, although it
tries to explain in straightforward language some of the
technical background knowledge that is necessary in or-
der to be able to discuss and debate ICT policy issues.

The main text of the handbook has been written by ex-
perts in the field, in order to establish a basic under-
standing of the issues. This can be used by readers as
a platform for further investigation and for consideration
of their own perspectives. Each chapter seeks to give an
objective account of existing issues, rather than present-
ing any specific point of view. Where issues are contro-
versial, the different viewpoints involved have been ex-
plained so that the reader has a clear view of the issues
in dispute. Examples are also given of recent events or
debates, which readers can explore further if so inclined.
Suggestions as to where readers can find out more
about ICT policy can also be located in the bibliography
and list of organisations active in the field which are in
appendices.

The text is divided into sections as follows:

Section 1 introduces the main themes within ICT
policy debate.

Four sections look at the technical, market, policy
and regulatory issues affecting the four main types
of ICT with which the handbook is concerned:

- Section 2: Computing and information technology
— Section 3: Broadcasting

— Section 4: Telecommunications

— Section 5: The internet.

Section 6 is concerned with the relationship be-
tween ICTs and social, economic and development

policy.
Section 7 is concerned with rights issues.

An appendix identifies further resources which
readers may find useful.

This is the second edition of the APC ICT Policy Hand-
book. The first edition has been used extensively by APC
members and other civil society organisations since it
was published in 2003, and has been widely praised.
Like most things in the ICT world, however, it has fallen
out of date in the short period of time since then. There
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have been many new developments over the past five
years — in technology, in networks, in markets, in servic-
es, in access. Since the first edition of the handbook was
written, for example, the proportion of people subscrib-
ing to mobile phone networks in many African countries
has risen from under 5% to over 25%; two sessions of
the World Summit on the Information Society have taken
place, and the Internet Governance Forum has emerged
as a new locus for debate on internet issues; and new
wireless technologies have emerged which have the po-
tential to deliver services in new ways to more people in
more locations than was imagined even five years ago.

Rather than simply revising the original handbook, there-
fore, the opportunity has been taken to produce an en-
tirely new text for this second edition. This new text has
been edited by David Souter, and written by him with con-
tributions from Peter da Costa, Avri Doria, Lisa Horner,
Gus Hosein, Heike Jensen, Mike Jensen, Achal Prabhala
and Dmitri Vitaliev. The principal author is indicated for
each chapter. Each has drawn on her/his extensive expe-
rience and previous writings on the themes and subjects
covered.

The handbook project has been overseen for APC by
Natasha Primo, with the support of Karen Banks, Willie
Currie and Anriette Esterhuysen. APC would also like
to take this opportunity of recognising, once more, the
late Chris Nicol for his work in bringing the first edition
to fruition.

David Souter acted as editor for the handbook and is
the principal author of many of the chapters. David leads
ict Development Associates, which brings together in-
dependent experts in information, communications and
development issues. He is also a visiting professor in
communications management at the University of Strath-
clyde and a visiting senior fellow in the Department of
Media and Communications at the London School of
Economics. From 1995 to 2003, he was chief executive
of the Commonwealth Telecommunications Organisa-
tion. His work with APC includes authorship of the major
study Whose Summit? Whose Information Society?,
about the World Summit on the Information Society.

Peter da Costa is a communications and development
specialist who has worked extensively in Africa as well
as internationally over the last nineteen years. He has
worked as regional director (Africa) for Inter Press Ser-
vice and as senior communication advisor to the head
of the United Nations Economic Commission for Africa,
where he led efforts to build and strengthen communica-
tions for development partnerships and capacity.

Avri Doria is an adjunct professor at Lulea University of
Technology and the coordinating researcher for an EC
FP7 project on Networking for Communications Chal-

lenged Communities. She also works as a part-time
consultant to the secretariat of the Internet Governance
Forum, and was at time of writing serving as chair of
ICANN’s GNSO Council.

Lisa Horner is head of research and policy at Global
Partners & Associates, a social purpose company work-
ing to build democratic institutions and promote human
rights. She coordinates the Ford Foundation-funded
Freedom of Expression Project, which is examining and
addressing the impact of digital communications on hu-
man rights.

Gus Hosein is an academic, advocate, and consultant.
He is a visiting senior fellow in the Department of Man-
agement at the London School of Economics and Politi-
cal Science, where he lectures and researches on tech-
nology policy; a senior fellow with Privacy International
in London, where he coordinates international research
and campaigns on civil liberties; and a visiting scholar at
the American Civil Liberties Union, which he advises on
international technology and liberty issues.

Heike Jensen is a postdoctoral researcher affiliated with
the Department of Gender Studies of Humboldt Univer-
sity in Berlin, Germany, where she focuses on gender
and feminist theory, media and ICT politics, women's
movements and globalisation.

Mike Jensen is an independent ICT consultant who has
assisted in the establishment of information and com-
munications systems in developing countries for some
twenty years — working in some 40 African countries as
well as in Sri Lanka and Brazil. He provides advice to
international development agencies, the private sector,
NGOs and governments in the formulation, manage-
ment and evaluation of internet and telecommunications
projects.

Achal Prabhala is a researcher and writer now based
in Bangalore, India. Between 2004 and 2006, he co-
ordinated a campaign for Access to Learning Materials
in Southern Africa, as part of a collective of consumer
organisations and university groups. He has worked with
the Alternative Law Forum on a proposed overhaul of the
Indian Copyright Act, and with the Lawyers’ Collective
HIV/AIDS Unite on patents and access to medicines in
India. He is a research advisor to the African Copyright
and Access to Knowledge project at the LINK Centre,
University of the Witwatersrand.

Dmitri Vitaliev works in the human rights and indepen-
dent media sector, with an emphasis on digital security
and privacy. He has led and participated in consulting
and training missions to over 30 countries. He is the au-
thor of the manual Digital Security and Privacy for Hu-
man Rights Defenders, a leading member of the NGO-
in-a-Box Security Edition project, and a regular contribu-
tor to technology publications. He currently manages
eQuality Consulting, which provides expert support and
digital solutions for civil society organisations.
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Chapter 1

Lead author

Information and communications are integral to human
society. In all past societies (and some still today) in-
formation retrieval and presentation — the recording of
received wisdom and history, the transmission of knowl-
edge and experience — have been primarily performed
through speech and in cultural forms such as drama,
painting, song and dance. The introduction of writing
added to the opportunities available for communica-
tion, giving it more permanence and allowing it to take
place more easily over distances and between genera-
tions. The invention of the printing press permitted com-
munication on a mass scale, through newspapers and
magazines. More recent technological innovations - in-
cluding broadcasting, telephony and the internet — have
increased further the reach and speed of communica-
tions, culminating (for the present) with digital technol-
ogy. The spread and range of information and communi-
cations media and opportunities continue to grow, and
it is far from easy to predict what will be the next major
innovation.

This handbook is principally concerned with the
most recent generation of new information and com-
munications technologies. These can be divided into
four main categories:

Computing and information technology, which have
become pervasive in government and business
worldwide and are also widely used by those citi-
zens that can afford them to process data, organise
lives and save on time and effort.

Broadcasting, including radio and television, which
offers news, information, entertainment and (some-
times) education through both terrestrial and satel-
lite networks.

Telecommunications, including telephony and data
communications, which are delivered through fixed
and wireless networks, within and between coun-
tries, and whose footprint has become geographi-
cally pervasive in the past ten years through the
spread of mobile telephony.

The internet and internet-enabled services, which
have opened up new opportunities for communica-
tion and sharing experience and knowledge world-
wide — and posed new challenges to government
and business — but which remain at present poorly
distributed between rich and poor.

These new ICTs have become central to contemporary
societies, particularly in the industrial world. They reach
into many areas of activity where their presence may not
be immediately recognised. Whether you are talking on
the phone, watching the news or football on television,
sending an email, using a library, going to the bank or
driving a car, today, you are likely — one way or another
- to be using ICTs.

These new ICTs do not exist in isolation from one an-
other. Most of them share the same basic technical lan-
guage, many of them share the same equipment and
networks, some deliver the same content to terminal
devices capable of handling material from many different
sources. International telephone calls, for example, in-
creasingly make use of packet-based “Internet Protocol”
networks; people throughout the world listen to radio
programmes on their computers; music is downloaded
and photographs and video are shared through mobile
telephones. Media and communications industries are
experiencing both diversification (in the range of servic-
es that can be provided) and convergence (in the plat-
forms that provide them).

This convergence happens not only at a technological
level, but also in the business models that are applied
by industry. Where once the information and communi-
cations sector was dominated by national broadcasters
and telephone companies, much of it is dominated today
by multinational multimedia enterprises which take ad-
vantage of the potential to combine different networks,
platforms and services to reach customers in many
countries. A large internet service provider may well be
linked to a telecommunications infrastructure provider,
which is itself part of a business grouping other parts of
which are involved in software or content production or
in broadcasting. The company that broadcasts your fa-
vourite TV programme may, in another guise, also be the
company that allows you to access the internet, or pro-
vides your internet service provider with its connection
to the internet as a whole. Alongside the globalisation
of multimedia businesses, however, new ICTs have also
enabled the establishment of thousands of new small
businesses serving the niche requirements of particular
groups of users.

A wide range of new business models — and new relation-
ships between government, business and the consumer
— have developed in this rapidly changing environment.
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Music purchasing in industrial countries, for example,
has moved substantially from physical products (CDs)
to virtual sales (downloads), with knock-on effects on
production, marketing and distribution. Many other
physical goods — such as books — are now ordered on-
line, revitalising the “mail order” sector at the expense
of high street retailers. The internet has enabled indi-
viduals to become retailers (through websites such as
eBay), and has radically changed business models and
regulatory challenges for products and services which
have previously been hard for customers to buy (includ-
ing gambling, prescription drugs and pornography).
Software is often developed by a team of programmers
who work in different countries, but who collaborate via
the internet. Citizens in many countries now file their
taxes, apply for driving licences, obtain certificates and
interact with other government departments online.

Networks are, of course, fundamental to all of this. While
some ICT networks, like television, allow communica-
tions to flow mostly in one direction, others, like tele-
phony and the internet, facilitate interactive communica-
tions, enabling governments, businesses and citizens to
talk with — rather than at — one another. The sociologist
Manuel Castells is one of many commentators who has
placed emphasis on networking, as well as technology,
in understanding the social and economic changes that
are associated with ICTs. He envisages a “network so-
ciety” in which “the entire planet is organised around
telecommunicated networks of computers at the heart
of information systems and communication processes.
In such a society, he argues, “the availability and use of
information and communication technologies are a pre-
requisite for economic and social development.... They
are the functional equivalent of electricity in the industrial
era"

Of course, ICT networks — like those for electricity
and clean water — can only benefit directly those who
have access to them, or to services that make use of
them. The optimism which is often expressed about
ICTs needs to be tempered with reference to their
availability; their potential to transform lives and social
interaction considered in the light of technical access
and social inclusion. In all societies, the marginalised,
powerless and poor are likely to have less access to
ICTs, to be less able to afford their use, and to have
less of the other resources (such as literacy) which are
required to make effective use of them than are the
rich, more educated and powerful. The relationships
between access and use and between poverty and
empowerment are complex, and the subject of a good
deal of debate within the development community. It
is important to distinguish between what ICTs “can”
do in ideal circumstances and what is actually hap-

1 Manuel Castells Information Technology, Globalization and Social
Development (Geneva: UNRISD, 1999)

pening or likely to happen in the real circumstances
of people’s lives, particularly those who are socially,
economically or politically disadvantaged. The ques-
tion of access is at the centre of much debate about
ICTs and social justice.

The Oxford English Dictionary has defined “policy” as
“a course of action, adopted and pursued by a govern-
ment, party, ruler, statesman, etc.; any course of action
adopted as advantageous or expedient’”? The online
encyclopaedia Wikipedia is a little broader in its defini-
tion: “A policy,” it says, “is a deliberate plan of action
to guide decisions and achieve rational outcome(s).
The term may apply to government, private sector or-
ganisations and groups, and individuals.” It adds that
“Policy differs from rules or law. While law can compel
or prohibit behaviours..., policy merely guides actions
toward those that are most likely to achieve a desired
outcome.®

ICT policy covers information and communications tech-
nologies, networks, services, markets and the relation-
ships between the different actors involved in these —
from the operators of submarine cable systems to the
users of telecentres. It may be national or international
in scope. Each level may have its own decision-making
bodies, sometimes taking different (and even contra-
dictory) decisions about how ICTs will develop within
the same territory. Because ICTs draw together areas
of technology, business and policy that have previous-
ly been distinct, policy towards different ICTs is often
based around different traditions and assumptions. This
is particularly so when it comes to regulation. The ethos
of broadcasting regulation, which is based around con-
tent and ownership, is very different from that of tele-
communications regulation, which is based around tech-
nology and interconnectivity.

While ICT policy is primarily concerned with the ICT sec-
tor itself and the services it provides, the increasing im-
portance and diversity of ICTs mean that it also intersects
more and more with other areas of public policy. The
ability of internet users to make use of material sourced
from the internet, for example, has implications for public
policies on issues ranging from intellectual property (most
obviously) to the maintenance of educational standards
(which have been undermined by plagiarism and down-
loaded “model answers”). The availability of complex
databases capable of drawing together information on
individuals from many sources raises new issues of pri-
vacy and security. The use of telephones and the internet

2 Quoted at open.org.kh/ictpolicy/about_ICTPolicy

3 Wikipedia “Policy” accessed 24 October 2009
en.wikipedia.org/wiki/Policy
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by organised crime, including the advent of spam, “419
scams” and other crime specifically enabled by the inter-
net, needs to be addressed in legislation and policy deal-
ing with justice and policing as well as with information
and communications themselves. Interfaces like these be-
tween ICTs and other areas of public policy have proved
difficult for many governments, businesses and civil soci-
ety organisations to handle.

The most important interfaces of this kind for APC are
those between ICT policy, rights and civil liberties; and
between ICT policy, access and development. The in-
creasing pervasiveness of ICTs within society changes
the relationship between the citizen and the state in
many ways. ICTs facilitate both individual empower-
ment (by extending access to information and the op-
portunity to organise) and state power (by extending the
government’s ability to oversee and manage citizens'
behaviour). ICTs also enable businesses to gather more
information about their customers than was previously
possible.

ICTs are often said to empower those with access to
them, and to disempower those without. Both indi-
vidual empowerment and state power can act to the
advantage and disadvantage of citizens in general or
particular groups of citizens, and the social and politi-
cal context in which ICTs become available is likely to
be important. This gives rise to complex issues con-
cerning rights and civil liberties. For example, surveil-
lance cameras have proved successful in reducing
street crime and increasing personal security in public
places in some countries, but many citizens are also
concerned about the risk that governments will use
them to monitor individual behaviour, particularly politi-
cal protest.

The relationship between ICTs and development is also
complex. One major issue, on which APC has focused
much attention, is access. Access policy concerns the
availability to everyone within society — irrespective of
geography or wealth — of infrastructure and access
points that enable them to make use of ICTs and the
information which ICTs like the internet can make avail-
able. Access to telephony has grown exceptionally fast
in developing countries during the past ten years — the
spread of mobile phones has been faster, probably, than
that of any other technology in history — but it has not
been matched by the same rate of growth in access to
the internet.

4 Advance-fee frauds, named after a clause in the Nigerian criminal
code.

Although policies are (in most cases) formally decided
by governments and intergovernmental organisations,
other stakeholders also make input into the policy pro-
cess and influence its outcomes. The privatisation of
broadcasting and telecommunications, for example, has
given much greater influence to the private sector than
was previously the case. Private companies now have
considerable influence over the ways in which tech-
nology develops, and international organisations like
the International Telecommunication Union (ITU) have
recognised this by granting them more participation
in decision-making processes. The interface between
the private sector and government (policy makers and
regulators) is critical in determining the deployment of
networks and services, and the pace and quality of ser-
vice that they make available to consumers.

Civil society organisations have also been taking a
more active role in ICT policy issues, although they have
achieved less access to national and international deci-
sion-making processes than the private sector. Civil soci-
ety has been active in a number of areas, but particularly
those — such as information and consumer rights and so-
cial and economic development — where new ICTs affect
the opportunities and empowerment of citizens.

Why should citizens and civil society organisations be-
come involved in ICT policy making? The simplest answer
is that ICTs have become of central importance in our soci-
eties, and are becoming more important every year in areas
which civil society organisations find important. Without
instantaneous global telecommunications, world financial
markets and trading systems would not exist as they do
today, for example. Competition between companies de-
pends on global communications, as does the production
of new ideas and research, whether at universities, pri-
vate institutes or company laboratories. They change the
behaviour of citizens and communities, enabling people
to maintain far greater contact with friends and family at
remote distances, access new economic opportunities,
and gain information which was previously inaccessible
to them. ICTs also facilitate international collaboration, in
areas ranging from police action against international crime
to campaigns on issues like land mines and human rights.

ICTs may not have “caused” these changes which are
taking place within societies, but they have facilitated
them, and have become fundamental to the functioning
of an increasingly global society and economy. If civil
society organisations wish to participate in policy mak-
ing concerning these broad issues, then they also need
to engage with the communications environment that is
now central to them.

Civil society involvement in ICT policy has included what
civil society organisations (CSOs) have seen as both “pos-
itive” and “negative” dimensions of the “ICT revolution”
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— the opportunities which ICTs create for citizen engage-
ment and action, and for enhanced prosperity, on the one
hand; and the threats of increased surveillance and state
control, on the other. They have found it easier to engage
with policy on the internet, which has not historically been
led by governments and intergovernmental organisations,
than with policy on broadcasting and telecommunications,
where governments have historically been much more in
charge. Civil society engagement has been helped by
debates during the World Summit on the Information
Society (2003-2005) on the value of “multi-stakeholder”
decision making, which aims to establish civil society and
private sector participation alongside that of governments
and intergovernmental agencies.

ICTs also offer opportunities to civil society organisa-
tions to work in different ways:

To spread their own and others’ information more
widely and creatively, to millions of people instantly,
irrespective of distance.

To create new forms of organisation and coordina-
tion, new structures and new modes of engagement.

To foster new forms of experience sharing and coordi-
nation among the disempowered and disadvantaged.

Many civil society organisations have been using ICTs
in innovative ways for several years: from publishing on
the Web to coordinating activities through email “lists”.
Some now also exploit the potential of Web 2.0 ser-
vices such as social networking sites. APC is one of a
number of organisations that works globally, as a digi-
tally empowered network, rather than in traditional office
spaces. While these forms of organisation will not suit
every civil society organisation, they increase the range
of ways in which civil society can work and affect the
lives of those it represents.

Above all, however, civil society organisations should
be engaged in ICT policy issues because the way ICTs
develop will have an enormous impact on future pos-
sibilities of working for social justice and sustainable
development. If they do not take an active part in ICT
policy making, they will have less say in how their soci-
eties develop and how the future unfolds. To play that
active part, however, civil society organisations need to
be well informed: to understand the technology, mar-
kets and policy issues involved and to articulate cred-
ible policy positions which can win wider support within
a multi-stakeholder decision-making environment. This
handbook is designed to help to build that understand-
ing and credibility.
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Chapter 2

INFORMATION AND COMMUNICATIONS: AN OVERVIEW

Lead author David Souter

Information and communications are fundamental to the
way societies work. Our ability to choose what to do and
how to do it most effectively depends on the information
we have gained, from our own experience and from others
communicating their experiences and knowledge to us —
back to the very first moments of our lives. Our capacity
to achieve much of what we want to do depends on us
working and communicating with others: to agree com-
mon objectives, to issue and receive instructions, to learn
and to share what we have learnt, to express our aspira-
tions and concerns. Societies — from the smallest villages
to the largest nation-states — are held together by shared
information and communication between all who take part
in them: governments, businesses, civil society groups
and individual citizens.

The information and communications capabilities required
for all of this are inherent in all of us. Throughout our lives,
we make use of a number of basic information and com-
munication skills — skills such as observation, memory,
analysis, speech and our capacity to influence the behav-
iour of others. ICTs do not change these basic skills but
add new capabilities to them, as illustrated in Table 2.1.

ICTs, in short, make it possible for us to collect, store, anal-
yse and share more information, more quickly and more ac-
curately than we can do on our own. This is what makes

them such empowering tools. But they do this by adding
to our existing information and communications resources,
rather than replacing those which we already have.

* Research in many communities shows that face-
to-face communications are still preferred by most
people for many purposes, particularly those most
directly and immediately affecting their lives. Estab-
lished information sources such as trusted intermedi-
aries (teachers, health workers, community leaders,
priests, astrologers, extension workers, successful
peers, etc.) continue to play a crucial role in transmit-
ting knowledge and in shaping public opinion even
when new technologies have become widespread.

*  Traditional information and communications media,
such as storytelling, village meetings, music and song,
socialising, and physical movement within and be-
tween communities, also remain important when new
ICTs become available — though they may change
form, for example, with radio and television drama
adopting some of the roles which were previously
played by community performance. Established me-
dia such as newspapers and broadcast radio remain
important, too, complementing and being comple-
mented by the internet and television. They may even
be revitalised by competition from new media.

Table 2.1: Communication skills and ICT applications

Communication skills ICT applications
Observation

Memory
Thought/analysis

Research

Calculation

Organisation

Speech and writing

Influence

Data monitoring and collation; applications including remote sensing, global positioning
by satellite (GPS), etc.

Data storage; applications such as databases
Data manipulation; applications such as spreadsheets
Databases; digital libraries; the World Wide Web

The original functions of the “computer”; data manipulation;
applications such as spreadsheets

Management information systems and other
“information technology” applications

Communications ICTs, including telephony, email, etc.

Mass communications ICTs, including broadcasting and the internet

1 This table draws on work by David Souter and James Deane for
the United Nations Development Programme and by David Souter,
Jacqueline Davies and Ellen Helsper for Plan International.
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When thinking about ICTs, therefore, it is important not to
see them in isolation, but to recognise where and how they
fit into the wider range of information and communications
channels and resources which people use to meet their
information and communications needs in their particular
societies.

Much of the debate about the role of ICTs focuses
on identifying ways in which they can add most to the
quantity and quality of information that is available, and
in which they can extend the range and effectiveness
of communications opportunities. Networks are particu-
larly important in this context. This is not just a matter
of the technical networks that deliver postal, telecom-
munications or broadcasting services, but also of the so-
cial networks that people rely on for much of the news,
entertainment, advice, information and cooperation that
underpin their lives and livelihoods. ICTs can do much
to enhance and extend informal (e.g. social) as well as
formal (e.g. professional or educational) networking.

The terms “information” and “knowledge” are sometimes
used interchangeably, but are in fact distinct. Informa-
tion is the raw material for knowledge - the individual
facts in isolation, perhaps — while knowledge reflects
the accumulation of information and experience in ways
that enable individuals and communities to improve their
performance, productivity or quality of life. Information is
necessary for knowledge, but does not necessarily lead
to it.

It is, obviously, usual to know more or less about some-
thing than other people — to be “better informed” or
“less well informed” than they are. More (or more com-
prehensive) information may enable people to make bet-
ter judgements about things, but does not necessarily
do so. People may interpret information poorly, while too
much information may cloud the picture rather than clari-
fying it. For decision-making purposes, what people usu-
ally want is sufficient information to make a sound judge-
ment of what will work for them, with a high probability
of being “right” — and the knowledge or experience to
make that judgement well.

Information and knowledge are also subject to interpreta-
tion. Presented with the same facts, different people will
reach different conclusions — based, for example, on their
own circumstances or on views that they already hold.
Individual facts alone may be unequivocal but, as soon as
many facts are brought together, the scope for interpreta-
tion increases exponentially. Everyone can agree that the
Archduke Franz Ferdinand was shot in Sarajevo in June
1914, for example, but there are very many interpreta-
tions of the causes of the First World War. Differing views
about the facts — different information, different interpreta-
tions of that information, different background knowledge

and experience, different perceptions of the world — un-
derpin how we think about social, economic and political
issues and provide the substance of political debate and
policy choice.

Nevertheless, information is often empowering in itself.
People use information and knowledge to make decisions
which are appropriate for their needs, and to manage their
relationships with others in the communities in which they
live. As well as enabling people to make the right deci-
sions and to fulfil their potential, information often enables
people to gain advantage over their fellow citizens. Those
in authority have always known the power of information
to help them maintain dominance (though democratic
governments seek to do so through popular consent and
are therefore more likely to share information with their
citizens). The role of information in maintaining and in chal-
lenging power is as important at family and village level
as in nation-states and international relations. It is another
area in which many people believe that new ICTs can alter
the way in which things work — either in favour of those
with power or those without.

Information held by an individual empowers only that
individual. Information that is shared with others em-
powers the wider community within which it is shared.
It is communications that enable sharing of information
to take place, both within communities and over gen-
erations. Most importantly, communications enable the
different information that is held by different individuals
and different communities to be drawn together, building
greater understanding and knowledge. To understand
the role and potential of ICTs today, it is worth reflecting
on the past development of communications.

Human beings have, of course, communicated since
before the beginning of recorded history. From earli-
est times, people conveyed messages to one another
through sound/speech and through non-verbal means
(gestures, body language, etc.). Other species also use
sound and body language. Human communications,
however, have been distinguished since very early times
by language (which probably first developed around
50,000 years ago), artistic expression (the first rock
paintings date back at least 30,000 years) and writing
(which first emerged 7,000 or 8,000 years ago). Speech
and writing remain the fundamental building blocks of
human communications, and the power of new ICTs lies
to a very large degree in the capacity which they have to
facilitate and expand the range of their expression.

Also from the earliest times, speech and writing have
been used to share information and build knowledge
within communities. As already noted, knowledge can
be shared in many ways other than direct speech. Most
communities have used music, narrative, history and
myth, for example, to share understanding of the world
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in which they live. Over time, these forms of knowledge
sharing have been mediated through a growing range
of technologies — from paint to print, and more recently
through broadcasting and the internet. The variety of
means of expression enabled by technology continues
to grow: the extensive use of social networking web-
sites is one of the latest manifestations.

These communications technologies — particularly print-
ing, broadcasting, telecommunications and the internet —
have had three profound impacts on peoples’ and soci-
eties’ ability to share knowledge:

They have made information more permanent, en-
abling it to be conveyed more easily between gen-
erations.

They have made it much easier to convey informa-
tion over a distance.

They have facilitated the creation of mass markets
for information and communications, in which very
large numbers of people in different locations can
participate.

Of course, the impact of these changes has taken place
over a period of time: several centuries in the case of
printing, a little under a hundred years in that of broad-
casting, around a quarter of a century for the internet.
They have all been more available to certain people —
and to certain social groups — at different times in their
development, and have gradually widened their reach
into the mass of populations.

Of the technologies described here:

Some (printing and the internet) require additional
skills for use (in particular, literacy).

Some require dedicated equipment (broadcasting,
telecommunications and the internet).

All require expenditure (on newspapers/magazines/
books or on equipment).

To gain access to the information resources which are
available through ICTs, people therefore need to have
access to necessary skills, equipment (both networks
and terminals such as radios and telephones) and the
money to pay for them. In addition, the interpretation of
information in many cases also requires further skills (for
example, research and analytical skills) and knowledge —
which are gained primarily through education and experi-
ence. As a result, the information and knowledge made
accessible by technologies (including writing and print-
ing) have historically been more available to the rich and
better educated, and very often more available to men,
than they have been to the rest of society. The “digital
divide” discussed in Chapter 5 of this handbook builds
on a longstanding “information/knowledge divide” within
societies.

There has been an underlying difference of perception in
debate about the impact of ICTs on society during the
past ten years or so. This difference lies between those
who emphasise continuities between past information
and communications resources and new ICTs, and those
who emphasise discontinuities. The former view the im-
pact of new ICTs as, essentially, evolutionary — enabling
people and organisations to do things more efficiently
and effectively than they could previously but not inher-
ently changing the nature of society. The latter view their
impact as, essentially, revolutionary and transformational
— making society different from what it has been before.
The latter sometimes compare what they describe as an
“Information Revolution” or “Knowledge Revolution” with
the Agricultural Revolution of early human history and the
Industrial Revolution of the 18th and 19th centuries.

Which of these views turns out to reflect better the impact
of new ICTs on today’s world is something we cannot tell
at present. ICTs are certainly changing many aspects of
many societies very rapidly, but whether or not this impact
is transformational will depend on whether those changes
in turn result in further and more fundamental shifts in the
way people behave and society works. It is always diffi-
cult to predict the likely long-term impact of new forces in
society like this, but many are increasingly convinced that
ICTs do have genuinely transformational potential.

“Information society” and “knowledge society” or
“knowledge economy” are terms which are quite often
used in this context, although sometimes with different
underlying meanings. The online encyclopaedia Wikipe-
dia defines these terms as follows:

An information society is a society in which the creation,
distribution, diffusion, use, integration and manipulation of
information is a significant economic, political, and cultural
activity. The knowledge economy is its economic coun-
terpart whereby wealth is created through the economic
exploitation of understanding.?

Both terms imply a major lasting shift in the way society
works — from one based around the production and ex-
change of goods to one based around the production
and exchange of information and services. Both have
been widely considered to be desirable or “progressive”
developments, and the United Nations has even held two
world summits to promote the information society (see
Chapter 29). A good deal of discussion around them
also focuses on their relationship with globalisation, i.e.
the international integration of societies and economies.
This integration is facilitated by the capacity of new ICTs
to render distance irrelevant in the transfer of information
and many other services.

2 Wikipedia “Information society” accessed 24 October 2009
en.wikipedia.org/wiki/Information_society
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Chapter 3

Lead author

ICTs are information and communications technologies,
and the products and services which make use of them.

Most people who are interested in ICTs have a fairly clear
idea of what they themselves mean when they use the
term — but different people’s clear ideas can differ quite
substantially from one another. Some people use a very
wide definition of ICTs, including broadcasting and even
print technology, while others restrict it to what are some-
times called “digital technologies” Digital technologies
are those which make use of the binary language of ones
and zeros which is understood by computers, by contrast
with “analogue technologies” which rely on fluctuations in
wave forms (see Chapter 8). They include computing and
information technology, modern telecommunications and
the internet, and the latest types of broadcasting. Some
writers have an even tighter definition, using the term ICTs
to refer almost exclusively to the internet and services
driven by it such as e-business and those applications
encompassed in the term e-government.

It is important to be clear, when reading any commentary
on ICTs, just what the writer has in mind. This handbook
uses a broad definition of ICTs, summarising them as
“electronic means of capturing, processing, storing and
distributing information” — electronic means, that is, of
fulfilling or supporting the human information and com-
munications activities described in the table in Chapter
2: observing, thinking and calculating, recording, memo-
rising, talking, writing, etc. With ICTs, people can do
these things more efficiently, more accurately and more
quickly than they can by relying on their own mental abili-
ties. As a result, they can also achieve things which can-
not be achieved by human intelligence alone.

This definition includes analogue and digital technologies,
and so includes broadcast radio and television as well as
“new ICTs" like mobile phones, computing and the internet.
However, it does not include printing and print publications.

ICTs, as they have been defined here, fall into four main
categories:

Computing and information technology, which are
mostly concerned with the use of electronic intelli-
gence to analyse information and manage processes.

Broadcasting, including radio and television, which
is mostly concerned with communicating the same
information simultaneously to a large number of
people.

Telecommunications, including both telephony
and business-to-business data communications,
which is mostly concerned with communicating
one-to-one messages between people and com-
puters on an interactive basis.

The internet, which networks computerised informa-
tion sources over telecommunications infrastructure,
and allows both undifferentiated information and
one-to-one messages to be transmitted interactively
between all connected computers and their users.

The technical, market and policy issues concerning
these specific ICTs are described in Chapters 8 to 21
of this handbook. Chapter 8 looks at computing and in-
formation technology issues, Chapters 9 to 12 at broad-
casting, Chapters 13 to 17 at telecommunications and
Chapters 18 to 21 at the internet. This chapter provides
an overall summary of ICT technologies as a whole.

The use of electronics to capture, process, store and
distribute information began in the 1830s with the in-
troduction of the telegraph, which used code (usually
Morse code)' to send text over wired networks. The first
transatlantic telegraph became operational in 1866 and
a global network was in place by around 1870. The Inter-
national Telegraph (now Telecommunication) Union was
established in 1865 to oversee international telegraphy.

The telephone, which first allowed sound (and therefore
speech) to be transmitted over wires, was invented in
the 1870s and in commercial use by the end of the 19th
century. Its use became widespread in the United States
and Canada quite quickly (40% of US homes had tele-
phones by 1930), but it remained a luxury item in other
industrial countries until the 1970s and did not reach
large markets in developing countries until the 1990s.

Telephone networks can use radio waves (or wireless
technology) as well as wired infrastructure to transmit

1 Morse code uses sequences of dots and dashes in place of letters
and numbers.
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messages, both locally and over longer distances. Com-
munications satellites began to compete with oceanic
cables for international telecoms traffic in the 1960s.
Since the early 1980s, cellular wireless networks have
transformed domestic telephony by providing infrastruc-
ture for the mobile phone, which provides telephone ser-
vice to an individual wherever s/he may be rather than
to a specific location. Mobile phone networks now have
more subscribers than fixed phone networks in almost
every country.

Telecommunications networks can also deliver data (i.e.
information in electronic form) as well as voice commu-
nications. Data communications have been important to
government and business for many years. Most individu-
als in industrial countries have also become familiar with
some devices that make use of data communications
such as bank ATMs (automated teller machines), credit
card transaction terminals and fax machines. The ability
of telephone networks to deliver data is at the root of the
development of the internet.

Broadcasting developed separately from telecommuni-
cations, using different technologies and networks, al-
though in recent years these have begun to converge
significantly with those of telecoms. Radio began to be
used as a broadcast medium during the first quarter of
the 20th century. In the latter half of the century, porta-
ble transistor radios helped to make broadcast radio the
most widely available of all ICTs — and the most common
source of news, information and entertainment — par-
ticularly in lower-income developing countries. The later
20th century also saw the widespread development and
use of television, displacing radio as the primary source
of news and entertainment in industrial countries and,
latterly, an increasing number of developing countries.
The advent of digital broadcasting in the last decade
or so has facilitated the delivery of broadcast content
through other media, including the internet, and enabled
a variety of new broadcasting models to evolve. Liberali-
sation of broadcasting and the development of commu-
nity radio have been important in many countries.?

Computing, in the broad sense that we understand it
today, dates back to the invention of digital electronics
in the 1930s. Early computers were very large, expen-
sive and limited in their capabilities. The 1980s, how-
ever, saw the beginning of a transition from centralised
computing, managed by organisations, to distributed
computing based around individual personal comput-
ers or PCs, firstly in the workplace and then increasingly
at home. The development of graphical user interfaces,
such as Microsoft Windows, did much to make com-
puters user-friendly, and they can today be found in a
majority of households in many industrial countries. The
capability of computers continues to increase rapidly
year on year.

2 For more on the history of broadcasting, see Chapter 9.

The internet draws together the capabilities of the com-
puter (to store information) and the telecommunications
network (to disseminate it widely). It works by linking
computers (and, now, also other terminal devices), en-
abling them to access and share each others’ data.
Its origins lie in a United States defence project called
ARPANET which began in 1969. The wider potential
of the internet was realised successively by computer
specialists and the academic community, by business
and by individual users. Tremendous growth in internet
use followed the introduction of the World Wide Web
in the 1990s, and the number of internet users reached
around 22% of the world population by the end of 2008.

Although the internet makes use of telecommunications
infrastructure, it does so in a different way from tradition-
al telephone networks — disassembling data into small
“packets” which travel independently to their destina-
tion, where they are reassembled, rather than requiring
a single dedicated channel to be open continuously be-
tween those who are communicating. This IP (“Internet
Protocol”) technology is now displacing traditional tele-
communications transmission.

The last two decades have seen a good deal of con-
vergence between these historically distinct types of
ICT. This has been driven in particular by the move from
analogue to digital technologies. Although (wave-based)
analogue technology is still widely used in broadcasting,
other ICTs now rely predominantly on the same binary
digital language of ones and zeros which drives comput-
ing — and broadcasting itself is also increasingly becoming
digital. This convergence has had major repercussions for
the organisation and regulation of ICT businesses which
are discussed in later chapters of this handbook.

ICTs have become increasingly important, playing an in-
creasing part in the lives of more and more people in
the 170 years or so since the invention of the telegraph.
Their increased role has been driven by their obvious util-
ity and by rapidly falling costs, which have resulted from
very rapid technological development. During the last
quarter of the 20th century, most business and govern-
ment functions in industrial countries and in larger busi-
ness sectors of developing countries have been com-
puterised, and ownership of televisions, telephones and
computers has spread widely in all countries. By 2002,
the ICT sector accounted for 6.6% of global GDP, about
twice its contribution 25 years earlier, and ICT use con-
tinues to grow rapidly.

An important distinction can be drawn when thinking
about ICTs between different stages in the provision of
communications to end-users. There are five main tech-
nical terms and stages involved.
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Networks are essentially delivery channels. They
provide the infrastructure which enables communi-
cation to occur. All networks involve some physi-
cal infrastructure, but actual transmission over a
distance may use radio waves rather than (or as
well as) physical wire or cable. In recent years,
telecommunications has increasingly moved from
fixed (wired) to radio (wireless) infrastructure, while
broadcasting has increasingly moved the other
way, from wireless to cable networks.

Platforms are the systems and standards which
have been developed, either in competition or
agreement, to make use of networks in order to
deliver services to users. Different platforms have
different characteristics which are more or less
valuable to different users and in different circum-
stances. Examples of such platforms include short
wave radio, high-definition television, and the GSM
and CDMA variants of wireless telephony. In the
past, they have often been specific to particular
networks, but this has become less so as digital
has replaced analogue equipment.

Services provide the framework for the “communica-
tion events” which take place over networks — for
example, the television channels (which deliver pro-
grammes), the telephone services (such as conven-
tional voice telephony, fax service or voicemail) and
internet services (such as the World Wide Web, au-
dio download and “voice over internet” telephony).

Applications are specific forms of service provision.
The term is used both in a generic sense (such as
“soap opera”, “phone-in programme” or “word pro-
cessing”) and to identify specific instances or pro-
grammes offered by particular service providers or
application vendors (such as “Big Brother”, “Micro-
soft Word” or “Google”). In the past, services and
applications have often been specific to particular
networks and platforms, but multi-network services
and cross-platform applications are more common
in the digital age.

Terminal devices are the equipment which is required
to send and receive communications. These include
radio and television receivers, fixed and mobile tele-
phone handsets, and the modems, routers and com-
puters used to gain access to the internet. Many of
these are now also becoming capable of working with
diverse platforms, services and applications.

In addition, within computing, there is an important dis-
tinction to be made between operating systems (such
as Apple Macintosh, Linux, Microsoft Windows), which
are comparable to platforms; and applications, using the
term either generically (word processing, spreadsheet,
database) or in reference to proprietary products (such
as Microsoft Word, Excel and Access) and their open
source counterparts.

Although most discussion of ICTs now emphasises “com-
munications” which require networks, it should be re-
membered that not all ICTs are connected to networks or
indeed have network capability. Many people around the
world still use personal computers without connecting to
the internet. Stand-alone systems of this kind also have
utility and in some cases offer a level of security that can-
not be guaranteed within a network environment.

One framework which has proved useful for thinking
about the interaction between the ICT sector and end-
users is based around four distinct layers of ICT provi-
sion. There are a number of ways of identifying these
layers, but one of the most obvious is illustrated in Figure
3.1. (“Platform” in this context, refers to the different net-
work architecture and hardware devices on which ap-
plications and content may be delivered.)

Content

Applications

Services / platforms

Networks

Each layer within this framework has different economic
characteristics and market circumstances (see Chapter
4). All four are crucial to determining the value which
ICTs offer to end-users, and the interaction between
them is particularly important in this context. Networks
without applications and content, for example, are of
little value to consumers. This framework therefore pro-
vides a helpful basis for thinking about some of the is-
sues covered elsewhere in this handbook.

Much of the literature about ICTs, particularly that con-
cerned with development policy and applications, consid-
ers the role and impact of ICTs together, as a group of new
technologies. This is especially true of assessments that
emphasise the potential which ICTs are seen to hold for
social and economic transformation, or which seek to take
an overview of their impact on countries and communities.

While this approach is useful and important, it is also im-
portant to recognise the differences between the ways in
which people use different types of information and com-
munications services and devices. In practice, different
ICTs have historically had different basic characteristics
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Print media

Computing
and information
technology

Broadcasting

Telecoms

The internet

Primary information or
communication mode

One-to-many
communication

Administration
and information
management

One-to-many
communication

Voice telephony — one-

to-one communication

Data communications
— one-to-one

and one-to-many
communication

Email — one-to-one
communication

World Wide Web
— one-to-many

Primary users

Individual citizens
(newspapers); collective
institutions such as
schools and businesses
(books)

Organisations, including
government and business

Individual citizens

Voice telephony —
individual citizens
and organisations

Data communications —
business and government

At present, government,
business and educated
elites in most countries;
most citizens in industrial
countries

Prevalence among
the poor

Limited by prevailing levels
of literacy, content control

(newspapers) and scarce

distribution (books)

The poor make use of
services but do not usually
own or implement them

Radio — very extensive

Television — substantial and
rapidly growing in Asia and
Latin America; limited in
rural areas in Africa

Ownership of telephone
devices - limited but
growing rapidly

Usage of telephony - high,
including public facilities
and entrepreneurial resale

High in industrial countries;
limited in middle-income
countries and urban areas;
very limited in Africa and in
many rural areas

Principal uses

Information and
entertainment

Administration and service
delivery

Entertainment
and information

Social networking

Information and
administration

Email — social networking
and administration

World Wide Web -
entertainment, information

communication

Social networking
- many-to-many
communication

and commerce

Social networking —
social networking

and been used by different people for different purposes.
Broadcasting, for example, has been and is still used pri-
marily to obtain entertainment and general information. (It
is also used by some governments to control information,
by companies to promote products and services, etc.).
Telephony is used primarily for interpersonal communica-
tions between individuals, whether for private or business
purposes. Many data communications, computing and
information technology applications, however, are primar-
ily used by organisations to enhance their internal man-
agement or service delivery. Use of the internet includes
characteristics of all three of these other types of ICTs,
meeting a wide range of different needs for those who
can afford the necessary equipment and usage cost.

Many of the differences observed here result from the
different degrees of interactivity which different tech-
nologies can offer. For example, broadcasting primarily
delivers messages from one source to many recipients,
while telephony is primarily concerned with one-to-one
communications. Table 3.1 summarises some of the
main characteristics of these different types of ICTs and
compares them with traditional print media.®

3 This table draws on earlier work by David Souter for the United
Nations Development Programme and others.

Convergence, as described above, means that it is now
increasingly possible for people to use different technolo-
gy types (networks, platforms, services, terminal devices)
to gain information or to communicate in ways for which
they would previously have used other technology types.
This has led to substantial changes in both technological
and business models for communications services, which
are discussed in Chapter 15. However, the differences
between the usage characteristics of different types of
ICTs remain substantial, and profoundly affect their value
for specific purposes — for example, for service delivery,
provision of information, and advocacy work. People will
continue to use different ICT services and devices for dif-
ferent purposes, and those who work with them increas-
ingly recognise the need to consider the diversity of ICTs
as well as the overall impact of the ICT sector.

As well as opening up new opportunities, the rapid de-
velopment of ICT technologies has made markets for
information and communications products and services
less stable and required major revisions in the plans of
information and communications providers. These is-
sues are discussed in Chapter 4.
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Chapter 4

Lead author

Information and communications facilities and services
are supplied within a number of different markets. Some
of these markets are closely linked, while others are
converging with one another; but different ICT products
and services are still often provided to consumers by dif-
ferent businesses in different market frameworks which
have different rules and regulations.

It is important, when looking at any information or com-
munications market, to be clear about the different play-
ers involved and the relationships between them. Three
types of relationship are important in most ICT markets,
as follows:

Those between government (policy makers and
regulators) and participating businesses.

Those between businesses which participate with-
in the market, whether as competitors or as parts of
the same supply chain (or sometimes both).

Those between businesses and consumers.

Because of the complexity of the ICT sector, these re-
lationships are often also very complex. It is impossible
to give a comprehensive survey of information and com-
munications markets in the space available within this
handbook, but this chapter tries to describe some of the
more important issues about market structure which are
likely to concern civil society organisations.

There are a number of different ways of categorising ICT
markets. The simplest is to distinguish between them ac-
cording to the service which is delivered to end-users
— such as telephony, broadcasting, internet access or
consumer terminal equipment. As mentioned in Chapter
3, although convergence is blurring the boundaries be-
tween these different service markets, most people still
distinguish quite clearly between them in their daily lives.

Another useful starting point is to distinguish between
markets on the basis of the nature of what is being trad-
ed. This is perhaps a little less straightforward, but four
categories or types of product or service that is made
available can be readily identified: infrastructure, ser-
vices, equipment and applications, and content. These
categories are closely related to the layers illustrated by
Figure 3.1 in Chapter 3.

Infrastructure markets are concerned with the supply
of network capacity, and so with the availability of the
communications “facilities” which are needed to deliver
services and content.

Infrastructure providers own networks — which may
be broadcasting networks or telecommunications net-
works, national or international in extent, based on wired
or wireless technology or a combination of both. Differ-
ent types of network have historically been used for dif-
ferent service and content markets but there is grow-
ing convergence and interchangeability between them.
Most infrastructure provision is capital intensive and
infrastructure markets tend to be highly concentrated.
Many have been monopolies, and some still are.

The main customers of infrastructure markets are ser-
vice providers (broadcasting channels, telecoms and
internet service providers, suppliers of value-added ser-
vices such as ATMs, etc.), and infrastructure markets are
therefore largely wholesale markets in which end-users
are not directly involved. However, some large end-users
(multinational companies, banks, etc.) also buy network
capacity directly from infrastructure owners. In addition,
many infrastructure owners (particularly telephone com-
panies) also act as service providers and so engage in
competition in service markets with other service provid-
ers who are customers of their wholesale infrastructure
business. This raises regulatory problems which are dis-
cussed in Chapter 16.

Service markets are concerned with the supply of in-
formation and communications services to end-users —
for example, the provision of cable television channels,
voice telephony or internet access to individual citizens,
businesses and other organisations. In addition to these
major services, recent years have seen a proliferation of
niche or “value-added” services which are of interest to
particular user groups.

Where infrastructure markets are essentially wholesale,
service markets are essentially retail in character. Provi-
sion of services requires much less capital investment
than provision of networks, and so there are usually many
more service providers than infrastructure providers (un-
less the service provision market has been restricted by
regulation). As noted above, particularly in telecommu-
nications markets, network operators often also act as
service providers, in competition with companies that do
not own networks. (Most mobile telephone networks are
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at present made up solely of companies which are both
network operators and service providers, but some also
have “virtual” mobile operators, i.e. companies which
retail service to end-users using infrastructure capacity
bought from network operators).

Equipment and applications markets are concerned
with the supply of the physical and non-physical goods
— the hardware and the software — which enable net-
works and services to work. There are many different
equipment markets, but, for present purposes, they can
be divided into two main groups: those for equipment
and applications which enable networks to work, which
are primarily of interest to network operators and ser-
vice providers, and those for equipment and applications
which enable services to be accessed by end-users.

Network equipment markets are dominated by a small
number of very large international companies which
manufacture and deploy telephone exchanges, optic fi-
bre cable, etc. Because of the very high capital costs
involved in many aspects of network procurement, the
technical choices made can have a substantial and last-
ing impact on the subsequent deployment of services to
end-users.

The markets for some consumer equipment products
- such as televisions, mobile phones and “office suite”
software — have also become highly concentrated, al-
though there is usually more diversity in these. Manu-
facturers rarely sell directly to end-users (except in the
case of specialist equipment bought by major compa-
nies). Most terminal equipment (such as televisions and
computers) is bought by end-users in retail markets,
but service providers have become involved, alongside
conventional retailers, in the supply of some consum-
er equipment. This is especially the case with mobile
phones.

Content markets are concerned with the information
which is supplied through communications media.
A number of different stages can be identified in the
transmission of content to end-users, including content

origination (writers, filmmakers, musicians); production
(publishing houses, recording studios); and packaging
and delivery (television channels, websites, search en-
gines). Content markets also involve competition across
different platforms: today, for example, news can be ob-
tained from newspapers, radio, television and the inter-
net. As well as competing against each other, therefore,
different radio and television channels are also compet-
ing against other media channels which can deliver the
same or closely similar content to end-users.

Content markets are most important, for present pur-
poses, in broadcasting and the internet. They are less
important in telecommunications, where the principal
area of competition for end-users is that between ser-
vice providers.

This four-part categorisation is still, of course, a relatively
simple one. All of these markets — whether for infrastruc-
ture, services, content or equipment — can be divided
into subsidiary markets. In many cases, these subsidiary
markets are geographical in character: national markets
for telephony, for example, or regional markets between
competing local radio stations. In others, they mesh with
one another to provide broadly equivalent services with
different capabilities — for example, those for mainstream
“terrestrial” and cable or satellite television, those for
fixed and mobile telephony, and for second and third
generation mobile telephony. In such markets, different
products and services may complement or substitute for
one another, and which it is they do may well vary over
time as well as between communities.

The categorisation above is helpful, however, in distin-
guishing between different stages in the delivery of in-
formation and communications services to consumers.
Where most ICTs are concerned, most consumers, in
practice, need to be located in areas where suitable net-
works have been deployed, to have the opportunity to
buy services and equipment, and to have available to
them content which is sufficiently meaningful or attrac-
tive to make it worth the purchase. This can be repre-
sented diagrammatically as in Figure 4.1.

Content
and service
packaging

Service
provision

Content
origination

Terminal
vending

Network

. Consumers
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Many of the problems which consumers have in making
use of ICTs result from failures occurring at particular
points within this chain of supply — most obviously, of
course, when networks themselves are not available
within their geographic area. Factors which contribute
to such market failures are discussed later in this chap-
ter. Firstly, however, it is useful to consider the differ-
ent categories of consumer served by communications
markets, and to summarise the structural changes which
have taken place in these markets in recent years.

Without consumers there would be no information and
communications markets. Successful businesses pay a
great deal of attention to market research, which seeks
to elicit consumer opinion and help predict consumer
behaviour. Policy makers and regulators in some coun-
tries now also pay significant attention to consumer
consultation. One, the former British regulator Oftel, put
them squarely at the centre of its mandate, summarising
its key goal as being to secure for the consumer “the
best possible deal in terms of quality, choice and value
for money."

In many countries, however, civil society organisations
struggle hard to make consumer voices heard. One
particular challenge in communications markets is the
diversity of consumer views resulting from the different
purposes for which people and organisations make use
of different services. Take the market for voice and data
telecommunications, for example. The following main
customer groups can be identified within this market:

Government departments (historically by far the
largest users of fixed voice telephony in developing
countries)

High-volume high-intensity business users of tele-
communications (such as banks, which require high
levels of reliability and security)

Telecoms-dependent business users (such as inter-
net service providers, telecentres and call centres)

Multinational businesses (which require high stan-
dards of international communications)

Small businesses (such as local shops, manufac-
turers, etc.)

Residential subscribers

Mobile subscribers (who may be in urban or rural
areas, contract or prepaid subscribers)

Non-subscribers (i.e. those who rely on public ac-
cess facilities rather than owning their own tele-
phone handsets).

1 www.ofcom.org.uk/static/archive/oftel/publications/consumer/
data1200.htm

Each of these consumer groups is likely to have its own
distinct priorities and to respond in different ways to the
services provided and the decisions taken by businesses
and regulators. Businesses in communications markets
are likely to focus on different market segments, basing
their decisions on the likelihood of achieving a profitable
market share which can be sustained and/or built on for
the future. In some cases, this will mean concentration
on higher-value customers such as businesses. How-
ever, recent years have also seen significant attention
paid to the commercial potential of aggregating demand
amongst the poor, in what the economist C. K. Prahalad
calls “bottom of the pyramid” markets (see Chapter 17).

There have been three broad trends affecting the nature
of information and communications markets in the last
twenty years: sector restructuring, diversification and
convergence.

Until the last quarter of the 20th century, electronic
communications markets — broadcasting and telephony
— were dominated in most countries by national govern-
ments. In very many countries, broadcasting was monop-
olised by state-owned broadcasters or heavily controlled
by government. In most countries, telecommunications
was provided by state-owned monopolies, just like (and
often alongside) postal services. Most countries, how-
ever, had a more liberal attitude to the ownership and
delivery of print (as opposed to broadcast) content.

This situation has changed dramatically since 1975.

There has been extensive liberalisation of broad-
casting, in many countries, including the emer-
gence of commercial and community stations with
both national and local coverage.

There has been extensive liberalisation and priva-
tisation of telecommunications businesses, with
almost all new businesses being established in pri-
vate sector, liberalised markets.

The internet has come to play a major part in in-
formation and communications markets with little
significant government involvement.

These changes, and new technological developments,
have diversified the sources of information and channels
of communication which are available in almost every
country. In particular:

Listeners and viewers now have a much wider
range of broadcast channels available to them.
Greater diversity in entertainment has increased the
attractiveness of radio and TV ownership. The end
of state monopoly has also diversified the perspec-
tives of news programmes.

The APC ICT Policy Handbook / 20



Telephone users have much more choice of ser-
vice provider and, in particular, can now choose
between fixed and mobile network modes. In prac-
tice, this has seen a transition from fixed to mobile
networks as the primary mode of telephony for most
users in most countries.

The internet has provided access to a far wider
range of information and entertainment resources
than was previously available, including the oppor-
tunity for end-users to bypass content restrictions
imposed by their governments (through political
censorship or public interest regulation).

Technological convergence has also enabled the con-
vergence of businesses which had previously operated
in separate communications markets. New technology
makes it much easier, and more commercially viable, for
companies to combine activities in broadcasting, tele-
communications, the internet and other information and
communications markets.

The convergence between different ICT markets has
enabled policy makers as well as businesses to rethink
the way in which communications markets might be ex-
pected to develop. In particular, some regulators have
sought to make markets technology- and service-neutral,
allowing businesses to make use of whatever technol-
ogy is available to provide whatever services they can,
so long as they do not behave in an anti-competitive way.
As a result, the linear pattern of communications ser-
vices based on specific communications types, which
was illustrated earlier in this chapter, is beginning to be
replaced by a much more flexible “any-to-any” pattern
which might be illustrated by Figure 4.2.

This new understanding of the communications mar-
ket is increasingly being adopted by businesses and
regulators, and has been welcomed by APC. It is seen
most clearly in the European Union’s current Regula-

Networks
Applications / Services

Contents

tory Framework for Electronic Communications,? one of
whose key principles is technology neutrality, but it is
increasingly evident too in other regulatory regimes.

In most contexts, markets arise naturally for products
and services. Where there is significant demand, a num-
ber of suppliers will offer to provide the products and
services in question. In most circumstances, there will
be sufficient suppliers to enable effective competition on
price, quality and variety of service. This in turn should
result in the most economically efficient allocation of
goods and services. (It should be noted that economic
efficiency does not necessarily imply social equity: the
two may coincide, and many mainstream economists
would argue that they often or usually do so; other econ-
omists, however, disagree and see the two concepts as
unrelated or, in some cases, as inimical.)

Although markets arise naturally in most instances, there
are cases where they do not arise, or where they do not
lead to sufficient competition to produce efficient com-
petitive outcomes. These circumstances are known as
“market failure”. Two types of market failure are quite of-
ten seen in communications markets:

The first of these is when the capital costs of invest-
ment required to enter a market are so high that
investment costs can only be recouped by one sup-
plier. This situation is known as “natural monopoly”.
It has been a particular problem in the deployment
of networks, especially in rural areas and areas of
low demand.

The second is when a particular point within the
supply chain — sometimes called a “bottleneck” —
remains monopolistic even though other parts of
the supply chain are competitive. This has been
a particular problem in the provision of the “local
loop” for telecommunications, i.e. the final connec-
tion between the telephone network and the indi-
vidual subscriber's premises, and in international
gateways.

In some cases, market failure arises from what are called
the “public goods” characteristics of particular markets.
In economic terms, public goods are those which can be
described as “non-rival” (i.e. where consumption by one
person does not prevent subsequent — or even simultane-
ous — consumption by another) and “non-excludable” (i.e.
where it is not possible to prevent people who have not
paid for them from making use of them). This economic

2  ec.europa.eu/information_society/topics/telecoms/regulatory/
new_rf/index_en.htm
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sense of the term is distinct from the political term “the
public good”, though the two are sometimes confused.

Some information and communications markets have
significant “public goods” characteristics. For example,
the fact that one person watches a television programme
has no effect on the opportunity for another person in
the neighbourhood to watch that same programme.
Knowledge is sometimes described as a “global public
good”, because its use by one person does not prevent
its use by another and because access to it can be non-
excludable (although in practice it is usually constrained
by factors such as access costs and language skills).

APC is among those organisations which have argued
that the internet, which provides access to knowledge,
should be regarded as a public good; and so, by ex-
tension, should the availability of high-quality networks
which can be used to access it effectively.

Issues concerned with the ways in which particular infor-
mation and communications markets work are described
in greater detail in later chapters of this handbook. How-
ever, there are three broad issues which it is useful to re-
member when thinking about communications markets
in general.

The first of these concerns what are known as “network
externalities”.

Some communications markets — particularly telecom-
munications and postal services — are highly interactive.
Network externalities derive from the fact that the utility
of a telephone line (or similar access point for interac-
tive communications) increases when a new subscriber
joins by the increase in the number of connections that
can be made between subscribers rather than by the
number of subscribers themselves. A telephone network
with two subscribers has one possible connection, for
example, while a network with two subscribers has three
possible connections, a network with four subscribers
has six possible connections, and so forth.

In interactive markets like this, therefore, the gain of
each new customer should be measured in terms of the
number of connections which are now available rather
than the number of customers. This is particularly im-
portant when customer numbers are low, and suggests
that there will be a “tipping point”, when participation in
the market comes to be seen as “common”, after which
the number of customers or subscribers will accelerate
sharply. Broadcasting markets, which are not interactive,
grow more incrementally and are likely to experience
fewer sudden bursts of growth.

The second issue concerns interconnection. The supply
chains of communications markets are long and require
a number of different business inputs before they can
deliver services to end-users. To be of sufficient quality,
these different parts of the supply chain — networks, ser-
vices, equipment — need to “interoperate’, i.e. to interact
technically, with high reliability. If at all possible, from the
end-user’s point of view, the whole supply chain should
appear “seamless” (a favourite word within the industry).

Interconnection becomes even more complicated when
markets become competitive, because many supply
chains now involve competing as well as complementary
networks and service providers. For example, a telephone
call may originate on facilities owned by network A and
terminate on those of network B, using infrastructure en
route which is owned by networks C and D as well as
A and B. Interconnection here requires not just technical
interoperability but also complex and reliable accounting,
and a significant degree of cooperation between competi-
tors. In practice, in competitive telecoms markets, inter-
connection charges mean that network and service pro-
viders' main customers are often the other network and
service providers with which they are in competition.

The third issue concerns vertical and horizontal in-
tegration. Historic monopoly communications busi-
nesses had a high degree of vertical integration, i.e.
they owned networks, provided services that ran over
those networks, and often also supplied terminal equip-
ment to consumers. As a result, they were able to cross-
subsidise different parts of the supply chain in order to
achieve their business goals. Most telecommunications
operators, for example, subsidised customer access
charges (connection charges and subscriptions) by
making high profit margins on international traffic.

Cross-subsidies of this kind are not sustainable in a
competitive market. However, vertically integrated com-
panies have found other ways of leveraging their integra-
tion in order to gain competitive advantage. One exam-
ple of this is “bundling”, i.e. offering customers packages
of services which their competitors are not able to offer
in the same way. (The bundling of broadcasting, tele-
phony and internet on a single broadband connection is
known as “triple play”)

Convergence has enabled businesses to go beyond
their historic boundaries in combining markets in this
way — integrating horizontally across service provision
boundaries as well as vertically within the supply chain.
Many companies, for example, now combine elements
of telecommunications, internet services, broadcasting
and even content production. These developments pose
further challenges for regulation which are discussed in
later chapters of this handbook.
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Chapter 5

Lead author

The term “information and communications rights” refers
to the broad range of legal and moral entitlements and
responsibilities that people have relating to communica-
tions. Many of these are included in the group of rights
known as “universal human rights” and are protected
under international law, including for example the right
to freedom of expression. Others are political and con-
sumer rights, such as the right of access to public infor-
mation and rights over personal data. These often stem
from universal human rights but are protected only in
national and regional law.

Within the international human rights framework, commu-
nications rights are considered to be extremely important
as they underpin many other rights and social goods. For
example, within democratic political systems, communica-
tions rights enable people to hold their elected represen-
tatives to account, both through direct communications
with those representatives and by providing means for
them to express their needs and opinions in public.

Communications rights are closely related to ICTs and
ICT policy in two main ways:

Firstly, by changing the ways in which people com-
municate with one another, ICTs present new chal-
lenges and opportunities for communications rights.
For example, the internet can help to realise the right
to freedom of expression more fully by making it eas-
ier for individuals to communicate with one another
in private and public domains. However, it also pres-
ents challenges for those seeking to protect the right
to privacy as it supports new ways in which the moni-
toring of private conversations can be undertaken by
third parties (governments and others). By influenc-
ing the development and use of ICTs, policy can ei-
ther indirectly affect rights or specifically seek to pro-
mote them — for example, by giving people access
to technologies that enable them to access public
information, participate more directly in government,
or encrypt their personal conversations.

Secondly, the human rights framework can be used
to help address ICT policy issues, as it provides guid-
ance from other rights experience on how to balance
different — and potentially competing — rights and
responsibilities. For example, the framework can be
used to help policy makers determine where the line

should be drawn between security measures that
are necessary to protect public safety, and those
that impinge on freedom of expression and privacy.

This chapter explores the relationship between ICTs and
communications rights. It begins with a brief overview of
the history and definition of information and communica-
tions rights. It then describes the challenges and oppor-
tunities available for protecting and advancing rights in
the age of ICTs. Finally, it examines the position of rights
within current ICT policy debates and looks at the ques-
tion of whether the existing rights system is adequate for
advancing and protecting communications rights in the
information age. These discussions provide the founda-
tions for a more in-depth examination of specific infor-
mation and communications rights issues which can be
found in Chapters 30 to 33 of this handbook.

The idea that human beings possess certain rights and
responsibilities as individuals or as members of a com-
munity can be traced back to early philosophical and
religious texts. It is sometimes assumed that rights prin-
ciples stem from Western traditions, building on ancient
Greek and Roman philosophy and, more recently, the
Reformation and Enlightenment. However, similar prin-
ciples can also be found in Buddhism, Confucianism,
Islam and Hinduism.!

The notion that people (or at least citizens) have rights
in relation to their rulers was apparent in a number of
ancient cultures, notably those of Greece and Rome. In
later European culture, it became enshrined in law for the
first time in the Magna Carta of 13th century England, an
agreement forced upon the English monarch by his aris-
tocracy, which included principles such as habeas corpus
(which legislates against unlawful detention). This was
further developed in England by the 1689 Bill of Rights
which established the sovereignty of the English parlia-
ment — although this was essentially a political settlement
between the monarchy and parliament, and granted only
limited rights protections to individual citizens. The idea

1 For further discussion, see Amartya Sen Human Rights and Asian
Values (Sixteenth Annual Morgenthau Memorial Lecture on Ethics
and Foreign Policy, 1997) 206.252.132.104/media/254_sen.pdf
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that all humans hold natural, inalienable rights entered into
national laws in the 18th century, drawing on the political
and legal struggles of religious dissenters in a number of
European countries during the 16th and 17th centuries
and then on Enlightenment period philosophy. The Ameri-
can Declaration of Independence (1776) and the French
Declaration of the Rights of Man and of the Citizen (1789)
were the first constitutional texts to reflect this thinking.

The concept of universal human rights gained inter-
national acceptance in 1948 with the approval of the
Universal Declaration of Human Rights (UDHR) by
the United Nations General Assembly. This agreement
was spurred by the authoritarianism and atrocities that
had been committed by European dictatorships during
the 1930s and the Second World War. World leaders
— which, at that time, meant mostly European and North
American political leaders — vowed that injustice and
violence on the scale of the first half of the 20th cen-
tury should not be allowed to recur, and the definition
and protection of universal rights were seen as key
means of preventing their recurrence. The Universal
Declaration itself is non-binding, but it was translated
into two binding treaties which were agreed in 1966:
the International Covenant on Civil and Political Rights
(ICCPR) and the International Covenant on Economic,
Social and Cultural Rights (ICESCR). Together, these
three agreements make up the International Bill of
Rights (IBR) and form the foundations of the interna-
tional human rights system. States that have ratified the
two rights covenants are legally bound to enforce them
under international law.

The international human rights system can be pictured
as consisting of three overlapping tiers of national, re-
gional and global regimes. The IBR forms the basis of
the global regime. It has been interpreted at the regional
level by a number of regional bodies: for example, the
Council of Europe adopted the European Convention
on Human Rights in 1950; the Organisation of Ameri-
can States agreed the American Convention on Human
Rights in 1969; the African Union adopted the African
Charter of Human Rights and Peoples’ Rights in 1981;
the League of Arab States adopted the Arab Charter
on Human Rights in 1994. The obligations enshrined in
these agreements are in turn codified in national law in
many countries. Codification in law does not, however,
mean that the principles contained in agreements are
necessarily respected in practice.

Communications rights are given a high degree of im-
portance within the International Bill of Rights and re-
gional rights agreements, reflecting the underpinning
role that they are felt to play in supporting democratic
rights-based societies.

The right that refers most directly to communications is
the right to freedom of expression. This is protected by
Article 19 of the UDHR and ICCPR; by Article 13 of the
American Convention; by Article 9 of the African Charter
(elaborated by a specific declaration agreed in October
2002); and by Article 11 of the European Convention.
Article 19 of the UDHR states that:

Everyone has the right to freedom of opinion and expres-
sion; this right includes freedom to hold opinions without
interference and to seek, receive and impart information
and ideas through any media and regardless of frontiers.?

Many legal scholars argue that freedom of expression here
refers not only to the “negative” right to be free from cen-
sorship, but also includes “positive” dimensions of seeking,
receiving and imparting information. The international rights
agreements also imply that simply refraining from censor-
ship is not enough and that states have obligations to take
whatever steps are necessary to ensure that people can
enjoy free expression in this fuller sense, for example, by
providing them with the means to communicate.®

The term “protecting rights” is used to refer to the protec-
tion of minimum rights standards. This usually constitutes
protection of “negative” aspects of rights, in this example
by governments refraining from direct interference in com-
munications. The term “expanding rights” is used to refer
to ways of interpreting rights that include their positive di-
mensions. For example, in the case of free expression, this
might involve giving people access to public information,
ensuring that everyone has the means to communicate in
the public domain, and ensuring that people have access
to diverse and pluralistic media.

Because of its positive dimensions, the right to freedom
of expression can be thought of as a foundation right
within the rights framework because, without it, other
rights contained in the IBR cannot be upheld. For ex-
ample, without freedom of expression, the civil right to
participate in government is severely constrained, and
the economic right to freedom from hunger is less likely
to be realised. The economist Amartya Sen has argued
that there has never been a famine in a country with a
free press and regular elections.*

While some commentators argue that all information and
communications rights stem from freedom of expression,®
a range of other freedoms and responsibilities that affect

2 www.un.org/Overview/rights.html

3 Article 2 of the ICCPR obliges states to “adopt such legislative or
other measures as may be necessary to give effect to the rights
recognised by the Covenant.” A similar obligation is contained in
the preamble of the UDHR.

4 See, for example, Amartya Sen Poverty and Famines: An Essay on
Entitlement and Deprivation (Oxford: Oxford University Press, 1993)

5  For further discussion see Article 19 Note on the Draft Declaration
on the Right to Communicate (2003) www.article19.org/pdfs/
analysis/hamelink-declaration-the-right-to-communicate.pdf
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communications in private and public spheres are includ-
ed under the umbrella of information and communications
rights. A number of rights within the IBR fall within this
category. For example, communications rights in the Uni-
versal Declaration include the following:

Article 10: Everyone is entitled in full equality to a
fair and public hearing by an independent and im-
partial tribunal...

Article 12: No one shall be subjected to arbitrary
interference with his privacy, family, home, or cor-
respondence, nor to attacks on his honour and
reputation...

Article 18: Everyone has the right to freedom of
thought, conscience and religion...

Article 19: Everyone has the right to freedom of
opinion and expression...

Article 20: Everyone has the right to freedom of
peaceful assembly and association...

Article 21: Everyone has the right to take part in the
government of his country...

Article 26: Everyone has the right to education...

Article 27: Everyone has the right freely to partici-
pate in the cultural life of the community ... and to
the protection of the moral and material interests
resulting from any scientific, literary or artistic pro-
duction of which he is the author.

Determining how these rights translate into law and how
to apply them in everyday life is a complex and evolving
process. Human rights standards can change as a result
of scientific progress, research findings and changes in
social and moral attitudes, and this has resulted in gradual
changes in understanding of the multi-layered international
human rights system. Many human rights contained in the
IBR have been further developed through legally binding
international conventions and treaties, as well as by “soft
law” declarations and guidelines (i.e. non-binding ways of
regulating behaviour including social norms). These em-
bellishments elaborate on the meaning of particular rights
in relation to other rights and to specific groups within
society. For example, the International Convention on the
Elimination of All Forms of Racial Discrimination (1969)
emphasises the universality of human rights, whilst the
UNESCO Convention on the Protection and Promotion
of the Diversity of Cultural Expressions (2005) explores
and expands on Atrticle 27 of the UDHR.

A similar process of interpreting and applying human
rights standards occurs at regional and national levels.
Of particular note where information and communica-
tions rights are concerned is the emerging acceptance

of access to public information as a citizen right, reflect-
ed in an increase in the number of countries with “right
to information” laws from 13 in 1990 to 75 in 2008. This
is a significant development, enshrining the positive di-
mensions of freedom of expression in national law.

While a substantial body of case law has developed
— particularly from regional human rights courts — which
sets standards and precedents for the interpretation of
human rights, it should be stressed that there is no uni-
versal agreement between countries about what human
rights mean in practice. Interpretation is highly issue- and
context-specific. For example, freedom of expression is
interpreted very differently in the United States than in
many other jurisdictions across the world, because of the
very strong protection which it enjoys through the First
Amendment to the US Constitution. As a result, restric-
tions on free expression to guard against activities that
would violate other rights — such as legislation controlling
“hate speech” — are less likely to be deemed acceptable
under US law than under European law.

Some commentators argue that such diversity of inter-
pretation undermines the notion that human rights are
universal, but others argue that providing space for con-
text-specific interpretation like this adds to their strength
and relevance.®

While rights are subject to interpretation, it should be not-
ed that international law does provide some guidance on
how they should be interpreted, particularly where rights
are restricted or balanced in order to give specific rights
greater or lesser significance than others that may be in
conflict with them. When deciding whether a human right
should be limited in a specific circumstance, decision
makers are expected by international law to ensure that
the proposed limitation passes a strict three-part test: the
restriction must have a legitimate aim; be construed nar-
rowly and prescribed in a clear law; and be proportionate
and necessary in a democratic society.” The concepts of
transparency and proportionality, coupled with case law
and legal precedents, are important in ensuring that inter-
pretations of human rights do not erode the basic stan-
dards set down in the Universal Declaration.

Alongside governmental and legal bodies, non-govern-
mental organisations and social movements play a signifi-
cant role in interpreting and translating rights. For exam-
ple, civil society movements have pressed governments
in a number of countries to pass laws granting rights to
access public information. One example of resulting in-
ternational agreement in this area is the UN Economic
Commission for Europe's Aarhus Convention, which

6  For further discussion see Andrew Clapham A Very Short Introduction
to Human Rights (Oxford: Oxford University Press, 2006)

7  Legitimate interests recognised in international law that might
require restrictions on communication rights include the protection
of the rights and reputations of others, national security, public
order, public health and public morals.
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establishes information and participation rights in deci-
sion making that has substantial environmental impact.

At the time of writing (mid-2008), the A2K (access to
knowledge) movement was pressing for an international
treaty that would commit signatories to advancing open
access to knowledge that serves the public interest, par-
ticularly in intellectual property legislation. The A2K move-
ment has focused its lobbying activity on the World Intel-
lectual Property Organisation (WIPQO), but also engages
with other policy forums such as the Internet Governance
Forum (IGF). Other groups at the IGF were working to
determine the role that rights may play in internet gov-
ernance. These included a number of multi-stakeholder
“dynamic coalitions” which focused on specific thematic
issues — such as a Dynamic Coalition on Internet Rights
and Principles, which sought to interpret how to apply
and enforce existing human rights in the rapidly changing
internet-based communications environment.

In summary, when considering information rights, it is im-
portant to recognise that the human rights system is not
static but evolving, with the fundamental human rights laid
out in the IBR being interpreted and translated to apply to
different contexts, including new contexts such as those
established by new ICTs. The remaining sections of this
chapter examine how the development and proliferation
of ICTs are affecting human rights, and how the human
rights system is responding. While ICTs have implications
for a wide range of established rights and freedoms, the
focus here is on information and communications rights.®

Chapter 2 of this handbook describes how people’s per-
ceptions of the effects that modern ICTs have had on
society can be divided into two broad categories: those
which emphasise continuity between modern ICTs and
older modes of communication such as television and
newspapers; and those which emphasise discontinuities,
seeing the changes that have taken place as revolution-
ary or transformative. These different perceptions are
discernable, too, in people’s views about the implications
that ICTs have for information and communications rights.

At one end of the spectrum, some argue that ICTs
are emancipating, shifting the balance of power
away from governments and other powerful groups
in society towards the citizen, and so enabling more
opportunities to protect and advance human rights.

Along the spectrum, others argue that ICTs do not
affect opportunities to enforce and expand rights.

8  For discussion of the impact of ICTs on a broader range of human
rights, see Rikke F. Jergensen, ed. Human Rights in the Global
Information Society (Cambridge: MIT Press, 2006)

— Some of these believe that the impact of ICTs
on society is such that new rights directly ap-
plicable to ICTs and new communications prac-
tices need to be defined and protected.

— Others think that the existing rights system is
adequate for protecting fundamental rights, de-
spite the fact that the tools we use for commu-
nication have changed, or are wary of reopening
debates about established rights lest these be
diminished as a result.

Finally, some argue that the long-term impact of
modern ICTs is likely to shift the balance of power
between citizen and state in favour of the state,
rather than empowering the citizen. (This was also
a prevalent view of new technology in the dystopian
fiction and cinema of the 20th century).

The debates between these different perspectives are
explored further below.

In the early stages of the development of modern ICTs,
particularly the internet, many of those involved in their
design thought that they not only presented new oppor-
tunities for advancing individual rights and freedoms but
represented opportunities for citizens to act outside or
to reject conventional government (whether democratic
or authoritarian). The US libertarian John Perry Barlow
and the Electronic Frontier Foundation (with which he
is associated) became the best-known exponents of the
argument that the internet should be a government-free
space, in which individuals may do what they like without
political or legal constraints (or indeed those of rights
frameworks like the UDHR) — notably in Barlow’s 1996
“Declaration of the Independence of Cyberspace”.

As the internet has become public property, and played
an increasingly important role in many aspects of social,
economic, political and cultural life, the idea that it can
or should be exempt from laws governing other aspects
of social organisation has become both difficult to sus-
tain and marginal in thinking about internet governance.
Citizens and governments alike have been concerned to
ensure that the internet is not used as a means to by-
pass legal constraints on, for example, pornography, in-
citement to racial hatred and fraud. The ongoing debate
about the relationship between the internet and main-
stream governance is discussed in Chapters 20 and 21.

At the opposite extreme from Barlow's libertarianism,
some governments have sought to control access to infor-
mation over the internet and to monitor the internet use of
individuals and organisations. In such cases, power over
internet resources can be used to reduce the internet's
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potential for stimulating public debate, and to suppress
the expression and organisation of political dissent. A
further set of challenges arises because of the increasing
sophistication of mechanisms to survey, filter and censor
online communication. Filtering techniques are being used
by some governments (and some internet businesses) to
limit communication that is deemed to be undesirable, be
it for security, commercial, political or cultural reasons.®

In many societies, meanwhile, both democratic and
authoritarian, citizens have made use of new means of
expression opened up by the internet, including blogs,
social networking sites and “citizen journalism”. Like fax
and mobile telephony, these new forms of expression
have been used for political and campaigning purpos-
es — including both campaigns to support democracy
and human rights and those inimical to them. These new
forms of expression raise a number of governance ques-
tions which are discussed in Section 5 of this handbook.

As the internet has become more important in society, it
has also become increasingly clear that ICTs cannot be
divorced from the wider social, economic, political and
cultural contexts in which they are developed and used.
They are increasingly seen as tools for communication
which can be used for different purposes by different
people, rather than necessarily exerting a specific influ-
ence in a particular social direction.

It can be useful, in this context, to frame the relationship
between ICTs and human rights as one of challenges
and opportunities. If we take freedom of expression as
a core communications right, we can discern ways in
which the internet is opening up more opportunities for
people to seek, receive and impart information across
frontiers. For example, the internet gives people new op-
portunities to communicate in the public domain through
websites and blogs, bypassing traditional information
gatekeepers such as the mainstream media. However,
many internet users continue to visit the same trusted
news brands online that they use offline.'® The oppor-
tunity to access different voices (or different types of
cultural input) does not necessarily change behaviour.
Much depends on the trust which people have in existing
sources of information (and the development of trust in
new altenatives), and on their political and cultural pref-
erences. Readers of the Wall Street Journal are unlikely
to switch to the National Enquirer (or vice versa); evan-
gelical Christians and enthusiasts for Mozart are unlikely
to seek enlightenment or entertainment, respectively,
from Islamist websites or hip-hop stations. The develop-
ment of modern ICTs does not fundamentally change the
impact of such behavioural preferences.

9  See the Open Net Initiative for surveys of internet filtering across
the world: www.opennet.net

10 Chris Paterson News Agency Dominance in International News
on the Internet (Centre for International Communications Research:
Papers in International and Global Communication No 01/06, 2006)

As discussed above, the definition and elaboration of
rights and their application to new and emerging circum-
stances is a complex, evolving process. In the field of
communications, debates over how best to define rights
have long been contentious, and have only intensified
with the emergence of modern ICTs. Some people argue
that, as the communications landscape has changed
considerably since the Universal Declaration was agreed
in 1948, new communications rights need to be defined
and protected in laws that are better suited to the cur-
rent environment. Others feel that this is unnecessary,
because existing rights cover the principles involved, or
fear that opening discussion on the definition of rights
today may lead to their dilution rather than extension.

Much of this debate has focused around whether a new
“right to communicate” should be enshrined in international
law. Proponents of the idea argue that the right to freedom
of expression as it is currently defined does not guarantee
people’s right to be heard in society. People can voice their
opinions and express their needs, but those in power are
under no obligation to listen. In many cases, it is argued,
the most widely available media are owned by powerful
groups, limiting the extent to which individual citizens — par-
ticularly those in poor and minority groups — can use them
as tools for communicating their views. At a time of increas-
ing globalisation, these divides in communicative power
occur at both national and international levels.

Proponents of a new right to communicate also argue
that the human rights framework has been developed
to prevent national governments from undermining the
rights and freedoms of citizens, and that it is therefore
inadequate to provide protection against rights infringe-
ments by non-state actors (from private companies to
criminal conspiracies), particularly where these operate
across national borders.

Disagreements about these issues were significant dur-
ing the debates about a “New World Information and
Communication Order” (NWICO) during the 1970s
(see Chapter 10). They have continued since, though
changing in nature as a result of changes in technology
and in the characteristics of national and international
media. They were influential, for example, during the es-
tablishment of the Communication Rights in the Informa-
tion Society (CRIS) campaign in 2001, a broad coalition
of civil society organisations which aimed to promote the
right to communicate at the first meeting of the World
Summit on the Information Society (WSIS) in 2003.

However, not all civil society groups engaged in the
WSIS process agreed that this was the best or most
strategic way to ensure that rights were included on the
WSIS agenda - either because of the association of the
“right to communicate”, in many people’s minds, with the
ideologically charged NWICO debates of the 1970s, or
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because they felt that the concept was not adequately
rooted in the existing international human rights frame-
work. For example, the NGO Article 19, which focuses
on freedom of expression, used case law to argue that
positive dimensions of freedom of expression — including
the right to diverse and pluralistic media and equitable
access to the means of communication — were already
adequately supported by existing or emerging interna-
tional law. By contrast, it argued, many laws that were
proposed under the banner of the right to communicate
threatened to erode existing human rights standards.!

By the end of the first phase of WSIS in 2003, there was
broad agreement amongst civil society organisations en-
gaged with the issue that advocacy for communications
rights did not necessarily require the establishment of
new legal standards. Indeed, a number saw this as a
strategic way of highlighting inadequate enforcement of
existing legal standards. Civil society groups also gener-
ally agreed that “communications rights” was a useful
umbrella term encompassing the range of rights relevant
to communications in modern society, including their
positive dimensions.'?

The debate over whether new communications rights
need to be defined in the information age is by no means
resolved, and is itself part of the continuing evolution of
the human rights framework which is described above.
However, there seemed by the time of writing (mid-
2008) to be growing consensus amongst civil society
groups that there was a need to focus on applying and
enforcing the fundamental rights and freedoms that are
protected in international law within the information so-
ciety. It has yet to be seen whether this requires or will
lead to new rights being enshrined in international law.

During the WSIS process, human rights advocates
sought to ensure the inclusion of texts supporting the
view that rights should underpin governance of the in-
formation society. A number of governments contested
the inclusion of rights language in the WSIS outcome
documents. As a result, the formal declarations and
strategy documents produced by the summit did not
go as far as many rights advocates hoped, but they did
reaffirm international commitment to human rights as
guiding principles in the information society. For exam-
ple, the WSIS Geneva Declaration of Principles begins
by stating that:

11 For further discussion see Article 19 Note on the Draft Declaration
on the Right to Communicate.

12 Article 19 (ibid); William Drake and Rikke F. Jergensen
“Introduction” in Jergensen, ed. Human Rights in the Global
Information Society; Sean O Siochru Assessing Communication
Rights: A handbook (London: CRIS Campaign, 2005)

We... declare our common desire and commitment to build
a people-centred, inclusive and development-oriented In-
formation Society... respecting fully and upholding the Uni-
versal Declaration of Human Rights."3

The Tunis Agenda, which emerged during the second
phase of WSIS, likewise states that:

We reaffirm our commitment to the freedom to seek, re-
ceive, impart and use information, in particular, for the cre-
ation, accumulation and dissemination of knowledge.... We
affirm that measures undertaken to ensure Internet stability
and security... must protect and respect the provisions for
privacy and freedom of expression as contained in the rel-
evant parts of the Universal Declaration of Human Rights
and the Geneva Declaration of Principles.’

Despite these formal commitments to protecting and up-
holding rights, very little has been done since WSIS to
translate them into actual ICT policy. The issue of rights
remains on the agenda in the Internet Governance Forum
(IGF) process, but has become less visible than during
the WSIS process. Some suggest that this is due to low-
er levels of organisation amongst human rights advocates
involved in the IGF as compared with WSIS, and to the
more technical nature of many of the discussions there.
A number of multi-stakeholder “dynamic coalitions” have
formed within the IGF framework around rights issues,
including coalitions on privacy, freedom of expression
and access to knowledge. However, these are generally
under-resourced, lack representation from different stake-
holder groups, and have no formal means of influencing
the direction of IGF debates. Despite this, a general com-
mitment to multi-stakeholder participation, coupled with
the fluid and relatively open nature of the IGF, has pro-
vided rights advocates with the opportunity to engage in
international ICT policy processes at the Forum.

Alongside the IGF, information and communications
rights are under discussion in a number of other mul-
tilateral and bilateral policy spheres. For example, bilat-
eral trade agreements and multilateral negotiations at
the World Trade Organisation affect national regulation
of communications service providers and producers of
media and communications content. This can impact on
the degree of access that people have to communica-
tions platforms that can be used to exercise freedom of
expression, and the extent to which people can partici-
pate in the cultural life of their communities through the
media. Agreements made at the World Intellectual Prop-
erty Organisation have significant impact on intellectual
property laws (see Chapter 33). Policies concerning in-
ternet filtering for political or social reasons have implica-
tions for the right to freedom of expression, whilst data
collection, manipulation and monitoring by governments
and companies using ICTs have implications for the right

13 Geneva Declaration of Principles, Article 1
www.itu.int/wsis/docs/geneva/official/dop.html

14 Tunis Agenda for the Information Society, Article 42
www.itu.int/wsis/docs2/tunis/off/6rev1.html
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to privacy. This list of the implications that ICT policy has
for communications rights is by no means exhaustive.'®

The evolution of ICTs and associated policy processes is
clearly affecting human rights, in some instances undermin-
ing established rights standards, and in others presenting
new challenges and opportunities to realise and expand
rights. The question of how rights can be protected and op-
portunities taken to expand them is therefore an important
issue for rights advocates. This final section of the chapter
briefly examines official national and international mecha-
nisms and instruments in this context, as well as ongoing
efforts to update and build new instruments to ensure they
can meet the new challenges of the information age.

At the international level, the UN Human Rights Com-
mittee, composed of independent experts, is respon-
sible for monitoring compliance with the International
Covenant on Civil and Political Rights (ICCPR), and
obliges states to submit regular reports detailing how
they are upholding the rights contained in the covenant.
If states have signed up to the First Optional Protocol of
the ICCPR, individual citizens are allowed to take their
complaints about alleged rights abuses in their country
directly to the Office of the UN High Commissioner for
Human Rights. Similarly, the UN Committee on Econom-
ic, Social and Cultural Rights is responsible for monitor-
ing compliance with the International Covenant on Eco-
nomic, Social and Cultural Rights (ICESCR), though it is
unable to receive complaints from individuals.

Many national governments have enshrined international
human rights standards in national law. For example, in
1998 the UK Parliament passed a Human Rights Act to
bring national standards into conformity with those con-
tained in the European Convention of Human Rights. UK
citizens can take their grievances to their national courts
and, if they remain unresolved, to the European court.

In addition to mechanisms such as these, the United Na-
tions and some regional bodies have appointed special
rapporteurs who are responsible for monitoring and re-
porting on human rights themes or on specific country
contexts. Their recommendations are not legally binding,
but carry moral weight and provide a means of focusing
attention on certain issues. Indeed, some commentators
argue that the real strength of the international human
rights system lies in the moral weight that it carries: for-
mally or informally drawing attention to rights contraven-
tions can have a significant impact in raising awareness
and instigating legislative or behaviour change.'® The

15 A more detailed account can be found in Jergensen, ed. Human
Rights in the Global Information Society.

16 Clapham A Very Short Introduction to Human Rights

“universal periodic review” system introduced by the
UN Human Rights Council during the first decade of the
21st century is designed to further this effect by gener-
ating regular reports on UN member states’ compliance
with human rights commitments.

Many human rights advocates maintain that the way the
international human rights system operates is not ade-
quate to meet new challenges and opportunities such as
those that arise as communications environments evolve.
For example, some have called for the UN Human Rights
Council and the Special Rapporteur on Freedom of Ex-
pression to engage better with the Internet Governance
Forum.'” Others believe that new institutions and mecha-
nisms are required to ensure that ICT policy complies
with human rights. For example, the WSIS civil society
human rights caucus has called for the establishment of
an independent commission of experts to monitor policy
and ensure compliance with rights.® At the intergovern-
mental level, UNESCO is working to develop a code of
ethics for the information society.

Amongst civil society organisations, initiatives like the
APC Internet Rights Charter, the multi-stakeholder Prin-
ciples on Freedom of Expression and Privacy project and
the Ford Foundation-sponsored Freedom of Expression
Project Policy Principles seek to apply the international
human rights framework to salient issues that have arisen
with the proliferation of ICTs."® Many groups working on
ICT and development also follow a rights-based approach
to ICT policy, in which communications technologies are
seen as enabling tools supporting individual freedom,
self-determination and the ability to participate in society.
They therefore argue that guaranteeing universal access
to ICTs should be seen as a key rights objective.

Information and communications rights are currently on
the international ICT policy agenda, and civil society
advocacy has played a significant part in putting them
there. However, addressing the human rights challenges
and opportunities that emerge from evolving ICT use
tends to occur on an ad hoc basis. Civil society activists,
ICT policy makers and the human rights community have
a significant amount of work to do if they are to ensure
that these challenges are addressed in a more coordi-
nated and effective way.

17 Wolfgang Benedek “Internet Governance and Human Rights” in
Internet Governance and the Information Society eds. Wolfgang
Benedek, Veronika Bauer and Matthias Kettemann (Utrecht: Eleven
International Publishing, 2008)

18 Drake and Jorgensen, Human Rights in the Global Information
Society

19 See rights.apc.org/charter.shtml and
www.freedomofexpression.org.uk
These and other initiatives which are working to establish
principles for networked communications and ICTs are mapped
in Kate Wilkinson Developing principles for a public interest
communications environment (Freedom of Expression Project and
Global Partners & Associates, 2008) www.freedomofexpression.
org.uk/resources/mapping+existing+agreements+and+principles
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Chapter 6

Lead author

The concept of the “digital divide” has been widely used
over the past ten years to describe the gap which has
arisen between those that make use of ICTs and those
that do not — whether the comparison is made between
countries or between individual citizens. It is easy to
demonstrate the existence of a digital divide, but more
difficult to assess whether (and where) it is growing or
diminishing, and whether it is qualitatively different from
similar divides in other development sectors.

Development divides exist in almost every area of social,
economic and development policy, within and between
countries, and are based on wealth. Rich people are able
to afford better health care and better education than poor
people. Rich countries, too, tend to have better health and
educational provision than poor countries, and so to have
higher rates of literacy, lower rates of infant mortality, etc.

Although wealth/income is the primary determinant in
most development divides, these are also affected by the
status of different groups within society, i.e. by issues
of equality. In many societies, for example, development
divides can be found between men and women as well
as between rich and poor. Ethnic minorities are often
disadvantaged in comparison with majority groups (al-
though sometimes - as in apartheid-era South Africa - the
opposite is true). In India, there are visible development
divides between caste groups. In most cases, develop-
ment divides result partly from distinctions of wealth/in-
come and partly from other issues of equality.

These development divides are not isolated one from an-
other, but have a cumulative effect. Those who are better
educated are likely to use their knowledge, for example, to
improve standards of health and hygiene or to limit fam-
ily size; those who are healthy are more likely to attend
school, to be in work, to have better housing; and so forth.

People at the bottom of the wealth distribution in any
country are also likely to suffer more from other forms
of deprivation than their peers. The United Nations has
therefore defined “absolute poverty” not just in financial
terms but as “severe deprivation of basic human needs
[...] It depends not only on income, but also access to
services,' including food, safe drinking water, sanitation,
health, shelter and education.’

1 Definition taken from World Social Development Summit, 1995.

At a global level, the cumulative effect of development
divides is well illustrated by the United Nations Devel-
opment Programme (UNDP)’s Human Development
Index (HDI). The HDI combines indices of life expec-
tancy, education (adult literacy and child school enrol-
ment) and average income (GDP per capita) to create
a composite index which UNDP believes reflects over-
all development levels. The map in Figure 6.1,2 derived
from its 2007 Human Development Report, shows
the outcome of this index, with dark green represent-
ing those countries with high HDI ratings and dark red
those with the lowest figures. In the period from 1975
to 2005, HDI figures for sub-Saharan Africa improved
more slowly than those for other world regions, sug-
gesting that the development divide between Africa
and the rest of the world increased over that period
as a whole (although the trend in Africa during the first
decade of the 21st century has been more positive).

Another useful measure for international comparisons is
the Gini coefficient, which measures statistical disper-
sion. In the development community, this is most used
to measure the distribution of income or wealth, i.e. the
extent to which income and wealth are concentrated in
certain groups.

Within countries, attention is paid to a defined poverty
threshold or “poverty line”, which represents the minimum
level of income thought necessary in a particular society to
achieve an adequate standard of living. Poverty lines vary
from country to country, but international agencies have
sought to use common thresholds to enable international
comparison, for example, the number of people “living on
less than a dollar a day”. (These are difficult to measure,
not least because of differences in purchasing power and
seasonal fluctuations in incomes of the poor.)

Digital divides do not differ fundamentally from other de-
velopment divides. The rich are more likely to own tele-
phones, televisions and computers than the poor, just as
they are more likely to own books, cars and refrigerators,
or to have access to safe drinking water, well-equipped

2 Sourced from Wikipedia “Human Development Index” accessed
24 October 2009 en.wikipedia.org/wiki/Human_Development_
Index#Examples
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Figure 6.1: The Human Development Index, 2007
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schools and medical advice. Rich countries have much
higher average levels of ownership of telephones, televi-
sions and computers than poor countries, just as they
have higher average levels of ownership of cars and
labour-saving devices. All of these divides fundamentally
reflect differences in wealth and income.

The availability of networks plays a significant part in
digital as well as other development divides (for example,
those for water and electricity). Resources that depend
on network infrastructure — such as terrestrial broadcast-
ing, fixed or mobile telephony and internet — will only be
available to people living in areas where the required infra-
structures have been deployed, irrespective of how rich or
poor they themselves might be. There are therefore often
significant digital divides between urban and rural areas,
as well as between different social and economic groups.

Measuring digital divides

One measure commonly used to compare countries’ dig-
ital capabilities is the number of devices of a particular
type per hundred people (or per hundred households),
sometimes known as the “penetration rate”. In the case
of telephony, this measure is known as “teledensity”.

Measures such as teledensity need to be treated with
some caution:

+ Firstly, they measure ownership of devices rather
than use of devices or access to services. Most
adults who cannot afford their own telephones
make use of public telephone services (such as
payphones or people reselling airtime on mobile

phones from kiosks or on the streets). In many
lower-income countries, a majority of adults cur-
rently gain access in this way, but their usage is not
included in teledensity statistics. Similarly, for ex-
ample, most people in such countries make use of
public transport, and therefore of the roads, without
owning motor cars.

»  Secondly, measures of this kind are subject to ex-
ogenous (i.e. external) variables. The most obvious
of these is household size. Usually, a household
will have only one fixed line telephone or televi-
sion. Average household size varies substantially
from country to country, from around two people
per household to more than seven. A country with
a high average household size can have quite a low
teledensity figure even though almost everyone has
access to a phone at home.

Measuring “digital opportunity”

Nevertheless, these measures are useful in getting an
overall picture of “digital divides” at international level.

Throughout the world as a whole, broadcast radio is the
most widely distributed ICT device/service. Accurate fig-
ures for radio ownership are difficult to establish, since
radio devices are readily available and relatively cheap. It
is clear, however, that the majority of households world-
wide have access to some form of broadcasting, either
radio or television. Increasing adoption of television is
having a significant effect on the availability of news and
entertainment resources in many countries.
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Data for computing, telecommunications and internet
access are included in publications from the Internation-
al Telecommunication Union and other sources. How-
ever, these data are not entirely reliable, partly because
of different and unreliable reporting systems.

The data for telecommunications are also complicated
by the shift in technology which has taken place in re-
cent years from fixed to mobile phones. There are two
statistical factors involved in this. While fixed networks
have been pervasive in industrial countries, they have
remained sparsely available in developing countries; it is
mobile, not fixed, networks that have therefore met previ-
ously unmet demand in rural areas. Mobile telephones
are also more likely to be treated as individual posses-
sions than as household goods.

In recent years, development and ICT agencies have
put less emphasis on the “digital divide” and more on
“digital opportunity”, i.e. on different countries’ capacity
to take advantage of the empowering potential of ICTs,
and the different capacities of social groups within each
country. The development of thinking along these lines is
described in the next section of this chapter.

The most prominent measure for ICT access and use
is now the Digital Opportunity Index (DOI), which was
developed for the ITU, endorsed in the Tunis Agenda of
the World Summit on the Information Society, and has
since been developed further to provide a basic index
of ICT capacity which is comparable in some ways with
the Human Development Index described above. In the
ITU’s words, the DOI aims to provide “a standard tool
that governments, operators, development agencies,
researchers and others can use to measure the digital
divide and compare ICT performance within and across
countries."®

The structure of the Digital Opportunity Index is set out
in Figure 6.2.*

Data for these eleven indicators for 181 countries over
the years 2004-2006 were used to compile the DOI
published in the ITU's 2007 World Information Society
Report. The results of the DO, illustrated in the map in
Figure 6.3,° are not dissimilar from those of the Human
Development Index which was illustrated earlier in this
chapter.

3  www.itu.int/ITU-D/ict/doi/index.html.
4 ITU World Information Society Report 2007 (Geneva: ITU, 2007), 40

5  ITU World Information Society Report 2007 and
www.itu.int/ITU-D/ict/doi/index.html

1 Percentage of population covered by mobile
cellular telephony

2 Internet access tariffs as a percentage
of per capita income

3 Mobile cellular tariffs as a percentage
of per capita income

4 Proportion of households with a fixed line
telephone

5 Proportion of households with a computer

6 Proportion of households with internet access
at home

7 Mobile cellular subscribers per 100 inhabitants
8 Mobile internet subscribers per 100 inhabitants

9 Proportion of individuals that used the internet

Ratio of fixed broadband subscribers to total

internet subscribers

11 Ratio of mobile broadband subscribers to total
mobile subscribers

o

The concept of the “digital divide” (although not then
the term) was first publicised by the Maitland Commis-
sion, a commission of enquiry undertaken for the ITU in
1983/1984. The Maitland Commission contrasted the
telecommunications experience of industrial and develop-
ing countries as follows in its report, The Missing Link:

In the industrialised world telecommunications is taken for
granted as a key factor in economic, commercial and social
activity and as a prime source of cultural enrichment. More-
over, in these countries telecommunications have come to
be regarded as an engine of growth and a major source of
employment and prosperity. ... The situation in the devel-
oping world is in stark contrast. In a majority of developing
countries the telecommunications system is inadequate to
sustain essential services. In large tracts of territory there
is no system at all.®

“Neither in the name of common humanity nor on
grounds of common interest,” the Commission conclud-
ed, “is such a disparity acceptable” It recommended
concerted action by the international community to ex-
tend telecoms networks in developing countries.

The Maitland Commission’s ideas were not, in fact, in-
fluential during the following decade. It was only in the
late 1990s, after the internet began to reach a world-
wide audience, that a number of development agencies
began to argue that the “digital divide” was becoming
an additional barrier either to development itself or to
the prospects for achieving greater equality between
countries and between individuals. Key moments in this
development were a conference jointly organised by the
European Union and the government of South Africa in

6  Independent Commission on Worldwide Telecommunications
Development (Maitland Commission) The Missing Link (Geneva:
ITU, 1985) www.itu.int/osg/spu/sfo/missinglink/index.html
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Figure 6.3: The Digital Opportunity Index 2005-2006
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Midrand in 1996; the first Global Knowledge Confer-
ence, held in Kuala Lumpur in 1997; and the work of the
G8 Digital Opportunities Task Force (DOT Force) from
2000 to 2002.

Central to the new concern with digital development
which first emerged in the late 1990s has been a sense
that the availability and use of ICTs are so empowering
that, if they are dependent on current wealth and so-
cial status, they will intensify the gap between rich and
poor across the whole range of social and economic
life. The rich, in short, will use the internet and other ICT
resources in ways that will increase the gap between
them and the poor in knowledge, education, health and
future wealth. Rich/industrial countries will exploit ICTs
to increase their competitive advantage over poor/
developing countries. In these circumstances, the “In-
formation Revolution” could tend to increase the dis-
parities which are measured by the Gini coefficient at
national level and by GDP per capita in international
terms.

The corollary to this argument is that, if ICTs are so em-
powering, then enabling the poor to gain access and
make use of them could empower the poor themselves,
and so enable them to reduce the disparities which
they experience in access to health, education, welfare
and power. This perceived “digital opportunity” — the
opportunity to achieve greater parity between industrial
and developing countries, and between rich and poor
within them — has been prominent in a good deal of
policy thinking about ICTs in recent years, including
WSIS.

Issues concerning the impact of ICTs on social and eco-
nomic development are discussed further in Chapter 7
and Chapters 22 to 29 of this handbook.

Are digital divides growing or shrinking?

There has been a good deal of debate in recent years
about whether digital divides are growing or receding.
One reason for the debate is that the technology con-
cerned is changing rapidly, and so it is sometimes un-
clear what is being measured.

The rate at which access to mobile telephony and to the
internet is growing in developing countries is now faster
than the rate at which it is growing in industrial countries.
The starting points for measuring increases in access
and use in industrial and developing countries are, how-
ever, different, with developing countries starting from
much lower initial figures and markets in industrial coun-
tries at or approaching saturation. Nevertheless, these
illustrations show that the divide in access to voice te-
lephony, in particular, has shrunk greatly over the past
decade, not least because mobile networks have ad-
dressed the rural-urban divide in developing countries;
and that there has been a reduction in the degree of
difference in access to the internet, measured in basic
numerical terms. A similar picture could be given for tele-
vision ownership and use.

A more complicated picture emerges concerning the
higher-end device which is most important to ICT use in
industrial countries, the personal computer. Although the
absolute ratio of computer ownership between industrial
and developing countries has fallen over recent years,
the starting point for developing countries was so low
in this case that a narrow statistical view gives a mis-
leading picture. What is more important for society and
the economy as a whole is that growth in PC ownership
has made computing more or less pervasive in industrial
countries, certainly in business and to a large extent also
in family life, so giving it a much more fundamental role in
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the dynamics of industrial societies and economies than
it has achieved elsewhere. Developing countries have
not yet reached this “tipping point” in the use of comput-
ers by individuals/families or even by small businesses.

Similarly, the capacity and quality of communications ac-
cess in industrial countries have continued to increase,
so that simple access measures do not compare like
with like. The internet access which is measured in de-
veloping countries, for example, is mostly dial-up access,
operating at speeds of up to 64 kbps, while industrial
country internet users now mostly enjoy broadband ac-
cess with much greater speeds and lower real access
costs. Similarly, mobile phone users in industrial coun-
tries have been moving to third generation mobile tech-
nology — which has far greater capabilities, including
internet capabilities — sooner than developing country
mobile markets, which were still dominated by second
generation networks.

It is, therefore, difficult to say that the “digital divide” is
either growing or receding: the picture is more complex
than that simple juxtaposition allows, reflecting wider
changes in technology, society and the economy. Claims
that new technologies enable developing countries to
“leapfrog” older generations of technology need to be
kept in perspective (and have now been largely aban-
doned). Certainly, new technologies have allowed major

advances to take place in communications access and
the application of information and communications re-
sources. By the time developing countries have adopted
one particular new technology (such as mobile telepho-
ny or internet access), however, industrial countries have
generally moved on to a newer form of that technology
which offers much higher capability (such as 3G mobile
telephony or broadband access).

The digital divide between industrial and developing
countries is, perhaps, moving its location rather than
growing or receding. One suggestion is that, over the
past two decades, the bigger international picture has
been moving from one in which ICT access and use
in industrial countries was markedly better than that
in all other countries, to one in which access and use
in low-income developing countries is markedly worse
than that in all other countries. The implication of this
view is that the digital divide between rich and mid-
dle-income countries is shrinking while that between
middle-income and least-developed countries is still
growing. However, all of these things are difficult to
measure and subject to rapid change. They may well
be radically altered again by the migration of internet
service delivery to mobile devices which was begin-
ning to take place at the time of writing (late 2008; see
also Chapter 17).
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Chapter 7

Lead author

Information, communications and ICTs play an increas-
ingly important part in all aspects of human life. APC and
its partners are particularly concerned with their poten-
tial for enhancing human rights (see Chapter 4) and so-
cial and economic development. This chapter introduces
some of the issues concerning ICTs in development,
which are discussed in more detail in Chapters 22 to 29.

Development is a complex area of public policy, and the
word itself means different things to different people.
The online encyclopaedia Wikipedia, for example, once
defined it thus:

Development is a process of change that leads to improved
well-being in people’s lives, which takes into account the
needs of future generations and is compatible with local
cultural and environmental contexts."

Different people emphasise different aspects of devel-
opment. Almost everyone who uses the term, however,
has in mind change which s/he regards as “progress” or
“improvement” — the sense that development involves
enabling people to live more fulfilled and less vulnerable
lives in more secure and prosperous societies. Most
development professionals would see this as a mixture
of social and economic “progress”. Many would also
emphasise rights — there is a longstanding debate, for
instance, about whether democratic institutions are re-
quired for economic development — and also sustainabil-
ity, i.e. the potential for development to be maintained
and to continue without depleting global resources or
irrevocably damaging the environment.

Development, in these terms, is something that may occur
in all societies, regardless of their current state of social
and economic welfare. In the past, it has often been as-
sociated with levels of industrialisation. Industrial coun-
tries such as those in Western Europe continue to grow
economically and to experience social and economic
change, including a transition from industry/manufac-
turing-based production towards service sectors. Many
countries in Central and Eastern Europe, Asia and Latin
America — sometimes described as “emerging markets”
or “transition economies” — have experienced high rates
of economic growth in recent decades and are becom-

1 Wikipedia “Development” as at 31 January 2008

ing economically similar to richer industrial/post-industrial
countries. The two major countries in Asia, China and In-
dia, are often referred to as “emerging markets”.

However, most people think of development as being
especially relevant to what are usually called “developing
countries”, i.e. those which have not reached and are not
approaching the levels of prosperity achieved in West-
ern Europe, North America or some Asian countries;
and, above all, to “least developed countries” (LDCs) —
a group of around 50 countries, mostly in sub-Saharan
Africa, which the United Nations defines as experiencing
low income, weak human resources (poor health, nutri-
tion, education, etc.) and economic vulnerability (for ex-
ample, because of high dependence on particular com-
modities). Most LDCs are predominantly agricultural and
rural in character, although they have large and growing
urban populations. They include the majority of people
living in “absolute poverty” (see Chapter 6), although a
substantial number of people living in absolute poverty
can be found in more prosperous countries.

There are many ways of measuring levels of development.
For purposes of international comparison, the two most
widely used measures are GDP per capita (or GDP per
head), which divides national income by population as
a proxy for standard of living,? and the Human Develop-
ment Index, which brings together GDP per capita with
measures for health and education (see Chapter 6). How-
ever, these do not capture many of the issues which most
concern development agencies, including issues of social
equity. More targeted measures are needed to address
these, including the Gini coefficient (which measures in-
come distribution, see Chapter 6) and specific indicators
of the social and economic characteristics of communi-
ties and individuals and of particular sectoral outcomes
(such as health and education).

National economic development is affected by many in-
ternal and external factors. Internal factors include the
availability of local capital for investment, the skills avail-
able within the workforce, the prevalence of HIV/AIDS
and other epidemic diseases, the quality of governance
(including the level of corruption), etc. External factors
include the availability of external finance for capital

2  GDP s “the total market value of all final goods and services
produced in a country in a given year, equal to total consumer,
investment and government spending, plus the value of exports, minus
the value of imports!” www.investorwords.com/2153/GDPhtml
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investment, the terms of trade for commodity exports
and the challenge of environmental change (such as
global warming). Although it receives a great deal of
attention, and contributes a high proportion of national
budget in some countries, overseas aid is generally less
important than fluctuations in trade in influencing nation-
al economic performance. (Remittances from migrant
citizens are also now more significant than overseas aid
in the financial flows to many developing countries and
approximately the same value globally as commercial
foreign direct investment.)

The management of social and economic development is
generally regarded as the responsibility of governments.
This is particularly true of economic growth. However,
over the past 50 years, international development agen-
cies — multilateral agencies like the World Bank and bi-
lateral agencies like the UK Department for International
Development (DFID) or the US Agency for International
Development (USAID) — have played an important part
in development policy, especially in LDCs. The nature
of their engagement has changed over the years. In the
past, it has often emphasised economic growth, i.e. in-
creasing GDP and GDP per capita as proxies for making
the nation as a whole more prosperous. Today, the em-
phasis is more on poverty reduction (i.e. on reducing the
number of citizens living on the margin), and on equity
(i.e. on reducing the differentials between rich and
poor). Current priorities in international development
policy, including Poverty Reduction Strategies and the
Millennium Development Goals, are discussed further in
Chapter 23.

For APC and other civil society organisations, devel-
opment is primarily concerned with communities and
citizens, and especially with the poor and marginalised,
rather than with national economic growth. NGO atten-
tion is particularly focused on issues such as health, ed-
ucation and equity, including gender equity. NGOs have
also emphasised the importance of community participa-
tion in the design and implementation of development
activities.

Information and communications technologies (ICTs)
were defined in Chapter 3 as “electronic means of cap-
turing, processing, storing and distributing information
Their capacity to increase the information and commu-
nications capabilities of people and communities lies at
the root of their perceived value for social and economic
development. This value is inherent to development in
all countries, not just developing countries — although
it is with the latter that the development section of this
handbook (Chapters 22 to 29) is primarily concerned. It
is relevant to both economic growth and poverty reduc-
tion; in the management of development work, the deliv-
ery of services, and the empowerment of communities

and individuals to access resources and influence the
policies that affect their lives.

ICTs play an increasingly important part in society. As
such, their use is changing the ways in which many as-
pects of government and business and of social and
economic life are carried out. This is particularly true in in-
dustrial countries, where many people — perhaps most —
would now find it difficult to imagine running their lives
without mobile telephones, computers or the internet.
ICTs are much less pervasive than this in developing
countries, but there too they are having a substantial im-
pact in their own right on the way society works. These
processes of social transition are sometimes described
as leading to a "knowledge society” or “information soci-
ety”, concepts which are described later in this chapter.

The specific role of information and communications for
development, as it is understood in this handbook, is
both broader and narrower than the impact which ICTs
are now having on societies in general. It is broader be-
cause it involves more information and communications
resources than just ICTs, as they have been defined
above. It is also narrower, however, because most of the
changes which ICTs are bringing about in society and
the economy are the result of interactions between ICT
businesses and users, not of interventions by govern-
ments or others which are intentionally developmental
in their purpose.

There has been a good deal of confusion in develop-
ment literature over the terms which are used for infor-
mation, communications and ICTs in development. Two
definitions are used in this handbook to clarify how these
terms are used within it.

The term information and communications for
development (ICD) is used in this handbook to de-
scribe the use of information and communications
resources and initiatives to pursue development ob-
jectives, whether or not these involve new technol-
ogy. “Communications for development” has been
an important strand in development policy for many
years, going back long before the introduction of
computers and mobile telephony. It concerns the
ways in which communities and individuals gain ac-
cess to information and knowledge which they can
use to improve their lives; the ways in which they
communicate their needs and concerns to those in
authority; and their ability to coordinate collective
action on issues that matter to them. ICD is often
primarily concerned with social dynamics rather
than with service delivery, with the social and eco-
nomic environment rather than specific aspects of
people’s lives.

The term information and communications
technology for development (ICT4D) is used
in this handbook to describe the deliberate use
of ICTs to pursue explicit development objectives
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— including both the use of ICTs in general to in-
crease the opportunities available within communi-
ties (for example, the provision of a telecentre giv-
ing access to computers and the internet) and the
use of specific ICTs to deliver particular social or
economic outputs (for example, the development
of a computer database to manage a vaccination
programme). ICT4D is often primarily concerned
with providing equipment and delivering services
rather than with any indirect impact these and
other ICT facilities may have on social dynamics
and empowerment. It is essentially instrumental or
operational in character.

Obviously, there are many ways in which these two cat-
egories overlap. ICT4D, in particular, can be seen as a
subset of ICD, which itself can be seen as strongly af-
fected by the impact which ICTs are now having within
societies as a whole. It is often difficult to disentangle
ICD and ICT4D activities and many agencies, including
APC, are advocates of both. The distinction is, however,
an important one, and has had an important bearing on
the ethos of many initiatives taken by governments and
development agencies.

The extent to which development gains can be
achieved through ICTs depends substantially on three
factors:

*  The availability of the human capacity and other re-
sources necessary to make effective use of them.

*  The geographical availability of networks, which
enable collective use of individual capacity and re-
sources.

* The existence of an enabling policy and regulatory
framework that will facilitate the development of
services and applications that make use of them.

Issues concerning the geographical availability of net-
works, access to them and the enabling policy frame-
work are usually the responsibility of national ministries
of communications and communications regulators, i.e.
ministries and regulators responsible for the ICT sector
(or at least for telecommunications). In some countries,
these have recently been redesignated as ministries and
regulators of information technology.

These sectoral issues are primarily dealt with in Sections
3 to 5 of this handbook. Two aspects of them, however,
are worth noting in this chapter: the development of ICT
strategies, and the debate between ICT-focused and
“mainstreamed” approaches to ICT4D.

ICT strategies

A number of countries, including developing countries,
have adopted national ICT (or ICD) strategies in recent
years. These have been promoted by various internation-
al agencies, including most notably the UN Economic
Commission for Africa, through its African Information
Society Initiative (AISI).?

Different countries have taken different approaches to
these national strategies. Some strategies have been little
more than sketchy outlines of policy and regulation, while
others (such as those in Ghana and Rwanda) have includ-
ed detailed programmes of initiatives which governments
intend to undertake (or for which they intend to seek ex-
ternal funding). Some strategies are concerned primarily
with policy and regulation for the ICT sector, while others
are more concerned with the application of ICTs — though
usually more with ICT4D than with ICD, as these are de-
fined above. Of the latter, many pay particular attention to
e-government, i.e. the use of ICTs to change internal gov-
ernment administration and/or service delivery to citizens.

Table 7.1: Approaches to ICT strategies

Strategic approach Prime objective

ICTs as contributors to macroeconomic
growth

To develop the ICT sector as an important focus for economic growth,
including employment and participation in the global economy.

ICTs as a productive sector in their
own right

To develop the ICT sector itself in order to create employment, exports
and income substitution.

ICTs as cross-cutting instruments
of development

To use ICTs in all development sectors in order to improve the administration
and delivery of development activities.

ICTs as enabling instruments
for initiatives and applications

To use ICTs as the primary instrument for delivering specific ICT services,
including both existing services and new services only deliverable with ICTs.

ICTs as tools for empowerment
and voice

To enable individuals and communities, particularly the poor, to articulate their concerns
and bring them to the attention of decision makers.

3 www.uneca.org/aisi
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A review of ICT strategies to date suggests that they take
one or more of five broad approaches to the role of ICTs
within development. These are summarised in Table 7.1.%

The differences between these approaches, and national
ICT strategies in general, are considered in Chapter 24.

Two main approaches can be distinguished in the way
in which development agencies — both international
donors and national implementing agencies — have ap-
proached ICT4D:

Some agencies have focused on the provision of
infrastructure and frameworks for the delivery of
services and content, rather than on services and
content themselves. These agencies attach high
value to access to ICTs as such, anticipating that
access will be used by citizens and citizen groups
to enhance their individual opportunity and collec-
tive voice. Their key concern has often been with
equitable access, i.e. with identifying ways in which
high quality access (including internet access) can
be made available in all geographical territories (in-
cluding remote areas) and to all social groups (in-
cluding the poor and marginalised).

This approach emphasises the role of ICTs as in-
formation and communications channels, and sees
them as primarily additional and complementary to
other development initiatives.

Other agencies have focused on the application of
ICTs within established development areas — for
example, in their incorporation within national pro-
grammes to promote health, education and agri-
cultural productivity; or within local delivery of ser-
vices such as vaccination, support for teachers and
health workers, and the certification of land.

The key concern of these agencies is with service de-
livery rather than access or ICTs themselves. Their ap-
proach, which is generally known as “mainstreaming’,
emphasises the role of ICTs as agents for implementing
mainstream development initiatives and objectives — to
which the ICTs themselves are essentially subservient.

The enthusiasm for ICT4D which emerged in the late
1990s placed a lot of emphasis on the potential of tech-
nology, and so on access and on ways of bridging the
“digital divide” (see Chapter 6). More recently, develop-
ment agencies have been more concerned with “main-
streaming” ICTs, looking in particular for ways in which
they can be used to achieve the Millennium Develop-
ment Goals, the targets for development progress which
the United Nations agreed in the year 2000.

4 This table is derived from work by David Souter and Abiodun
Jagun for the World Bank.

There is still a significant difference of view within and
between ICT4D specialists and the majority of main-
stream development agencies concerning the most
appropriate role for ICTs within development. This
“paradigm gap”, and the issues associated with “main-
streaming”, are discussed further in Chapter 23 of this
handbook.

Some discussion about ICTs and development has fo-
cused on the potential which many believe ICTs have to
achieve large-scale social and economic transformation.
This debate has revolved, in particular, around terms
such as the “information society” or “knowledge society”.

Here again, there is a good deal of difference in the in-
terpretation of these terms between different actors. For
the purpose of this handbook, information is defined
as the facts and opinions which are available and can
be used by individuals and organisations. Knowledge
is defined as the accumulation, analysis and interpreta-
tion of information and experience in ways that enable
individuals or communities to improve their performance,
productivity or quality of life. Information provides the
raw materials from which knowledge can arise, but infor-
mation itself is insufficient to generate knowledge (just
as activity alone is insufficient to generate experience).
Indeed, too much information can be more difficult for
individuals and communities to process into knowledge,
especially if its reliability is difficult to validate.

Modern ICTs greatly increase the amount of informa-
tion which is available to individuals and organisations
that have access to them. This is particularly true of the
internet. It makes it possible for individuals to use ICT
resources in order to improve their understanding of the
processes that matter to them (for example, reproduc-
tion, soil fertility, health protection) and to analyse their
situations in order to achieve improvements. Their abil-
ity to do this is, however, highly dependent on whether
they have or can obtain the underlying resources which
are required to make use of access through reading, in-
terpretation and analysis. These include funds to enable
internet access, as well as literacy, research and analyti-
cal skills which enable them to find relevant information,
assess its reliability, and integrate it with existing knowl-
edge and experience.

An “information society”, in essence, is one in which in-
formation and the ability to communicate it have become
fundamental aspects of both economic production and
social behaviour. In such a society, it is suggested, in-
formation and knowledge will displace manufacturing
as the foundation for economic activity. Proponents of
this view sometimes talk of an “Information Revolution”
or “Knowledge Revolution” comparable in importance
to the Agricultural Revolution that initiated human set-
tlements in the prehistoric period and to the Industrial
Revolution of the 18th and 19th centuries.

The APC ICT Policy Handbook / 38



The engines of future economic growth, and so develop-
ment, in this view, will be information and services rather
than food and farming or industrial production and man-
ufactured goods. Knowledge represents the bringing to-
gether of information and experience in a way that can be
used to improve the quality of productive outputs — from
design to decision making; from product development to
service delivery, maintenance and use. A society which
has enhanced access to information and transforms
that information into knowledge, it is believed, will have
a competitive advantage in the international community,
and will also be able to address internal challenges such
as social inclusion more effectively. In the words of the
World Bank, “Countries with pervasive information infra-
structures that use innovative information technology ap-
plications, possess advantages for sustained economic
growth and social development!®

Networking is fundamentally important to the “informa-
tion society” or “knowledge economy”. Networks facili-
tate communications — the means by which information
is transferred from one individual (or computer) to an-
other, and so accumulated — which is a key stage in its
transformation into knowledge that society can use. Net-
working also permits the pooling of knowledge between
larger groups of individuals, increasing problem-solving
capacity. The value of networks grows rapidly, as does
the potential for such pooling of knowledge, as networks
themselves grow (see Figure 15.2 on “network externali-

5  World Bank Information and Communication Technologies:
A World Bank Group Strategy (2002) info.worldbank.org/ict/
assets/docs/ExecSum.pdf

ties” in Chapter 15). The development of an “information
society” therefore depends on the availability, capacity
and affordability of the ICT networks that are available
within a country.

The concept of the “information society” was strongly
backed by many governments in the industrial world —
not least the European Union — and by multilateral in-
stitutions — not least the World Bank — around the end
of the 20th century. It led, in the early years of the 21st
century, to two meetings of a World Summit on the Infor-
mation Society (WSIS), which sought to establish global
consensus on what an information society could achieve
and how it might be best brought into being. (WSIS is
discussed in Chapter 29.) Some governments, such as
that in Malaysia, have consciously put the development
of an information society at the heart of their national
economic policy; and it remains an important part of Eu-
ropean Union strategy.

In spite of this, however, there are still many who ques-
tion whether the “information and communications revo-
lution” has the same transformative potential as the Ag-
ricultural and Industrial Revolutions of the past. Others
have found the emphasis it puts on large-scale transfor-
mation unhelpful in understanding the processes which
are currently taking place or their potential application to
the poor. The issues surrounding these different inter-
pretations are discussed further in Section 6. ©

6 Internet World Statistics as at 5 November 2008
www.internetworldstats.com/stats.htm
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Section 2
Computing and information technology



Chapter 8

Lead author

Computers lie at the heart of information and commu-
nications technology, storing and analysing information
and enabling the transfer of that information between
people, locations and devices.

Information technology has been defined by the Informa-
tion Technology Association of America (ITAA) as “the
study, design, development, implementation, support
or management of computer-based information sys-
tems, particularly software applications and computer
hardware!"" It represents the use of computers to do the
tasks of collecting, storing, sorting, analysing, managing
and distributing data which are described in Chapter
2. This is manifested in a wide variety of uses, ranging
from robotics and management information systems to
e-government and e-commerce.

This chapter provides a brief, non-technical introduction
to some of the issues concerned with computing and
information technology that are significant in wider dis-
cussions about ICTs. The first section considers some
of these issues within a framework of the history of com-
puting. The second section looks at issues concerning
hardware and software, particularly for PCs, and at issues
concerned with proprietary and open source software.

People have used devices to help them with calculations
for more than two millennia. A number of such devices
which are still in use today — such as the abacus — were
first developed by ancient cultures. Their value lies in en-
abling large and complex calculations to be made more
quickly and more accurately or reliably than if they were
undertaken manually (using written arithmetic, geometry,
algebra, etc.).

Over the centuries, mechanical processes have also au-
tomated the production of many goods, enabling these
to be made to an increasingly reliable common standard
and in much higher volumes than could be achieved
by manual labour. The production of textiles provides a
good example in which successive generations of tech-
nology have added more and more automation to the
production of cloth and clothing.

With few exceptions, however, these mechanical pro-
cesses were not programmable, i.e. they did not enable

1 Quoted at www.itconcept.net and elsewhere.

the machine itself to undertake a lengthy sequence of
processes without significant human intervention. The
concept of a programmable mechanical computer was
articulated theoretically as early as the 1830s by the
British engineer Charles Babbage. During the 19th and
20th centuries, a significant level of programmability was
added to many productive processes, and the impact
of automation increasingly intruded on employment and
social organisation — a development famously satirised
in Charles Chaplin's 1936 film Modern Times. The Enig-
ma cypher machine is another well-known example of
mechanical computation being used in the first half of
the 20th century to achieve something (encryption and
decryption) too complex to be achieved by human activ-
ity alone without exceptional cost in time and efficiency.

A number of crucial technical developments occurred
in computing during the latter half of the 20th century.
Each of these has had a major impact on the nature of
computing and its relationship with its users and soci-
ety. The most important of these developments are dis-
cussed in the following paragraphs.

The first was the invention of digital electronics in
the 1930s. This applied a relatively recent develop-
ment in mathematics (Boolean algebra, developed
in the 19th century) to electronic equipment.

Boolean algebra is a system of mathematical logic
built around binary choice, i.e. the selection at any
point within a logical sequence of one (and only one)
of two (and only two) possible alternatives. In com-
puting terms, this is usually described as a choice
between the two digits 0 and 1 (hence the term “dig-
ital”), although it can also be expressed as a choice
between “yes” and “no”, “on” and “off", or any similar
binary pair. It might be described as mathematical
reductionism, i.e. the resolution of a complex prob-
lem into a logical sequence of successive simple
choices.

The introduction of binary logic enabled much more
flexibility to be introduced to computational devic-
es, or computers. In particular, sequences of “logic
gates”, making binary choices, could be programmed
in order to automate much more complex calculations
and productive processes. As with musical scores,
this logic could include instructions to move forwards
or backwards to different points within the programme
sequence (saving time). Programmes could be stored
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and repeated as required, and it is this stored pro-
gramme architecture that essentially distinguishes
computers from other machines we use.

The first computers were very large, very expensive
and very limited in what they could achieve. Initially,
they relied on vacuum tube electronics, similar to
that used in radios and televisions of the day. It is of-
ten said that there is more computing power in many
wristwatches today than there was in computers that
filled entire rooms or even buildings in the 1950s.

As a result, computers were only realistically avail-
able to very large organisations — i.e. to government
departments and to large businesses — which had
the investment capacity to buy, run and make use of
them. Very few computers could be found outside in-
dustrial countries, and the skills required to make use
of them were highly specialist. These included both
technical skills required to maximise the efficiency
of costly and experimental equipment (“hardware”),
and the programming skills to write the programmes
that became known as “software”.

A series of technical developments in electronics
gradually reduced the size and cost of computers dur-
ing the middle years of the 20th century. These includ-
ed the introduction of transistors (again, as with radio
and television) in the 1960s, and then of integrated
circuits and microprocessors in the 1970s.

The logic systems and programmes in any computer
are managed by what is generally termed a “proces-
sor” or CPU (central processing unit). Originally,
these were developed individually for each computer,
but over time they became standardised, significantly
reducing cost. Integrated circuits, which are miniatur-
ised electronic circuits built with semiconducting ma-
terials such as silicon, have revolutionised electronics
in general, and the processing functionality of com-
puters and other computational devices (calculators,
telephones, etc.) in particular. In practice, they have
enabled computers to become much smaller, much
cheaper and much more powerful. This is related to
a concept known as “Moore’s Law” (see box below).

Miniaturisation of components enabled computers
to become smaller and cheaper during the 1970s
and 1980s. Up to the 1980s, almost all computing
had been based around large multi-user computers
known as “mainframes” and smaller (but still large)
“minicomputers” (not to be confused with “micro-
computers”, see below). Mainframes typically filled
a room, while minicomputers were perhaps the size
of a large freezer cabinet. Both required specialist
expertise to run and use them, though the systems
that they managed could be implemented through
local workstations which enabled many users within
an organisation to access the power of the main-
frame from local terminals.

“Moore's Law” is an observation first made by Gerald
Moore, co-founder of the microprocessor manufactu-
rer Intel, in 1965. He observed that the number of mi-
croprocessors that could be placed on an integrated
circuit was increasing exponentially, specifically that
it was doubling about every two years. Given the im-
portance of microprocessors to the capability of com-
puters, this exponential growth in capacity extends to
many aspects of computers and other digital devices
including, for example, memory, processing speed and
storage capacity.

The rate of growth described in Moore's Law has
now continued for more than 40 years, and has been
the principal driver of the expansion in computer use
throughout society over that time. It has also been a
principal enabler of the cost reductions that have led
to a mass market in computing. It shows no sign of
abatement, but is expected to continue at least subs-
tantially into the future. The rate of growth of computer
use and capacity are therefore likely to be limited more
by constraints in the pace of human adaptation than by
constraints on technical capabilities.

The third crucial step in the transition to today's
computing environment was the development of the
desktop PC, originally known as a “microcomputer”.
This resulted partly from the continuing miniaturisa-
tion of hardware, which allowed substantial comput-
ing power to be located in smaller hardware units,
but also from advances in networking, particularly
the viability and reliability of wired local area net-
works (LANs).

These developments made it possible for comput-
ing power to be located within the terminals at users’
desks (i.e. at workstations) rather than centralised in
a mainframe or minicomputer. This offered more flex-
ibility, and transformed the business model for organi-
sational deployment of computing. Microcomputers
could be mass-produced, using standardised com-
ponents and software. They could also be deployed
and upgraded incrementally: instead of major one-off
investments in new large-scale equipment, network-
ing allowed organisations to build their computing ca-
pacity gradually, at much lower cost. In the late 1980s
to the early 1990s, networks of desktop computers
replaced centralised computing systems for standard
computing applications in most organisations.

The advent of the PC also began the democratisa-
tion of computing — the movement away from com-
puting as a tool only available to organisations to
the situation today in which it is widely available for
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personal use. Desktop machines which were built
and/or used by individuals became available to hob-
byists in the 1980s. Cheap standardised PCs be-
gan to be produced from the mid-1980s, notably by
the British company Amstrad, using mass-produced
floppy disks to load software and store data. Rapid
increases in the capacity of processors, memory
and storage then enabled more sophisticated stand-
alone PCs to be developed and mass-produced.

During this period, a standard PC format evolved,
based around a platform that had been designed by
IBM in the early 1980s. These “IBM clones” are the
ancestors of the large majority of PCs now in use
worldwide, desktop and laptop, with machines of
different specifications being produced by a variety
of companies to common interoperable standards.
Only one alternative PC platform to the IBM clone
has remained commercially successful, the Macin-
tosh range of computers manufactured by Apple
Computer, which today is said to have between 3%
and 7% of the global PC market. The success of the
IBM standard PC has been facilitated by the corre-
sponding emergence of a de facto global standard in
software operating systems (see below).

From a user’s point of view, computer software can
be divided, by and large, into operating systems
(OS, which are used, in effect, to run computers
themselves) and applications software (which man-
ages the activities that computer users want to do,
such as word processing, database management
and web browsing).

In the days of centralised computers, within single
organisations, software was often highly specialised
for the organisation’s own purposes, using any one
of a number of different programming languages. As
computing shifted its emphasis towards PCs, how-
ever, software needed to be standardised, with stan-
dard operating systems providing common platforms
for standard applications which could be tailored by
users themselves to meet their own requirements.
Like standardisation in other areas, this enabled
computing to become much more accessible to non-
specialists and facilitated the development of more
diverse applications which can run on the computers
that most people use.

The critical development here was the concentration
of operating system software, in the late 1980s and
early 1990s. While large-scale specialist comput-
ing systems within major government departments
and organisations have continued to use their own
dedicated operating systems (OS), often built around
versions of the Unix OS, PC operating systems have
become much more concentrated. Apple computers
use Apple's own operating systems but 90% or so of
PCs worldwide now use the operating systems devel-
oped by Microsoft (initially MS-DOS, now Windows).

MS-DOS (Microsoft Disk Operating System) was
first released in 1981 and was the first operating
system designed with the assumption that desktop
computing would become the global norm. It used a
relatively simple language which allowed many more
people, without specialist knowledge, to manage
their own computers than was the case with more
complex operating systems, broadening the user
base for home computing (and giving organisational
users more input into managing their work comput-
ers too). This was a significant point on the road to-
wards a mass market for home computers.

The second step along that road was also the re-
sult of software development, the emergence of the
graphical user interface or GUI.

While MS-DOS was reasonably straightforward to
use, it was based, like other operating systems, on an
artificial language of instructions that needed to be
learnt and understood by users and input as text. Al-
though more intuitive than other operating systems,
it was still not very accessible to non-enthusiasts.

A graphical user interface replaces written text in-
structions with system management options that are
based around images, particularly those now known
as “icons”, and is therefore much more intuitive and
accessible to non-specialist users. The first GUI for
the mass market was released by Apple for use in its
Macintosh computers in 1984. Like Apple, Microsoft
began to develop its Windows GUI for IBM-clone
PCs in the late 1970s, but it was not until the release
of Windows 3.0 in 1990 that it began to become
popular. It has since gone through a number of fur-
ther variations, the latest known as Vista,? and is the
operating system used by some 90% of PCs around
the world.

Graphical user interfaces, in effect, turned computers
from being tools that were used by particular people
for particular purposes into user-friendly consumer
goods. They made specialist computer knowledge
unnecessary for computer use, opening up a mass
market which has continued to grow worldwide.

The sixth critical transition in the growth and devel-
opment of computing to date is described in Sec-
tion 5 of this handbook. This is the development
of the internet and, in particular, of a mass market
in internet use following the widespread availability
of the World Wide Web (the network equivalent of
the GUI) in the later 1990s.

Before the internet, computers were deployed mostly
within stand-alone systems. Where they were net-
worked, this was either in a mainframe-and-worksta-
tion model or through a local area network that was

2

Windows 7.0 is expected for release in 2009.
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available only within a single building or organisation.
Although wider networking was possible and used,
this was almost entirely through closed systems,
i.e. systems which were only available to specified
groups of users, usually within a single organisation,
and whose available content was defined by what
was available within those user groups.

The internet enabled users to access not just closed
networks of computers but also many other comput-
ers and computer networks worldwide, with whom
they could share content. This broadening of the
user base — to a billion or more users worldwide by
2008 - was greatly facilitated by the development
of the World Wide Web, whose use of hypertext
links between graphical “pages” made the internet
much more visually attractive and much simpler to
navigate. As the internet has developed a mass mar-
ket, it has in effect made computing into a globally
networked phenomenon, which individuals can use
as effectively as organisations to access information
and disseminate opinion.

In some writing about the internet, there is a tempta-
tion to see the internet today as the core of computing
rather than as something complementary. However, it
should be remembered that a large proportion of the
time which most users spend with their computers is
not shared but based around their own individual or
organisational requirements, such as word-processing
for a business or government department or managing
their personal accounts.

The number of computers worldwide has grown
enormously in recent years and continues to grow
at an exceptional rate — far greater than was antici-
pated by computing pioneers.® By 2006, it was es-
timated that a billion PCs were in use around the
world,* equivalent to one for every six people or one
for every four adults. Between 2008 and 2020, it
is estimated, PC ownership in China will grow from
10% to 70% of the population, with similar large in-
creases in other developing countries.> Computing,
in short, has come to play an essential part in the
lives of most people, if not through their own use
of computers then through that of their governments
and the businesses they use, and its role and impor-
tance will continue to grow quickly during the com-
ing years.

However, it should be noted that the remark attributed to one-time
IBM chairman Thomas J. Watson that there was “a world market
for maybe five computers” is almost certainly spurious; see
en.wikipedia.org/wiki/Thomas_J._Watson#Famous_misquote

Computer Industry AlImanac www.c-i-a.com/pr0907.htm

The Climate Group SMART 2020: Enabling the Low-Carbon
Economy in the Information Age (Brussels: Global e-Sustainability
Initiative, 2008) www.theclimategroup.org/assets/resources/
publications/Smart2020Report.pdf

Computer systems are made up of two types of com-
ponent: hardware and software. Hardware refers to the
equipment which has physical substance; software to
the virtual components, the operating systems and ap-
plication programmes, which enable that hardware to
deliver something valuable to its users. The value of any
computing system depends on the combination and in-
tegration of hardware and software — as well as on the
capabilities of those that make use of it and the data
which they feed into it. The following paragraphs discuss
this with particular reference to PCs.

Hardware

There is insufficient space here to provide a detailed ac-
count of computer technology. A few words are worth add-
ing, however, about the main components determining the
capacity of a computer to deliver what users want from it.

When customers buy a new computer, they are often
faced with a complex set of choices about which they
know very little. Computer performance — whether for
desktop or laptop PCs, or for other devices that offer
computing capability — is determined by these choices.
Some seem relatively straightforward, but need to be un-
derstood in conjunction with others. The screen size of
a monitor, for example, does not tell you anything about
its potential clarity, refresh rate or ability to handle output
from different kinds of programme.

A number of configuration issues are critical to determin-
ing what a computer can do and how efficiently it can
perform. Among the most critical are:

The amount of memory space available for data
storage (hard disk size).

The amount of random access memory or RAM
(i.e. the memory space available for the computer
to perform functions in real time, a key determinant
of the speed with which computer functions can be
performed).

The availability and type of sound, graphics, video,
networking and wireless cards (which determine
whether and how well the computer will be able to
do things that most users now require).

Moore's Law applies to many of the components within
computers. The capacity of hard disks, the amount of
available RAM, the speed of graphics and video cards
and other hardware specifications are constantly im-
proving, with the result that PCs are naturally obso-
lescent, i.e. in the process of becoming obsolete over
a short period of time. This is not just a matter of old
hardware having less capability than new hardware, but
also of changes in the software which computers need
to use. Software programmes are regularly redesigned
and upgraded to make use of the increased capacity of
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the latest hardware available. This keeps them competi-
tive against other software products, but also means that
new versions of software can often not be used effec-
tively with hardware that is more than three or four years
old.

As a result, many organisations in industrial countries
and high-end-users worldwide depreciate and replace
their PCs (desktops and laptops) on around a three-
year cycle. This is obviously expensive, and beyond the
means of many smaller organisations or organisations in
developing countries.

It should be remembered, too, that other hardware is
required in order to enable computers to deliver what
users want from them. Some of these “peripherals” are
essential for working with the computer itself: keyboard,
monitor and mouse. Others are essential or highly valu-
able for making the most of what it can do — for example,
printers and the devices used to enable internet access
(modems for dial-up access, routers for broadband).
Others again are required for particular functions, such
as scanners, digital cameras, external storage devices
and audio equipment. Budgets for computing within or-
ganisations need to include these peripherals as well as
computer equipment itself (and also the costs of soft-
ware and of connectivity if computers are used for inter-
net). These costs are often underestimated.

A further point about both hardware and software, which
is often overlooked, is maintenance. PCs require regular
maintenance — clearing old files, defragmentation, etc.
While this can often be automated by operating sys-
tems, in many cases this does not happen and the lack
of maintenance slows systems and makes them prone
to failure. The problem is accentuated where, as is of-
ten the case in developing countries, computer use is
shared by many users, including inexperienced users,
and where system crashes frequently result from power
outages. Networked and internet-using PCs also need
regularly updated protection against viruses, trojans,
spyware and other malicious programmes which have
been unintentionally downloaded and which can affect
both software and hardware functions. This also adds
recurrent costs.

A number of attempts have been made over the last twen-
ty years to produce alternative computer hardware for de-
veloping countries, usually with lower specifications than
mainstream PCs. The “Simputer” was one such device,
developed in India in the 1990s, which was much lauded
at the time but failed to make an impact. More recently,
the “$100 laptop” associated with the Massachusetts In-
stitute of Technology was launched at the World Summit
on the Information Society. This uses flash memory rather
than a hard disk drive, and a Linux operating system, and
was designed to be robust in difficult working environ-
ments. It has proved highly controversial. Some have
strongly supported it as a cheap alternative to mainstream
computing which, they argue, can provide mass access

in developing country schools. Critics have pointed to the
limitations of the technology compared with increasingly
low-cost conventional PCs, to the fact that it can only be
purchased at low prices in large volumes, to the poten-
tial high costs of connectivity involved, and to the lack of
complementary teaching skills in schools.

Software

As noted earlier, computers make use of two main types
of software: operating system software, which manages
the computer itself and provides the environment for oth-
er programmes; and applications software, which runs
specific programmes of different kinds.

By far the most significant operating system software
worldwide today is the Microsoft (MS) Windows pro-
gramme. Windows variants (usually Windows 95, Win-
dows 98, Windows 2000, Windows XP and Windows
Vista) run on some 90% of PCs worldwide, providing a
graphical user interface which is easy to use and which
integrates closely and shares common features with
other Microsoft programmes.

Windows has effectively become a global standard in
PCs. It is pre-installed on most computers sold today
(though Apple computers still use their own proprietary
operating system). However, it does not have the same
near-monopoly status in high-end computing, including
the systems developed by or for governments and ma-
jor businesses, or within the internet sector. Other, more
specialised operating systems are much more common
in high-end environments, many of them developed from
one or other variant of Unix (see above).

Since the beginning of the century, an increasing number
of organisations, and some more experienced individual
users, have made use of Unix operating systems based
around the “Linux kernel”. A kernel is the central layer
or component of an OS that lies between the proces-
sors, memory and devices that make up hardware, on
the one hand, and applications on the other. The Linux
kernel, named after the Finnish computer scientist Linus
Torvalds, provides this central component for many cur-
rent Unix systems, and is the most significant instance of
free and open source software (see below).

The near-monopoly status which MS Windows enjoys in
PC operating systems has been controversial, for sev-
eral reasons:

On the one hand, Microsoft and its supporters ar-
gue, the availability of a straightforward de facto
universal standard, which is easy to use, has fa-
cilitated familiarity with computer systems within
the general population and so contributed greatly
to the development of cheap mass market com-
puting. Far fewer people, it is argued, would have
become computer literate if they had had to learn
several operating systems rather than becoming
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familiar with just one, while standardisation around
MS-DOS and subsequently Windows has greatly
facilitated interoperability, in particular the sharing
of applications between computers (since applica-
tions do not then require multiple variations to suit
many differing operating systems), and so of data
stored and managed through them.

On the other hand, critics of Microsoft argue that
its de facto near-monopoly over PC operating sys-
tems has concentrated PC development around a
less efficient operating system than can be offered
via Unix/Linux. They also claim that Microsoft has
leveraged its near-monopoly in operating systems
to support its market position in other software
areas (such as office suites, see below) and to le-
verage its market share in new areas of computing
(for example, by bundling application programmes
like Windows Media Player and Internet Explorer
— for which there are competing products in the
market — in Windows itself). Accusations of anti-
competitive behaviour by Microsoft have been the
subject of longstanding disputes between it and
competition authorities in Europe and elsewhere.

Applications software markets are more diverse than
operating systems software markets, because there are
many more different kinds of application of value to dif-
ferent computer users. Some common types of applica-
tion software include:

Word processing

Spreadsheet and calculation programmes
Databases

Statistical analysis

Presentation programmes

Desktop publishing

Project management

Contact and appointment management

Personal and business bookkeeping and financial
management

Image and video manipulation
Media players

Web browsers and other internet access pro-
grammes

“Utilities”, such as compression programmes and
virus checkers, which are concerned primarily with
improving the use and performance of operating
systems.

Most commercial and almost all individual users of com-
puters make use of standardised programmes in some
or all of these areas. However, large organisations still

make use of applications programmes which are de-
signed to meet their specific needs, and there is a good
deal of tailorisation of standard applications software
to meet the needs of middle-ranking and smaller busi-
nesses and governmental organisations.

Some applications software markets are highly competi-
tive, while others are highly concentrated. One that has
become highly concentrated is the market for standard
office functions, which are bundled together in what are
known as “office suites”. These typically include word
processing, spreadsheets, databases, presentation pro-
grammes and contact and appointments management
programmes.

In the mid-1990s, there were four or five global branded
suites marketed by competing software houses. Since
then, however, one suite — Microsoft Office, which in-
cludes the word processor Word, the presentation pro-
gramme Powerpoint, the spreadsheet Excel, the contact
management programme Outlook and (in some versions)
the database Access — has come to dominate the global
market. In recent years, Sun Microsystems has made
its competing office suite programme, OpenOffice,
available either free of charge or at low cost to consumers
by internet download. There are still some compatibility
issues between OpenOffice and MS Office, but the Sun
system has found favour with a number of non-govern-
mental and other organisations.

Microsoft's critics argue that its strong position in the
office suite market, together with its near-monopoly in
operating systems software for PCs, gives it too strong
a position in the overall software market; and some have
argued that the company should be divided into sepa-
rate businesses dealing with operating systems and ap-
plications (rather as some telecommunications compa-
nies have been separated into local and long-distance,
or fixed and mobile companies).

Two issues in particular are worth noting in this debate:

Functionality: Each new generation of office suite
software provides more and more functionality and
uses more and more hard disk space and RAM.
However, the vast majority of this functionality is
unused by most users. Even in business environ-
ments, most users only use a small proportion of
the functionality of a word processing programme
like MS Word, and a high proportion of users never
use other programmes in the suite.

Cost: Regular updating of programmes is highly ex-
pensive, particularly if little or none of the new func-
tionality included is actually used. Nowadays, many
software houses include a high degree of back-
wards compatibility in programmes (i.e. enabling
older versions of a programme to understand and
amend files written in a newer version). However,
this is not always the case.
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Proprietary, free and open source software

The majority of software discussed above is proprietary
software, i.e. software that is produced and sold by a
software design and production company, with intellec-
tual property restrictions on its use, particularly copying
rights. In some countries, a high proportion of copies of
application software programmes are “pirate” copies, i.e.
copies which have been made and installed without re-
specting intellectual property laws and norms. Software
houses have sought to counter piracy by incorporating
sophisticated registration and installation requirements
in software, with variable success.

Two aspects of proprietary software are challenged by
some within the computing industry.

The first of these is cost. Although proprietary software
programmes are much more widely used, alternative pro-
grammes offering similar functions (for example, word
processing or project management) are often available
free of charge. Sometimes, major software houses make
fully functional programmes available free of charge or at
very low cost, or offer partial or earlier versions on this
basis. The most famous example of this is the office suite
OpenOffice (see above). The majority of free alternative
programmes, however, come from independent soft-
ware designers, and are highly variable in quality. Some
such programmes are available as “shareware”, which is
a “try before you buy” arrangement.

Free software should not be confused with open source
software — or, more confusingly, with “free and open
source software” (FOSS), where the word “free” refers
not to cost (“freedom from charge”) but to intellectual
property (“freedom to distribute”).

Software programmes are written in what is known as
“code” or “source code”. Source code is composed
of the sequence of instructions, written in programme
language, which tell a computer to follow a particular
course of actions. It is what makes the programme what
it is, and it determines how it works and interoperates
with both hardware and other software.

Commercial software companies are generally con-
cerned to restrict access to their source code, which
has been developed by their own personnel or within
their businesses, in order to avoid giving an easy ride
to their competitors. However, much code needs to be
shared between companies for reasons of mutual bene-
fit. Access to the source code of existing programmes is
particularly important for new software developers who
are concerned that their programmes should interact ef-
fectively with those of other software designers. Such
issues of compatibility are very important, for example, in
ensuring that applications work with operating systems,
and so sharing source code also has value to OS ven-
dors. For this reason, although Microsoft guards some
areas of code very closely, about 90% of the code for its

Windows operating system has been shared with other
software developers.

Some software designers have a different, non-commer-
cial philosophy concerning the sharing of code. Defini-
tions of open source software vary, but at heart the term
“open source” means that the source code for a pro-
gramme is available to others as a point of principle —
either openly available in the public domain or generally
available through a software licence — so that they can
use, adapt and develop it, either for general distribution
(in a new version) or for particular purposes (such as de-
veloping more specialised applications). Some, but not
all, open source software is therefore developed collab-
oratively, on the basis of shared code. The Linux kernel is
the most important example of open source code, as it
provides a framework for the development of many other
open source programmes and applications.

It should be noted that open source software is not nec-
essarily associated with a particular ideological position
on intellectual property. Open source software is widely
used by governments, businesses and in the internet
sector to develop and manage large-scale computing
and information technology functions. However, it is
also strongly advocated by many computer scientists
who are opposed to the dominance of major commer-
cial software houses, and by civil society organisations
which advocate change in intellectual property regimes.
Although the “F" in FOSS stands for “freedom to dis-
tribute” rather than “freedom from charge”, much FOSS
software has in practice also been available free of
charge or at very low cost.

There is an ongoing debate about the relative merits of
proprietary and open source software within the devel-
opment community. In recent years, FOSS has been
strongly backed by a number of development agencies
keen to promote diversity and local software develop-
ment sectors. These have argued that it enables devel-
oping country users to reduce costs and achieve greater
autonomy from commercial software businesses based
in the global North. Some development specialists, how-
ever, question this, arguing that the use of open source
software raises compatibility problems for developing
country businesses and governments, has significantly
higher training costs, and puts barriers in the way of
non-specialists participating in the computing services
sector.

The debate around FOSS was highly polarised during
the World Summit on the Information Society, whose
closing texts endorsed both proprietary and open source
software development. The debate is likely to continue,
and there is a clear need for more evidence about the
impact which different approaches to proprietary and
open source choices have on the development of local
software industries and applications from the points of
view of governments, businesses and users.
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Section 3
Broadcasting



Chapter 9

Lead author

Broadcasting has become an essential tool for informa-
tion and communications the world over. Since its inven-
tion more than a century ago, continued experimenta-
tion and innovation have resulted in the development of
a range of technologies that have made it possible for
more and more people to receive as well as transmit in-
formation. Today, because of its affordability and ease
of use, broadcasting is more widely available than any
other electronic medium. As convergence brings new
possibilities, the relevance and impact of broadcasting
are set to grow.

According to the International Telecommunication Union
(ITU), 95% of the world’s surface is covered by terres-
trial radio broadcast signals and 89% by television ser-
vice. Radio, the world’'s cheapest means of mass com-
munication, is also the most accessible broadcast tech-
nology, with some 95% of the world’s population within
easy reach. Something like 86% of world citizens can be
reached by television, but this can be up to twenty times
more expensive to access than radio.

Radio was first used to send messages from one point
to another as far back as the late 19th century, spurred
by Guglielmo Marconi's invention of wireless telegra-
phy. These messages took the form of dots and dashes
(Morse code), and wireless radio telegraphy gradually
becoming the standard means of ship-to-shore com-
munication. However, broadcasting in its strict sense
— the transmission of sound (and later images) from an
originating point to a receiver — only became possible
in 1906 when the US engineer Lee De Forest invented
the Audion tube. This innovation enabled sound to be
modulated — modulation being the mixing of an electrical
signal that represents sound with a radio signal so that
it can be broadcast.

During the First World War all non-military broadcasting
in the United States was banned, and it was only after
the war ended in 1918 that the full potential of radio
began to be realised. Over the following 30 years or so,
radio moved from being an experimental and largely am-
ateur medium towards commercial viability. The Radio
Corporation of America was established in 1919, and
its first formal broadcast took place in November 1920.
From these beginnings, a variety of broadcasting net-

works developed. Starting with as few as five stations,
the major US networks grew to such an extent that by
the 1930s they boasted between 80 and 120 affiliate
stations and could broadcast from coast to coast. In
1922, meanwhile, a group of radio manufacturers in the
United Kingdom set up a private company which later
became the non-commercial British Broadcasting Cor-
poration. In 1923, Sri Lanka made history by becoming
the first Asian country to begin radio broadcasts.

From crystal to transistor technology

Early radio sets were rudimentary, based on crystal tech-
nology which had been used in the era of radio wireless
telegraphy. Typically, crystal radio sets had three-dial
tuning, earphones and wet as well as dry batteries. By
the end of the 1930s, radio receivers had evolved and
were now enclosed in cabinets, had loudspeakers and
single-dial tuning, and ran on mains power. Studio tech-
nology also improved, with ribbon microphones, con-
denser cones and faders, volume controls and mixing
panels coming into use. Along with these developments
came regulation and standardisation, with technology
becoming increasingly streamlined and user-friendly.

By 1947 Bell Laboratories in the United States had
demonstrated a new type of radio set — the transistor
radio — and mass production of this began in the 1950s.
Whereas previous receivers had used vacuum tubes to
amplify sound, these new radios used electronic chips
known as transistors. The name “transistor” then be-
came generic for all radio sets made with these. Tran-
sistor sets were much smaller than previous models,
could run on small flashlight batteries, and could fit into a
pocket. Transistor radios remain the most popular mass
communications device in existence today, particularly in
developing countries and regions where they are easily
affordable. However, the emergence of digital devices
that incorporate radio is already leading to the decline of
the transistor in industrial countries.

From AM to FM transmission

AM (amplitude modulation) was the standard technol-
ogy used for broadcasting in its early years. Long wave,
medium wave and short wave are the bands commonly
associated with AM radio. However, in 1933, as concern
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The radio frequency spectrum (or radio spectrum) is a
comparatively small part of the electromagnetic spectrum,
covering the range from 3 Hz to 300 GHz. It includes a
certain type of electromagnetic waves, called radio waves,
which can be generated by transmitters and received by
antennae or aerials.

The radio spectrum is the home of wireless communication
technologies such as mobile phones, radio and television
broadcasting, two-way radios, broadband services, radar,
microwave links and satellite communications. It has exce-
llent ability to carry codified information (signals), and can
also provide mobility and portability. It is relatively cheap to
build the necessary infrastructure.

The radio spectrum is divided into frequency bands and
sub-bands. Different signals make use of different frequen-
cy bandwidths. For example, an FM radio station might
broadcast on the 92.9 MHz frequency, but require 0.3
MHz (equivalent of 300 kHz) bandwidth — the spectrum
between the frequencies 92.8 and 93.0 MHz inclusive.
Other stations cannot broadcast on these frequencies
within the same area without causing or receiving inter-
ference.

For planning purposes, these spectrum bands are divided
into channels. The bandwidth of spectrum channels can
vary band by band. VHF Band Il, the home of FM radio, for
instance, is sliced up in 100 kHz-wide channels. An FM
station requires 300 kHz bandwidth, and so each FM radio
station takes up three spectrum channels. In the case of te-
levision broadcasting, the agreed bandwidth of a channel
is 8 MHz in UHF Band IV/V. The bandwidth requirement
of an analogue TV programme channel happens to be the
same as the bandwidth of one spectrum TV channel, i.e.
8 MHz.

Lower frequencies have less bandwidth capacity than
higher frequencies. This means that signals that carry a
lot of information (such as television, broadband or mobile
phones) are better placed in the higher frequency bands
while simple radio (audio) signals can be carried by low
frequency waves. Since low frequencies travel long distan-
ces but have less bandwidth capacity, placing one televi-
sion channel (which uses a lot of bandwidth) in the lower
frequency bands would squeeze out many long wave and
medium wave radio services.

The radio spectrum is managed by a combination of bo-
dies, with international harmonisation taking place at three
levels:

The International Telecommunication Union (ITU) is
responsible for developing international regulations and
standards for spectrum covering all electronic communi-
cation and broadcasting technologies, including radio, TV,
satellites, telephony and the internet. It plays an important
part in the allocation of frequencies, and is responsible for
ensuring optimal, fair and rational use of the radio spec-
trum, as well as for managing satellite orbit resources. Its
recommendations set the technical standards for global
broadcasting and telecommunications.

Regional agreements govern spectrum allocation in
some areas.

Bilateral country-by-country arrangements ensure har-
monisation of broadcasting signals across national bor-
ders. The national telecommunications and broadcasting
regulators usually play an important role in this area.

Source: Summarised from BBC The Spectrum and its Uses
- a simple guide to the radio spectrum (2006)
www.bbc.co.uk/info/policies/pdf_text_archive/radio_spectrum.pdf

grew over the poor sound quality of AM transmissions,
a US electrical engineer, Edwin Howard Armstrong, in-
vented FM or frequency modulation. Instead of modu-
lating the amplitude of the signal carrier wave, as with
AM, FM modifies the frequency of the wave. This allows
higher-quality sound broadcasting.

There are two types of FM: narrow band FM, which is
mainly used by point-to-point mobile communications
such as walkie-talkies; and wide band FM, which is used
for broadcasting. FM signals fall within the very high fre-
quency (VHF) range of the radio spectrum (87.5-108
MHz in most parts of the world). Given its limited cover-
age area, VHF FM is the most widely used form of broad-
casting in areas with high population density. Its high
bandwidth means that it can carry high quality transmis-
sions, stereo, and textual information (see below).

FM broadcasts were originally monaural (mono), mean-
ing that all the sound was broadcast through a single
channel and received by listeners through a single
speaker. Typically, early transistor receivers were also
mono. However, stereo technology was soon developed
and has in recent years become the standard for VHF
FM transmission. Stereo broadcasting is the transmis-
sion of sound through two separate channels, meaning
that each of the two speakers plays different compo-
nents of the complete broadcast sound. Stereo offers a
more holistic listening experience. However, owners of
mono-only radio sets can still receive stereo broadcasts
without significant deterioration in quality.

It took a number of years for FM radio to catch on. In the
United States, the Federal Communications Commission
(FCC, the regulatory body for the broadcasting sector)
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authorised wide-band FM in 1941, while imposing a num-
ber of restrictions that effectively slowed down its adop-
tion. As a result, it was only in 1978 that the number of
radio listeners to FM broadcasts overtook those tuning in
to AM broadcasts. During the 1980s and 1990s major
US music stations migrated to FM. As the medium wave
band in particular became congested, leading to deterio-
ration in sound quality, a number of European countries
(such as Germany, the Netherlands, Belgium and Den-
mark) also moved to adopt FM. In the UK the BBC began
FM broadcasting in 1955. The Sri Lanka Broadcasting
Corporation, a radio pioneer, started a parallel FM service
in the 1980s. It took time for other countries in the devel-
oping world to follow suit, and it was only in the 1990s
that governments in many Southern countries began to
deregulate the airwaves, allowing non-state broadcasters
to set up FM stations (see Chapter 11).

AM's disadvantages include its relatively narrow band-
width, poor sound quality in car radios, higher cost of
AM receivers compared with FM, and increased inter-
ference from electronic devices and fluorescent light-
ing. Nevertheless, AM has survived as an alternative to
FM, carrying news, talk shows, minority and other niche
programming. As many FM stations have become more
commercialised and popular music-oriented, listeners
looking for more specialised and talk programming have
sought refuge in AM.

The birth of television

A 30-year period starting at the turn of the 20th century
saw a series of developments that laid the groundwork for
the birth of television. In 1873, a man named Willoughby
Smith discovered the photoconductivity of the element
selenium, which was later used to transmit images. In
1884, Paul Nipkow designed a rotating scanning disc,
a key component in mechanical television. And in 1927,
Philo Farnsworth invented the image dissector camera
tube, which set the stage for electronic television.

Efforts to build prototype television transmitters based
on Nipkow's rotating disc and other technologies result-
ed in the transmission of still as well as moving silhou-
ette images, with John Logie Baird becoming the first
to transmit moving silhouette images over wire circuits
in 1924. These harnessed the cathode ray tube (CRT),
invented by Karl Braun in 1897. A key component in all
TV sets (until the arrival of plasma flat screen sets which
use a combination of different technologies), the CRT
is a specialised vacuum tube in which images are pro-
duced when an electron beam strikes a phosphorescent
surface. CRTs can be found in a variety of appliances in-
cluding computers, video game devices, video cameras,
oscilloscopes and radar displays.

While early television used the CRT to receive images,
some of the same pioneers took things a stage further
by using the CRT to transmit images as well. In 1927,

Farnsworth transmitted an image using a CRT. In 1934
he became the first to demonstrate a fully electronic
television system using both electronically scanned tele-
vision cameras and receivers to transmit live, half-tone
images. Farnsworth’s technologies were later licensed
by RCA, for which his rival Vladimir Zworykin had suc-
cessfully created an electronic camera tube in 1931.

A number of other pioneers registered technological in-
novations and by 1933 the BBC had begun televised
broadcasts in the UK. Germany started experimental
broadcasts around the same time. In the same year co-
axial cable — a pure copper or copper-coated wire sur-
rounded by insulation and aluminium covering — was
introduced, making possible the routine transmission of
audio radio and television programmes. However, the
cost of manufacturing TV sets was so high that television
broadcasting took time to take off. In 1936, only 200
TV sets were in use worldwide. By the end of the Sec-
ond World War, only six or seven TV stations had been
licensed for commercial operation in the United States.

In 1950, Brazil, Cuba and Mexico became the first mid-
dle-income or developing countries to introduce televi-
sion, and did so ahead of a number of European nations.
They were followed by Argentina in 1951; the Dominican
Republic and Thailand in 1952; the Philippines and Ven-
ezuela in 1953; Colombia, Morocco and Puerto Rico in
1954; Algeria, Guatemala, Iraq, Nicaragua and Uruguay
in 1956; Chile, Kuwait and Saudi Arabia in 1957; Ber-
muda, Costa Rica, El Salvador, Iran and Peru in 1958;
Ecuador, Haiti, Honduras, India, Lebanon and Nigeria in
1959; and Panama, the United Arab Republic (Egypt
and Syria) and Southern Rhodesia (now Zimbabwe) in
1960. The majority of developing countries followed af-
ter 1960, with Malawi and Bhutan the last two countries
in the world to introduce television in 1996 and 1999,
respectively.

Colour television was developed more or less in parallel
with black and white. Baird was a key innovator, dem-
onstrating the world’s first colour transmission in 1928,
making the world's first colour broadcast in 1938, and
unveiling a fully electronic colour television display with
600 lines in 1944. In 1958, the FCC authorised a colour
television system based on a design by RCA, marking
the start of commercial colour television broadcasting in
the United States. The rest of the world soon followed.

The development of television

The last 50 years have seen the development of a host
of new technologies, peripherals and broadcasting inno-
vations. These have included the invention of the remote
control and the advent of videotape (1956); the debut
of satellite broadcasting, which enabled the international
relay of broadcasts (1962); the first television transmis-
sion from the moon, watched by 600 million people
(1969); the introduction of high definition TV (HDTV),
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with 1125 lines of resolution (1981); the approval of
stereo TV broadcasts in the United States (1984); and
the arrival of the Super VHS format (1986). By 1996
there were a billion TV sets worldwide, although owner-
ship was highly skewed towards industrial countries and
higher income groups.

Given that technologies were being developed on both
sides of the Atlantic, it was no surprise that the Unit-
ed States adopted different systems and standards to
those in Europe. In 1941, the FCC released the NTSC
standard for black and white TV. NTSC (named after the
National Television System Committee that adopted it)
was the first broadcast colour system to be adopted.
Variations of NTSC are currently in use in the USA,
Canada, Japan, Mexico, the Philippines, South Korea,
Taiwan and a number of other countries, mainly in Latin
America. NTSC mandated 525 lines of picture informa-
tion in each frame, and 30 refresh frames per second.
A second NTCS standard was issued in 1950 that al-
lowed for compatibility between colour and black and
white television.

Due to differences in power frequencies, NTSC could
not be readily adopted in Europe. Another major prob-
lem with NTSC was the tendency for the colour tone
to change depending on transmission conditions. This
led to the development of two new television standards
aimed at delivering a better picture than NTSC. PAL
(phase alternating line) was developed in Germany and
launched in 1963, with British and German broadcast-
ers starting to use PAL in 1967. It remains in use in much
of Latin America, Africa and South Asia.

SECAM (sequential colour with memory) was devel-
oped in France, launched in 1967 and became the first
European colour standard. It was later adopted by for-
mer French and Belgian colonies, Greece, the Soviet
Union and most Eastern Bloc countries, and the Middle
East — although after the end of the Cold War a number
of Eastern European countries shifted to PAL. SECAM
uses technology that makes it less compatible and more
expensive than PAL or NTSC, which explains why some
countries have chosen to move over to these standards.

From analogue to digital technology

All the television and radio systems, standards and
equipment described so far are analogue.” An analogue
radio or television programme? is a direct analogue, or

1 The terms “analogue” and “digital” have been applied not only to
transmission systems and standards but also to recording and
playback systems (e.g. tape and video cassette recorders, DVD
players/recorders).

2 Analogue radio programmes are broadcast on the AM and FM
bands, while analogue television signals are usually broadcast via
the ultra high frequency (UHF) part of the radio spectrum.

copy, of what was transmitted. This is because the in-
formation being transmitted is contained in wave ampli-
tude, representing the amount of information. Analogue
signals sound and look the same when they arrive at
their destination as they did when they left the source.
Any interference or distortion of the sound or image be-
ing transmitted will be passed on to the listener or view-
er. This explains the poor sound and picture quality that
plagued the analogue era of broadcasting.

Digital signals, on the other hand, are transmitted not as
complete copies, but in numerical “bits” (0 or 1) bundled in
“packets” of data. (The word “digital” derives from the word
“digit”, meaning number symbol, and digital systems pro-
cess numbers.) In the case of digital recording or transmis-
sion, a numerical description of the original signal is made,
and it is this description, rather than a direct analogue,
which is stored. Anything produced, recorded, stored, or
transmitted in digital format is therefore likely to be of higher
quality and more stable than that in analogue format.

Digital broadcasting has a number of advantages over
analogue broadcasting:

Digital broadcasts are much clearer and suffer from
much lower levels of noise interference.

Error correction enables sound distortions caused
during transmission to be fixed.

Transmission in packets means that a wider range
of services — including digital radio and text-based
information — can be transmitted to consumers.

Up to ten different TV emissions can be broadcast
on a single digital channel (or multiplex), as op-
posed to one TV emission per analogue channel.

The main downside of going digital, for broadcasters
and consumers, is the start-up cost. Because the tech-
nology is different, listeners and viewers have to invest in
new radio sets, TVs or digital set-top boxes.

A wide range of digital standards, receivers, services
and content is already available. However, it is impor-
tant to remember that there have been many influential
precursors to today’s digital revolution, which reach be-
yond or interact with broadcasting. These include audio
and video cassette recorders and players, invented in
the 1940s and 1950s, and the Sony Walkman in the
1980s and 1990s. The following paragraphs provide a
brief inventory of some of the latest digital technologies
in use and under development.

Digital audio broadcasting (DAB), or digital radio,
enables the broadcast of compact disc (CD)-quality
sound. The benefits of DAB include much clearer sound
quality; instant identification of radio stations (making
retuning much simpler); the transmission of news, text,
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images and other value-added services such as news
updates; and the use of less power than other trans-
mitters (although receivers typically require more power
than analogue receivers). DAB also extends the reach of
radio. As well as being accessible through digital radio
sets, DAB programmes can be rebroadcast to different
audiences via digital television, digital satellite TV and
the internet (see more on streaming below).

DAB has spread rapidly in industrial countries and is
now becoming available in developing countries. An
initial problem with availability of digital receivers was
solved when a special chipset was designed for DAB,
allowing receivers to be produced (including those for
use in cars) that are significantly cheaper in real terms
than were FM receivers when they were first launched.
At the time of writing (early 2008), it was estimated that
more than 475 million people around the world could
receive more than 1,000 different DAB and DMB (digital
multimedia broadcasting) services.

The new digital radio system being put in place in the
United States to replace existing AM and FM transmis-
sions is called HD (high definition) radio. Its advan-
tages are very similar to those of DAB: improved audio
quality; a virtual end to interference and static; additional
data services; and easy transition from analogue radio.

Digital satellite radio (DSR) involves the direct broad-
cast of radio programmes around the world from satel-
lites orbiting the earth. WorldSpace Satellite Radio has
pioneered DSR technology and is the only company with
the rights to the world’s globally allocated spectrum for
DSR. Subscribers can receive programming transmitted
to specially designed, low-cost digital radio receivers
from two satellites. These satellites have a broadcast
footprint covering more than 130 countries, including all
of Africa and the Middle East, India, China, and most of
Western Europe.

Digital Radio Mondiale (DRM) is an emerging standard
which is promoted by a consortium of broadcasters, net-
work operators, broadcasting associations, equipment
manufacturers, regulatory bodies and other organisa-
tions. Whereas digital radio (DAB) broadcasts use higher
frequencies (VHF and UHF), DRM plans to enhance the
listening experience by using existing AM broadcast fre-
quency bands (short wave, medium wave and long wave).
It promises near-FM sound quality as well as the user-
friendly advantages of digital radio, including text and data
services. DRM has been endorsed by the ITU, and a num-
ber of consumer and professional receivers are already
on the market. Another version of this technology, called
DRM+, is under development for VHF band Il which has
traditionally been used by FM radio.

Digital terrestrial television (DTT) is digital television
that can be received on a standard TV aerial, as op-
posed to cable or satellite networks. DTT uses multiplex-
ing, which combines and compresses multiple TV chan-

nels into a single transmission from which they can be
decoded by a suitable digital receiver. DTT offers all the
benefits of digital broadcasting outlined above, notably a
larger selection of free channels. It has become the 21st
century standard to replace analogue terrestrial broad-
casting. It also allows viewers to interact to some extent
with programming that is being broadcast, to control
what they watch at any given time with greater flexibil-
ity, and to respond to content. Viewers can, for example,
cast votes by pressing a button on their remote control
devices, shop using the television, or subscribe to other
channels at the click of a button.

However, changing from analogue to DTT is not cost-
free. Viewers wishing to upgrade to digital either have
to buy a special set-top box to attach to their existing TV
set, or buy a new TV set with a built-in receiver. Most ex-
isting TV sets are enabled to view the standard definition
(SD) picture format, which offers an inferior picture to
high definition (HD). Viewers wanting to receive the HD
signal — which broadcasts audio and video with much
higher resolution and detail than SD — will have to buy
HDTV-ready TV sets.

The analogue-digital switchover also involves significant
costs for broadcasters. Given these costs, it is not surpris-
ing that the switchover has begun mainly in industrial coun-
tries. A number of these have already switched off their
analogue signals and gone digital,® while others are in the
process of doing so.* A handful of other countries — again
mostly industrial countries in Asia and Eastern Europe —
had announced by the time of writing (end 2008) that they
will begin the analogue-to-digital transition shortly.

Digital video broadcasting (DVB) is a worldwide set
of open standards for digital television. DVB systems
distribute broadcasting and other content by a variety
of means, including satellite, cable, terrestrial televi-
sion, handheld devices, satellite and microwave. Some
of these standards enable a range of advanced mobile
television services that will only become commercially
available in the future. DVB standards are maintained by
the DVB Project, an international consortium with 270
members.

Satellite broadcasting involves the distribution of
video, audio or data over a satellite network. Satellite
broadcasting is enabled by satellites orbiting around

3 Luxembourg (September 2006), Netherlands (December 2006),
Finland and Andorra (September 2007), Sweden (October 2007)
and Switzerland (November 2007).

4 Brazil started switching over in December 2007 and will complete
in 2013. Germany started in November 2002 and planned to
complete by the end of 2008. In 2009, NTSC transmissions in
the United States will end as new digital standards come into
effect and bring to an end the vacuum tube era of television. In the
United Kingdom, the analogue signal switch-off started in October
2007 and will be completed in 2012. Norway started in 2007 and
will complete in 2009. Austria began switching off in March 2007.
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37,000 kilometres (22,300 miles) above the equator.
Satellite television originates with a transmitting anten-
na located at an uplink facility — an earth station that
uses an extremely large dish (up to 9-12 metres, or
30-40 feet, in diameter) to target and transmit the sig-
nal to a given satellite. Uplink signals are transmitted
within a specific frequency range that corresponds to
the frequency on the satellite’s transponder. The next
stage in the process is the downlink, in which the tran-
sponder relays the television signal back to a receiver
on the surface using a different frequency band (to
avoid interference with the uplink signal). The downlink
signal is captured by a parabolic receiving dish which
includes a low-noise block downconverter (LNB). The
purpose of the LNB is to amplify the downlink signal
(which loses power as it comes from the satellite down
to earth); filter the relevant frequencies; and convert
them into a lower frequency range to enable them to
be broadcast.

Satellite television is used in three main ways:

It is received directly by the viewer (either free or
through subscription or pay-per-view arrange-
ments).

It is received by local television stations for rebroad-
cast to viewers.

It is received by content providers for rebroadcast
to subscribers via cable.

Cable broadcasting is enabled by coaxial or fibre optic
cables which are used to transmit FM radio and televi-
sion programming to the televisions of subscribers. In
addition to television and radio broadcasts, cable televi-
sion providers often offer subscribers a bundle of ser-
vices including high-speed internet and telephony. (The
combination of television, telephony and broadband in-
ternet service is known as “triple play”)

Cable broadcasting originated in the late 1940s as an
alternative to wireless terrestrial broadcasting, which
could not reach remote communities in mountainous
areas. In such cases, giant antennae were built that re-
ceived the terrestrial signal, which was then relayed via
cable into the homes of viewers. Cable is most widely
used in North America, Europe, East Asia and Austra-
lia, and in a handful of other regions and countries. It is
not significantly used in Africa because of the prohibitive
cost of laying cable, particularly in sparsely populated ar-
eas. Instead, microwave-based DBS systems are used,
though these are often beyond the reach of poor com-
munities.

Digital multimedia broadcasting (DMB) uses the same
infrastructure as a digital audio broadcasting (DAB) net-
work. Multimedia applications such as mobile TV, picture
radio, data services and new audio applications can be
transmitted by simply adding a video encoder to an exist-
ing DAB network.

Mobile telephony and TV: Mobile phones, arguably the
most successful communications technology available
today, occupy various parts of the radio spectrum. “2G"
(second generation) mobile phones — which are most
widely available today — operate just under the 1 GHz
and around the 1.75 GHz band. The emerging “3G"
(third generation) phones operate around the 2 GHz
band. In addition, mobile expansion bands have been
allocated in other parts of the spectrum to allow the de-
livery of additional services by mobile phones. Mobile TV
is now available in a few countries. It enables users to
watch TV at will, wherever they happen to be. There are
a number of mobile TV standards on the market.

Software defined radio (SDR) and cognitive radio
(CR): Planned for the future, these are not radio sets,
but technologies that would combine several services
that use radio waves. SDR users would request a ser-
vice through a device which would then negotiate with
the network to identify the most appropriate frequency
for that service. Cognitive radio would have the addi-
tional ability to recognise and distinguish signals, making
spectrum practically abundant.

Broadcasting as we have known it to date is being radi-
cally redefined by changes in technology and markets.
A range of new and emerging digital technologies re-
flects the growing convergence between broadcasting,
cable, internet, telephone and wireless technologies.
This convergence, while blurring the distinction between
different technologies, is breathing new life into broad-
casting close to one hundred years after it first became
available. Broadcast content can now be reduced to the
same digital formats as other content, enabling broad-
cast services to be provided over telecommunications
networks and allowing internet services to use broad-
cast systems. Because of innovations such as digital
compression, radio and TV sets can receive additional
services alongside broadcast content.

Digital radio is now routinely broadcast over the internet,
with the result that radio stations in one part of the world
can be heard in real time elsewhere. While most of the radio
stations that broadcast live (or “stream”) over the internet
also broadcast terrestrially, a small but growing number of
“virtual” radio stations broadcast exclusively over the inter-
net. According to one estimate, in 2007 there were close to
5,000 streaming radio stations on the internet.

Another emerging application is podcasting, whereby
listeners can subscribe to audio content which is then
automatically downloaded to their personal media play-
ers or computers each time new content is added. Pod-
casts are downloaded using software known as aggre-
gators or syndication feeds, originally developed for text-
based recurrent internet content such as news.
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The delivery of digital television content using tech-
nologies normally used by computing networks is also
spreading rapidly. Because the main technology in-
volved is the unique identification system for computers
(the IP address), it is better known as IPTV (Internet Pro-
tocol television). This offers a whole menu of advantages
to the viewer, not least the ability to interact with the
content being broadcast, to multitask across media, and
to order services such as “video on demand"”, whereby
films can be purchased over the internet and broadcast
specifically to a given computer for playback at the cus-
tomer’s leisure. IP multicasting allows a broadcaster to
send one broadcast to multiple, targeted receivers.®

As with all digital broadcasting, since it works through the
transmission of packets of data, streaming audio and vid-
eo media via the internet can be problematic if the band-
width available is too low, if the network used is wireless,
or if the content being streamed is not of reliable quality.

The proliferation of technological standards and sys-
tems that have come about as a result of digitisation and
convergence pose major challenges for the international
governance of broadcast technologies. Traditionally,
technology standards have been determined partly by
national regulators (for example, the FCC in the Unit-
ed States established a National Television Standards
Committee, NTSC, to develop a standard for colour
television). In many countries there are national bodies
responsible for setting or endorsing standards. Global
standards are primarily set by three entities:

The International Organisation for Standardisation
(ISO), the world’s largest developer and published
of international standards.

The International Electrotechnical Commission
(IEC), the leading body for preparing and publish-
ing international standards for electrical, electronic
and related technologies.

The World Trade Organisation (WTO), which aims
to ensure free trade and protect intellectual prop-
erty, including standards.

Standards are also set on a regional basis, with bodies
within the European Union, for example, assuming respon-
sibility for standards such as “television without borders”.

5 The BBC's iPlayer was a highly successful innovation in making
broadcast material available over the internet during 2008, though
one only available to audiences in the BBC's home market.

The story of broadcasting technology is one of continu-
ous innovation and standard setting. Major constraints
to broadcasting, such as spectrum scarcity, have been
partially addressed by digitisation. This in turn has
moved broadcasting from a purely unidirectional flow of
information to one with increasing interactivity through
which the viewer or listener has more control and more
opportunity to respond. Convergence has breathed new
life into broadcasting.

However, much as the evolution of technologies has
brought about dramatic change in the ways that citizens
experience and interact with broadcasting, much has
remained the same. Broadcasting technologies have
almost without exception been invented, developed
and rolled out in the global North, to be later adopted
in developing countries. Each new technology, periph-
eral or device brought onto the market has initially been
available only to those prosperous enough to afford it
— but has later dropped sharply in cost. Each new leap
in broadcasting technology is generally available in in-
dustrial countries long before it can be afforded in the
developing world.

One dramatic shift has taken place in recent years in the
location of innovation and production of technical equip-
ment. This has shifted from Europe and North America to
countries in Asia such as China, India, Japan and South
Korea. The extent of mass markets in Southern coun-
tries suggests that the design of future innovations in
broadcasting technology may be more global in nature
and less specific to the requirements of Northern mar-
kets and consumers. However, for many years yet, radio
is likely to remain the most widely available broadcast
ICT and the most important ICT available, alongside te-
lephony, in many marginalised communities.
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Chapter 10

Lead author

Broadcasting is particularly important in the information
and communications environment because more people
access radio than any other communications technol-
ogy. The speed and nature of technological change in
the sector, and the new opportunities arising from con-
vergence between different technologies and historically
separate media sectors, are changing patterns of pro-
duction and behaviour within broadcasting. Ownership
of broadcasting and other media outlets is an important
aspect of this change.

Broadcasting ownership largely mirrors the broader con-
text of media ownership, which has evolved significantly
over the past few decades. At a global level, in recent
years, media ownership has become more concentrated
in the hands of a relatively small number of media con-
glomerates, which own and control the predominant me-
dia outlets for most media consumers today — although
the identity of ownership is not necessarily apparent to
users because different media brand names have been
retained. Ownership also increasingly cuts across tradi-
tional media boundaries, so that a large conglomerate
may own newspapers, TV and radio stations, cable and
satellite, as well as book publishing subsidiaries.

Among the many factors behind this concentration of
ownership has been the advent of the digital age. How-
ever, while digitalisation has enabled greater media
concentration on the one hand, on the other the internet
and other factors (including the lower production costs
associated with new technologies) have also provided
opportunities for greater plurality of voices and diverse
perspectives to be broadcast through new radio and
television channels and through alternative media, by a
wider range of content providers and media outlets. As
a result, the shape of ownership continues to evolve, in
the process presenting regulators with new challenges
(see Chapter 11).

At its inception in the 1920s - because of its potential
as a medium for disseminating information — radio was
seen by most governments as inseparable from the pub-
lic or national interest, and as too strategically important
to be left to the market. For these reasons, and to en-
sure that the few available frequencies were efficiently
utilised, governments in Europe and the United States

took steps to oversee or govern the fledgling sector. It
is from their protective instinct that the notion of “public
service” broadcasting first arose. (Public service broad-
casting is described in the second half of this chapter.)

Ownership and nation building

In a number of industrial countries, broadcasting was led
by the state and oriented towards public service values.
In the United Kingdom, for example, the British Broad-
casting Corporation (BBC) was set up in 1926 along
independent but non-commercial lines, and became
something of a model for public service broadcasting
elsewhere. Although established by the UK government,
which appointed its board of governors (directors), it
had considerable autonomy, sought to avoid exercis-
ing political influence, and focused on both education
and entertainment, initially at least with a rather “high-
minded” sense of mission. Despite its high level of au-
tonomy from governmental influence, it was nevertheless
the state that ensured that the BBC maintained a virtual
monopoly until the 1950s.

The semi-autonomous UK model was intended to estab-
lish a respectable distance between broadcasting and
the state, viewing this separation as an integral part of
broadcasting for the public good. However, governments
in many countries interpreted the public good altogeth-
er differently, maintaining broadcasting monopolies for
more political reasons. This was the case in a number of
authoritarian countries in Europe and elsewhere. In Latin
America, meanwhile, broadcasting and newspaper em-
pires were often owned or controlled by a combination
of party leaders, military officers and captains of industry
- highlighting the fact that media concentration is not
just a contemporary trend.

In much of the developing world in the 1950s and
1960s, the governments of many newly independent
countries regarded state control over the airwaves as
essential to nation building and to the promotion of the
national interest, development and citizenship. The pe-
riod of state monopoly over broadcasting that resulted
was often marked by propaganda, censorship and a
general intolerance for dissenting views. In a number of
countries broadcasting served to consolidate state con-
trol, offering little or no space for, and sometimes stifling,
free expression.
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The birth of private networks

However, it was not long before the landscape of
broadcasting ownership began to change in the indus-
trial world. In the United States, a strong ethos sepa-
rating state and media, as a means of guaranteeing
free speech, led to a broadcasting sector which was
increasingly owned by corporations. By the mid-1930s,
four networks — born barely a decade earlier — had es-
tablished and begun to dominate private broadcasting.
These were NBC (National Broadcasting Company),
CBS (Columbia Broadcasting System), MBS (Mutual
Broadcasting System) and DuMont Broadcasting. Be-
cause of its dominance of the US broadcasting mar-
ket, NBC was forced by the Federal Communications
Commission (FCC) in 1939 to divest itself of its Blue
radio network, which became the fifth key network, ABC
(American Broadcasting Company). The genealogy of
some of today's largest global broadcasting empires can
be traced back to these early private US broadcasting
networks.

In 1943 the US Supreme Court upheld the FCC's deci-
sion concerning NBC's dominance, ruling that because
of the scarcity of frequencies, broadcasting should be
subject to greater regulation than other media. The FCC
today retains extensive regulatory powers over main-
stream terrestrial broadcasting, which make it substan-
tially more regulated — notably where content is con-
cerned — than US cable television. However, much of
mainstream broadcasting continues to be dominated by
the major networks.

Free flow of ideas
versus international regulation

The Cold War period, from the late 1940s to the late
1980s, saw significant use of broadcasting, and in par-
ticular short wave radio, to disseminate propaganda in
the hope of winning hearts and minds. While such sta-
tions as the Voice of America, Radio Free Europe and
Radio Liberty extolled the virtues of capitalism, Radio
Moscow, the Chinese State Radio and Radio Tirana,
among others, promoted different strains of communism.

By the early 1970s, the Cold War stand-off between
West and East led to international debate or argument
about the ethos of broadcasting, notably between the
United States' push for “free flows of information” — led
by large private media networks in the North — and So-
viet calls for state control.

Perceptions of Western dominance over media, broad-
casting and global communications (and of a global eco-
nomic order skewed in favour of the global North) also
led a group of non-aligned countries in this period to
challenge what they described as an “imperialist” infor-
mation order based around what they saw as unilateral
flows of information from North to South. Their underlying

concern was that, because the largely state-controlled
media systems in the South were poorly developed,
countries in the South relied on Northern communica-
tions systems and content, potentially enabling cultural
domination by foreign private media corporations, many
of which were seen as promoting US culture and values.

This debate came to a head under the auspices of the
United Nations Educational, Scientific and Cultural Or-
ganisation (UNESCO) in the 1970s. In this debate, non-
aligned countries proposed a New World Information
and Communication Order (NWICO), based around
what they called “the Four Ds” — “democratisation”, “de-
colonisation”, “demonopolisation” and “development”.
The United States and other industrial nations, on the
other hand, argued that privatisation of media and de-
regulation of global markets was the best way to ensure
professionalism, free flows and plurality of information.

In the late 1970s, a commission was set up by UNES-
CO, chaired by an Irish UN official, Sean MacBride, to
review these issues. lts report argued that dominance
over the international information system by a handful
of transnational companies posed a threat to the cul-
tural integrity and national independence of a number of
countries. It asserted that everyone had a right to com-
municate, and proposed that limits be placed on media
concentration and monopolisation. It further urged the
adoption by developing countries of local radio, low-cost
small-format television and video systems, and other ap-
propriate technologies that would enable the production
of community-relevant programmes, in order to stimulate
participation and provide the opportunity for diversified
cultural expression.

Non-aligned countries saw the MacBride Commission
as a vindication of their stance. However, the debate
over NWICO and the release of the MacBride Report
catalysed the United States’ withdrawal from member-
ship in UNESCO in 1984, when it accused the agency
of becoming a forum for Cold War politics rather than
impartial promotion of education, science and culture.

Privatisation and the public interest

In the 1980s, globalisation began to have a substan-
tial impact on media ownership in the North. While the
principle of ensuring the “public interest” remained par-
amount, as broadcasting evolved and grew regulators
faced growing pressure from media companies to en-
able their expansion, leading to a relaxation of ownership
rules. As a result, they moved away from state ownership
towards more private sector participation.

On the one hand, this meant that more space was cre-
ated for independent commercial broadcasting and for
local broadcasting stations. In the United Kingdom, for
example, commercial television was introduced in 1955.
The BBC introduced local radio stations in 1967, while
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legal commercial local radio stations followed in 1973
(there had been considerable unlicensed or “pirate”
commercial radio broadcasting in the 1960s).

Globalisation, however, also enabled greater media
concentration to take place. In the United States, for ex-
ample, the 1980s and 1990s saw a marked shift from
locally owned media enterprises with a degree of public
service ethos, towards transnational media corporations
which tended to have less of a public service focus.
Concentration and consolidation of ownership have in-
creased, with privatised broadcasting outlets now form-
ing part of multimedia empires that transcend both me-
dia and national boundaries.

Today, the top ten media businesses worldwide are
among the largest corporations in the world. Seven of
them appear in Fortune's 2006 list of the world's top
500 corporations by financial value. By 2005, the size of
the global media market had reached USD 258 billion.
Although this market included hundreds of firms, the
“big ten” global media enterprises accounted for more
than 80% of all revenues."

This concentration of ownership reflects a succession
of mergers and acquisitions, which has been spurred
by technological convergence, and illustrates the extent
to which media ownership has become linked to finan-
cial markets. However, it is worth noting that four of the
top ten global media firms are still owner-controlled, so
that despite decades of development, family control of
broadcasting and other media remains a key dimension
of ownership.

While most major media enterprises have broadcasting
as their core business, a crucial feature of today's me-
dia empires is that they cut across historic boundaries
between communications sectors, owning a suite of dif-
ferent media outlets under the same corporate control.
Between them, the top ten media companies own the
US television networks; major film studios; more than
80% of the formal music publication market (i.e. sales of
music on CD, via downloads, etc.); the majority of satel-
lite broadcasting worldwide; a significant percentage of
book publishing and commercial magazine publishing;
all or part of most of the commercial cable TV channels
in the US and worldwide; and a significant proportion of
European terrestrial television.

The major media corporations have become increasingly
transnational — spreading from what was once, in most
cases, a base in the United States to seek growth oppor-
tunities in the rest of the world. Additionally, a group of
second-tier firms has developed, many established from
a base in publishing or television, in the United States,
western Europe or Japan. Nor has this concentration

1 Winseck, Dwayne “The State of Media Ownership and Markets:
Competition or Concentration and Why Should We Care?”
Sociology Compass 2 (2008): 34-47 www.blackwell-synergy.
com/doi/pdf/10.1111/j.1751-9020.2007.00061.x

of media ownership been limited to the global North. In
Latin America, for example, family-owned firms in Brazil,
Mexico, Argentina, Colombia and Venezuela dominate
the marketplace, with interests which stretch across the
press, broadcasting, music, the internet, cable and tele-
communications.

The establishment of large multinational media corpora-
tions is one of the most important developments in me-
dia ownership of the last quarter of the 20th century.
However, it is not the only story of that time. As noted
above, new technological developments and liberalisa-
tion of broadcasting regulation have also enabled the
establishment of a wide range of different broadcasting
operators, with a wider range of perspectives and the
ability to reach particular niche audiences, whether local
communities or national interest groups. The breadth of
choice for broadcasting consumers has, therefore, of-
ten expanded while media ownership has concentrated.
Broadcasting consumers in the UK, for example, can
now access far more radio and television channels, and
more diverse broadcasting, than they could in the 1950s
or the 1980s. Similarly, as described below, restructur-
ing of broadcasting in Africa has enabled a wide range
of local commercial and community stations to introduce
much greater diversity into broadcast radio.

Public/private co-existence

It is important, in this context, to understand the rela-
tionship between public, public service and commercial
broadcasting.

As the liberalisation of broadcasting began to take root
in the 1980s, governments regulated to put in place ar-
rangements covering both public and private broadcast-
ing. Under these arrangements, public and private broad-
casters share available radio and television frequencies,
while encrypted and special interest programmes are
transmitted via cable and satellite, extending the number
of programmes available to listeners and viewers.

This concept of hybrid public-private systems has in-
fluenced the liberalisation of broadcasting in many de-
veloping countries, just as the end of authoritarianism
and advent of electoral democracy have, in some cases,
also stimulated media diversity and pluralism. In many
African countries, for example, the unwieldy state media
apparatus established after independence is being su-
perseded by waves of private and non-profit media. The
privatisation or commercialisation of state-owned broad-
casters is also well underway. The exponential growth
of FM and community radio stations in countries of the
global South has sparked lively debate as to the type of
regulation needed to reflect the emergence of diversity
in ownership.

Technological innovation — and in particular the emer-
gence of cable/satellite broadcasting and digitalisation
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— have also impacted significantly on broadcasting own-
ership. Barriers to entry have been removed, with new
media such as cable TV, cable radio and webcasting en-
abling more players (large, small and community-based)
to enter the media sector.

Ownership models

At least four models of broadcasting ownership can be
identified:

+  State ownership

*  Public service broadcasting

+ Commercial or private broadcasting
+ Community radio and television.

None of these types of ownership mutually excludes the
others within any broadcasting environment. All four may
be and often are found in a given national setting, and
there is significant crossover from one to another. Some
characteristics of these models are set out in Table 10.1,
and described in the following paragraphs.

State ownership

The discussion of the evolution of broadcasting owner-
ship above has highlighted the tendency towards con-
trol of radio and television by the state, particularly in
broadcasting’s early days and following decolonisation.
It was noted that while in some cases this came out of
a genuine desire to promote broadcasting as a public
good, in others it was driven by ideological and politi-
cal considerations. A key distinction therefore needs to
be made between state-controlled broadcasting with a

Table 10.1: Characteristics of media ownership models

“public service” character and state-controlled broad-
casting which is intended to act as an instrument of
state control.

In theory, state broadcasting is led by the state's or
government’s perception of the national interest, while
public service broadcasting (discussed in more detail
below) is geared towards the public interest. The “na-
tional interest”, as the term is used here in relation to
state broadcasting, refers to the interests and values
of those in power. This may represent a narrow range
of policy choices and governance approaches that ex-
cludes access to broadcasting by other social, political
and cultural groups and viewpoints. The “public interest”
is a broader concept that speaks to and reflects values
and approaches over which no single organisation, in-
dividual or entity has ownership, and so implies access
to broadcasting for the diverse opinions that make up
national or local society.

The strongest state model of broadcasting ownership is
one in which state authorities have a complete monop-
oly over broadcast media, and total control over staff-
ing, content, scheduling, reach and all other aspects. In
such a model, state broadcasters are typically funded
from public funds reflected in state budgets. Depending
on how the national interest is defined, such a model is
highly likely to be driven by political considerations (for
example, the desire to prevent alternative viewpoints
from being broadcast), but may also include didactic
content (for example, the promotion of government so-
cial and economic objectives).

This model of broadcast ownership ceased to apply in
industrial nations following the collapse of Eastern Euro-
pean autocracies around 1990, and is fast disappearing
in developing countries. Instead, faced with the reality

Type State Public service

Description | State authorities The media structure is defined
directly supervise through a legislative framework
the media in which the media is in public
and have full hands but management and
control over operations enjoy substantial
content and/or programming autonomy
programming

Operating Programming driven by | Programming driven by public

rationale political interests interest

Audience Citizens as subjects Citizens

Usual Taxes; advertising State funding; subscription fees

revenue from viewers/ listeners;

sources advertising

Commercial Community
Private ownership,
usually accompanied
by some degree of
state regulation

Collective ownership
by community-based
organisations

Programming driven
by commercial interest,
i.e. the need to

secure revenue from
subscribers (viewers)
and/or advertisers

Programming driven
by the interests of the
owning community
organisations and/or
by community/public
interests

Citizens as consumers Targeted community
members

Private investment;
advertising

Community funds;
in-kind contributions;
advertising; donor grants
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of a rapidly diversifying media landscape, governments
are choosing either to privatise their radio and television
services, or to reinvent them as public service broad-
casters. However, this does not mean that authoritarian
governments necessarily forgo content control, either
over state-owned broadcasters or over the private sec-
tor broadcasters that enter the market. High levels of po-
litical control can be exercised even in ostensibly open
broadcasting environments.

Public service broadcasting

There are many different definitions of public service
broadcasting (PSB). According to UNESCO, PSB
is broadcasting made, financed and controlled by the
public, for the public. It is neither commercial nor state-
owned, and should therefore be free from political inter-
ference and pressure from commercial forces. The role
of PSB is to inform, educate and entertain the public.
When associated with pluralism, programming diversity,
editorial independence, appropriate funding, account-
ability and transparency, PSB can serve as a corner-
stone of democracy.

Although there are variations in the types of PSB in
place depending on the setting, a number of standards
are common to all models:

Universality, or the commitment to broadcasting to
all citizens of a given country as opposed to a seg-
mented audience.

The establishment of a sense of national identity,
belonging and participation, which supports demo-
cratic participation and the engagement of all com-
munities within the nation.

Independence from state and commercial interests
to ensure the provision of quality programming.

Impartiality in programming and content.

Diversity of programming, including provisions for
local content to suit local needs.

User fees are charged for public service broadcasting in
some countries. In the United Kingdom, for example, the
owners of all television sets are required to pay a licence
fee, which helps to fund public service broadcasting by
the BBC (and enables the BBC to broadcast without
advertising).

The purposes and characteristics of PSB are illustrated
in Table 10.2, which is derived from the UK communica-
tions regulator Ofcom.

In practice, it can be difficult to apply these standards
across the board. Although strong jurisprudence has
been established in international and comparative law
against state interference in publicly funded PSB, in
practice many public service broadcasters are funded

from a combination of public and commercial money.
This being the case, it is not always easy for broadcast-
ers to ensure impartiality and non-interference. The pro-
duction of local content also involves significant costs
which public service broadcasters in many developing
countries find it hard to meet. As a result, there is a ten-
dency - particularly where there is a shortage of local
content — for cheap or free-to-air global programming
(such as telenovelas and soap operas) to dominate PSB
broadcast airwaves. However, innovations such as the
broadcasting of parliamentary proceedings also dem-
onstrate that it is possible to meet PSB local content
provisions in ways that enhance public understanding of
national issues.

PSB is interpreted and implemented in different ways
in different countries and regions. The European Par-
liament has identified three types of PSB structures in
Europe:

Integrated structures, as in the UK, Spain and ltaly,
where the BBC, RTVE and RAI control every area
of public service broadcasting activity.

Federated structures, such as the German system,
which is derived from the integrated model but re-
flects the country’'s political organisation, and so
delegates responsibility for matters, as appropriate,
to federal or state level.

Fragmented structures, as in France, where each
branch of the audiovisual sector is controlled by
one or more separate public operators.

On a sliding scale from complete independence to
state tutelage, two broad approaches to PSB can be
identified:

One is the “Anglo Saxon” model involving consider-
able independence of public service broadcasters
which receive sufficient funding to allow them to
avoid direct competition with commercial broad-
casters. In the UK, for example, strict requirements
for political balance are placed on all broadcasters
(both public service and commercial). This model
has helped PSB broadcasters to retain their niche
as providers of distinct, unique content. The UK,
Germany and Scandinavian countries fall under this
category.

The other is the “Latin” model, found in ltaly, Spain
and Portugal, where PSB is politically controlled.
In ltaly, for example, the three television channels
of RAI were historically associated with three ma-
jor political parties. In Spain the director-general of
public service broadcaster RTVE is still appointed
directly by the Cabinet. A feature of this model in
some countries has been chronic underfunding,
with the result that PSB has been eclipsed by com-
mercial broadcasting.
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Table 10.2: PSB purposes and characteristics: A UK view

Purposes

Informing our understanding of the world: To inform ourselves
and others and to increase our understanding of the world
through news, information and analysis of current events and
ideas.

Stimulating knowledge and learning: To stimulate our interest in
and knowledge of arts, science, history and other topics through
content that is accessible and can encourage informal learning.

Reflecting UK cultural identity: To reflect and strengthen our
cultural identity through original programming at UK, national
and regional level, on occasion bringing audiences together for
shared experiences.

Representing diversity and alternative viewpoints: To make us
aware of different cultures and alternative viewpoints, through
programmes that reflect the lives of other people and other
communities, both within the UK and elsewhere.

Characteristics

High quality: Well funded and well produced.
Original: New UK content rather than repeats or acquisitions.

Innovative: Breaking new ideas or re-inventing exciting
approaches, rather than copying old ones.

Challenging: Making viewers think.
Engaging: Remaining accessible and attractive to viewers.

Widely available: If content is publicly funded, a large majority of
citizens need to be given the chance to watch it.

In many countries, new developments in broadcasting
may lead to more discussion of policy, regulation and
legislation concerning public service broadcasting. One
issue here is the idea that the traditional concept of PSB
could be extended to cover a wider range of broadcast
platforms, with specialised services aimed at minorities
and marginalised groups, as well as free public service
content delivered via internet portals, websites and on
demand over broadband networks. Under such a model,
and with appropriate regulation, public service broadcast-
ers could also be allowed to offer pay-TV channels and to
pursue other commercial means of revenue generation.

Commercial/private ownership

The main features of commercial broadcasting are its
ownership, the way in which it generates revenue and
investment funding, its mission and its audience.

As described above, much of global broadcast media
has consolidated around a small number of transnational
corporations. Many of these have originated from family-
owned media businesses, have expanded as a result of
mergers and acquisitions, and are listed on major stock
exchanges. Broadcasting operators from these global
media enterprises are present in most national broad-
casting environments, together (usually) with other com-
mercial/private sector broadcasters.

Revenue for commercial broadcasting is sometimes
generated in part from subscription fees. This is particu-
larly common in cable and satellite television, but is rare-
ly found in radio. Advertising, however, is a major driver
of commercial revenues in the large majority of private
sector broadcasting. Globalisation and the emergence
of new digital technologies have made much advertising
international rather than local.

As they are commercial enterprises, private sector
broadcasters aim to achieve a profit from broadcasting
which is sufficient to enable them to provide a dividend
to shareholders and invest in future production. This,
including the need to attract advertisers and maximise
advertising revenue, influences programming content.
Commercial stations are more likely to concentrate on
programming that achieves a mass audience, or an
audience with high levels of spending power (which
attracts advertising), and may have less flexibility to of-
fer niche or minority programming than public service
broadcasters.

Given the above, some argue that a defining feature of
commercially owned broadcasting is that the audiences
are viewed not as citizens of countries or regions, but as
consumers; and that commercial radio stations tend to
concentrate on entertainment rather than public service
content. Others argue that commercial radio is much
less didactic than state or public service radio, offering
listeners and viewers what they want rather than what
their governments think is good for them.

In recent years, digital technologies have made it easy
to personalise programming for individual subscribers
via cable, satellite or the internet. This is sometimes re-
ferred to as “narrowcasting” (although the term is more
often used to refer to niche broadcasting to selected
groups through channels specifically oriented towards
them). Commercial broadcasters and others argue that
this level of personalised programming offers much
more choice to consumers. Opponents of commercial
broadcasting have argued that it provides more choice
to those who can afford it than to those who cannot,
in comparison with universally available broadcasting
which offers the same (if smaller) menu of choices for all
(see also Chapters 11 and 12).
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Community broadcasting

Alternative approaches to broadcasting production and
distribution are beginning to emerge. Community media
outlets have brought to the fore the notion of collective
ownership, and are seen by their advocates as providing
an important countervailing force to growing commerciali-
sation and global concentration in the rest of the media.

Community broadcasting spans radio, video, television and
the internet, though most attention has been paid to com-
munity radio. It has been defined in the African Charter on
Broadcasting as “broadcasting which is for, by and about
the community, whose ownership and management is rep-
resentative of the community, which pursues a social de-
velopment agenda, and which is non-profit? In this context,
the community is taken to be represented by an ownership
entity which has civil society or NGO characteristics. How-
ever, it should be noted that these may not be representa-
tive of the community as a whole (for example, they may
come from a particular ethnic or religious group).

Community radio has spread quickly during the past two
decades. By the middle of the first decade of the 21st
century, it had become well established in Europe, North
and Latin America; widespread across Africa; and of
growing significance in Asia and the Pacific.

Some key features asserted by community broadcasters
for community radio are its ownership and operation by cit-
izens and/or community groups; its mission; its non-profit
status; its potential to reach excluded and marginalised
communities not reached by commercial broadcasters or
PSB; its assertion of linguistic and cultural diversity; and
the provision in some cases for community members to
be content producers (although this is also evident in the
widespread use of phone-ins and other interactive broad-
casting modes by commercial and PSB stations).

At the same time, it should be noted that a number of
broadcasters targeting specific communities (for ex-
ample, on the basis of religion, race or culture) do not
possess all of these features; and some confessional
stations have been highly criticised, in Africa as in the
United States, for the partisan and ideological nature
of their output. Under-resourcing is also a problem for
many community radio stations, including limited journal-
istic and technical skills. Journalistic capabilities can be
particularly important where broadcasting takes place in
highly contested or near-conflict situations.

Community radio stations tend to be owned by commu-
nity-based organisations, such as local NGOs, workers'
organisations, educational institutions, religious or cul-

2 African Charter on Broadcasting (2001) portal.unesco.org/
ci/en/ev.php-URL_ID=5628&URL_DO=DO_TOPIC&URL_
SECTION=201.html

tural organisations, or by associations of one or more
of these forms of civil society entity. In Latin America,
community radio stations are owned by trade unions,
peasants’ organisations and by women'’s groups, as well
as by the Catholic Church and universities. The Bolivian
miners’ radio stations, for example, which first started in
the 1940s, were owned collectively by the miners them-
selves, who pledged a portion of their monthly salaries
towards the stations’ running costs.

The reach of community radio stations can be consider-
able, though much depends on the context and the avail-
ability of other radio stations which address issues of in-
terest and concern to targeted communities. In practice,
the reach of individual community radio stations varies
on a case-by-case basis and is dependent on several
factors — including availability of stations in a given area,
transmitting power, geographic terrain of the target
area, etc. Excluding South Africa, in 2000, a typical sub-
Saharan African population of 100,000 people had, on
average, 20,000 radio receivers, or one per household.
A community of 100,000 people can easily be served
by a single local commercial or community radio station,
broadcasting on either FM or AM.

The governments of some countries, such as South Af-
rica, Benin and Colombia, have recognised the role of
community radio and put in place supportive policy, legal
and regulatory frameworks. In addition to legal recogni-
tion, these supportive frameworks include clear defini-
tion of a social purpose for community radio; reserved
radio spectrum at adequate power; fair and transpar-
ent licensing procedures; affordable or free broadcast
licences; and access to multiple funding facilities or a
state-established community radio fund.

The liberalisation of media markets is continuing in a
period of globalisation, and the outcome of this is likely
to vary from place to place. Some have argued that the
concentration of ownership in commercial broadcasting
is likely to deepen as a result of technological and media
convergence. Others see liberalisation and new technol-
ogies leading to more diverse media ownership, content
and modes of broadcasting, with community radio, tele-
vision and internet broadcasting set to extend their reach
and audience in coming years. Fears that the migration
from analogue to digital standards and technology will
negatively affect the viability of community radio stations
remain largely unproven.
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Chapter 11

Lead author

In most parts of the world, broadcasting has usually
been highly regulated. For several decades, and with
few exceptions, it was regulated by the state. In the last
two to three decades this has changed significantly,
particularly with liberalisation of media ownership and
content. More regulation is now exercised at arm's
length by autonomous or semi-autonomous regulatory
bodies.

Earlier command-and-control modes of regulation have
given way to a variety of different approaches. These
have ranged from total devolution of regulatory respon-
sibility away from government agencies, through shared
responsibility between government and industry (co-
regulation), to self-regulation by the industry alone. Most
new approaches have involved some loosening of po-
litical control, and the opening of the airwaves to allow
some or more commercial broadcasting. This is often
referred to as “deregulation”, although it may represent a
shift in regulation rather than its removal. In some coun-
tries “deregulation” has led to a loss of public service
focus within broadcasting, and this in turn has led to
calls from some observers for regulation to be strength-
ened in order to sustain public service broadcasting in
the future.

The development of technological convergence has
led in a number of countries to converged regula-
tion, in which regulatory agencies and approaches for
broadcasting, telecommunications and the internet are
brought together into a single framework (see Chapter
16). In a number of countries' a common regulator has
been established for these sectors, although there is
considerable variation in the extent to which regulation
of the different sectors overseen by this regulatory agen-
cy has been conjoined in practice. The trend towards
converged regulation is continuing.

1 The US, UK, Malaysia, Singapore, South Africa and Tanzania
are among countries that have a common regulatory agency for
the communications sector as a whole. However, the nature of
these agencies varies. Some, such as those in the UK and South
Africa, have merged existing agencies which were responsible for
different markets. Others, like those in Malaysia and Singapore,
have been based on reconceptualising the information and
communications sector.

Three successive waves of broadcasting policy and reg-
ulation can be identified:

The period of state-led broadcasting
The period of liberalisation and deregulation
The period of new technology and convergence.

These are discussed in turn in the following sections of
this chapter.

The period of state-led broadcasting

As described in previous chapters, the early tendency
of policy makers in the United States and Europe was
to ensure strong oversight of the fledgling broadcasting
industry. This approach was based on the perception of
broadcasting as a strategic service warranting special
treatment — partly because of the limited number of fre-
quencies available on the radio spectrum, partly because
of its potential political significance. In some cases, the
paternalistic role of the state in regulating broadcasting
was also justified by governments as being necessary
to ensure that broadcasting served the public interest
rather than specific private interests. In the Eastern Bloc,
broadcasting was tightly controlled to serve the interests
of authoritarian governments.

West European regulation of broadcasting therefore ini-
tially followed a highly regulated, public service-driven
model. This was, for example, the intention behind the
1949 Wireless and Telegraphy Act in the United King-
dom, which established broadcast licensing while reaf-
firming the monopoly status of the British Broadcasting
Corporation (BBC). Although commercial television ap-
peared in the 1950s with the birth of ITV, it was only
in the early 1970s that UK-based commercial radio sta-
tions started broadcasting. As late as 1967 the Marine
Broadcasting Offences Act was passed to ban offshore
broadcasting by “pirate” radio stations.

In the United States, the Department of Commerce be-
gan to regulate radio in 1909, and by 1912 the gov-
ernment had begun to require radio operators to obtain
licences. The 1927 Radio Act created a five-person Fed-
eral Radio Commission (FRC) to regulate broadcasting.
In 1934 the FRC was superseded by the Federal Com-
munications Commission (FCC), which was created by
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the Communications Act with the remit to establish a
“rapid, efficient, nation-wide and world-wide wire and
radio communications service! Early US regulation im-
posed complex and detailed technical and operating
rules on broadcasters, while allowing licensees the lati-
tude to determine what constituted the public interest
and local needs.

In the global South, the end of the colonial period saw
newly independent states apply a view of broadcasting
regulation derived in principle from the European state-led
model. From the 1960s to the 1980s, in most of Africa,
Asia and Latin America broadcasting remained a mo-
nopoly of the state. This was justified by governments on
the grounds that broadcasting was a public service which
was critical to development, the fostering of unity and the
promotion of national culture and identity. Implementation
of this model was, however, often more authoritarian than
it had been in Europe. The responsibility for broadcasting
regulation was usually located in ministries of information
with the state broadcaster answerable and accountable
to the minister of information and the head of state. This
allowed the executive branch of government a direct say
in appointments to boards, management issues and pro-
gramming of content in “the national interest”.

The period of liberalisation and deregulation

It is worth noting that the rationale for broadcasting
regulation in the United States differed significantly from
those in much of the rest of the world. Initially robust
regulation of broadcasting in the United States in the
1920s and 1930s ran up against a widely held “Ameri-
can” value: that state regulation stifles free enterprise
and free speech. Within the broadcasting sector, since
its formation, the FCC has treated economic competi-
tion as preferable to behavioural regulation and argued
that there is no overriding issue of national interest that
demands regulation of broadcasting. There is disagree-
ment about the impact which this has had on the owner-
ship and diversity of broadcasting in the United States.

By contrast, Europe and the rest of the world have tended
to proceed on the basis that regulation is necessary to
ensure diversity, freedom of expression and democracy.
During the 1980s and 1990s, this view was given added
urgency by the transition from totalitarian to more demo-
cratic political systems in Eastern Europe, which enabled
the very rapid growth of FM and community radio and the
emergence of satellite and other pay-TV services.

This complex environment posed major challenges in
broadcasting policy and regulation. Achieving both
pluralism (many owners and operators including genu-
ine public service broadcasters) and diversity (differ-
ent owners and operators offering the widest possible
range of content relevant to the needs and expectations
of democratic citizens) required careful policy develop-

ment. As the state ceded its monopoly over broadcast-
ing, the desirability of separating policy making from
regulation became increasingly clear.

In the United Kingdom, the 1990 Broadcasting Act
radically recast the broadcasting landscape, mandating
separate regulatory authorities for radio and television.
While this streamlined the number of regulatory institu-
tions, it only constituted a halfway house, as telecommu-
nications remained under the regulation of a third agen-
cy. This regulatory structure was typical of the regulatory
systems in most countries until the late 1990s.

The period of new technology
and convergence

Regulatory arrangements for broadcasting began to
change again with the advent of digitalisation, satellite
broadcasting and technological convergence. Digital
technologies offered the opportunity to provide and re-
ceive many more channels, promising an end to the scar-
city that had underpinned previous regulation. Satellite
broadcasting spelled an effective end to the nation-state
as the sole arbiter of broadcasting space and brought
into sharp relief the question of regulation of transna-
tional broadcasting. Convergence between broadcast-
ing and telecommunications — as a result of which pre-
viously distinct services could be delivered over either
network, on platforms and to terminal equipment that
were previously distinct — added to the complexity on
the ground. All these phenomena posed new questions
and raised new issues for regulation.

In Europe, the principal challenge has been one of con-
structing uniform regulation to cover both broadcasting
and telecommunications. Since liberalisation, the regula-
tion of telecommunications has been largely economic,
focusing on eliminating anti-competitive behaviour (see
Chapter 16). Broadcasting regulation, on the other
hand, has traditionally focused primarily on content. The
growth of subscription services has introduced a more
substantial economic dimension into broadcasting, add-
ing new relationships between producers and consum-
ers, that suggests the need for a shift in regulation.

Some in broadcasting were concerned that the telecom-
munications approach would win out as a result of con-
vergence, and that broadcasting content would not be
subject to the same degree of control in converged mar-
kets — just as some in the telecommunications sector
were concerned that converged regulatory approaches
would lead to more political intervention in telecommu-
nications. In the event, to date, the “public interest” ar-
gument for broadcasting regulation in Europe has been
balanced against the desirability of choice, leading to
different approaches being adopted to telecommunica-
tions and broadcasting even by converged regulators
like the UK's Office of Communications (Ofcom).
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This regulatory structure has resulted in public service
broadcasters being subject to tighter regulation than sub-
scription service broadcasters (satellite and cable), with
the internet — which is much more of a telecommunica-
tions-based service — regulated even less than satellite
broadcasting. Although the European Union’s new regula-
tory framework is oriented strongly towards convergence,
a differential approach has made it more difficult to man-
age the convergence of broadcasting and telecommu-
nications regulation at an administrative level, and helps
to explain why in countries such as the United Kingdom,
the United States and South Africa converged regulators
have nevertheless maintained a separation between the
two sectors within their bureaucratic structures.

The European debate on regulatory convergence has
taken place in the context of regional integration, in
which European Union directives require member gov-
ernments of the Union to legislate in line with EU pol-
icy. The current European communications regulatory
framework is technology- and service-neutral, aimed at
enabling any service to be delivered over any network to
any platform. At national level, however, implementation
can vary to meet the requirements of national markets
and legislative structures.

It is important to note the difference between broadcasting
policy, legislation and regulation. Policy provides the over-
all framework for development of the sector, and, in indus-
trial countries, is usually now developed by governments
in ways that include consultative processes that engage
the views of different stakeholders. Legislation is usually
an outcome of policy discussions, and enshrines the key
tenets, principles and mechanisms that are to be applied
in law. Regulation is the process of implementing and en-
forcing the policy as established by legislation. Once es-
tablished, regulators often also play a significant advisory
role in developing policy and drafting legislative proposals.

As discussed above, while economic considerations
are paramount in telecommunications regulation, broad-
casting regulation has been focused more on its social
and cultural impact. Broadcasting has been considered
by most governments at most times to be a strategic
public resource (though this is less so today in industrial
country markets). lts regulation has therefore been seen
as critical to the development of political norms (demo-
cratic or otherwise), to the promotion and protection of
cultural values, and to economic management.

UNESCO and the Commonwealth Broadcasting Asso-
ciation have summarised the main objectives of broad-
casting regulation as follows:

Technical regulation: The regulation of transmis-
sion or communications. This includes radio and
digital TV spectrum licensing, monitoring and en-
forcement.

Regulation of content: The regulation of informa-
tion and knowledge transmitted over the airwaves.
This includes setting of programming and editorial
standards; public service broadcasting obligations;
quota regulations; advertising and sponsorship;
and the protection of minors.

Regulation of ownership and competition: This
includes regulation to ensure plurality and diversity;
the application of competition policy; and the ap-
pointment of management bodies.?

One common basis for technical regulation has been the
need to manage the allocation of the radio spectrum to
broadcasters. Frequencies are limited and often scarce.
For this reason, governments have traditionally viewed
spectrum as a public resource and sought to place pub-
lic interest obligations on broadcasters. In order to be
able to use the airwaves broadcasters must secure li-
cences, the common means of allocating frequencies on
the radio and TV spectrum. Almost without exception,
licences are allocated for a finite period, after which they
expire. While licences are often sold, some may be al-
located free — for example, to community radio and other
non-commercial broadcasters. Allocation is commonly
done on a first-come, first-served basis although in some
cases, particularly more recently, would-be broadcasters
must compete for the award of a licence. Competition
for licences can be judged on a mixture of economic and
content criteria.

Some have criticised this state-led approach to spec-
trum allocation for allegedly fostering technical and eco-
nomic inefficiencies and posing obstacles to technologi-
cal innovation. Two alternative approaches are currently
being tried or considered in a number of countries:

One of these is tradable spectrum rights, a market-
driven approach under which licence-holders can
sell their right to spectrum in a private transaction,
with the spectrum subsequently being put to a
different use than that originally designated. This
approach is in use in a few countries, including
Australia, New Zealand, Guatemala and the United
States.

Under a second possible approach, spectrum com-
mons, spectrum is neither assigned by the govern-
ment nor by the market and there are no rules limiting
who can use what part of the spectrum. Instead, it

2  Eve Salomon Guidelines for Broadcasting Regulation (Paris:
UNESCO and CBA, 2006) and Open Society Institute Television
Across Europe: Regulation, Policy and Independence (New York:
OS], 2005)
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is based on an open sharing of spectrum and users
are left to avoid interference with each other. All they
need to do is comply with a few established techni-
cal standards. The major driver for this approach is
technological innovation, which is leading to more
efficient sharing of the radio spectrum and may
ultimately render scarcity obsolete and frequency
cost-minimal. Different forms of spectrum commons
regulation are reported to be in place in some 55
countries — usually in relation to the bands allocated
to industrial, scientific and medical devices.?

The following paragraphs look in turn at three important
areas of regulatory intervention:

Democratic and participatory rights
Cultural norms and consumer value
Economic markets.

Regulation oriented towards democratic and participa-
tory rights is underpinned by the desire for broadcasting
to adhere to the freedom of expression and associated
rights established by Article 19 of the Universal Declara-
tion of Human Rights, by Article 19 of the International
Covenant on Civil and Political Rights, and by regional
human rights agreements. The significance of guar-
antees of freedom of expression is particularly strong
where media, including broadcast media and public
service broadcasting organisations, are concerned. Al-
though the obligation to respect freedom of expression
lies with states and not with the media per se, resulting
obligations do apply to state-funded broadcasters and,
many would argue, across the board. A number of com-
mon elements of freedom of expression and broadcast-
ing laws have been identified.* They include:

Right to reply and rules on fairness
A stipulation that news must be impartial and accurate

A stipulation in some countries that al/ content must
be impartial

Explicit rules preventing discrimination

Special rules on religious broadcasting
An independent broadcasting regulator
Mandatory public service broadcasting.

Democratic participation and freedom of expression are
not, of course, universally respected by governments,
and in some countries broadcasting regulation is more

3 Bjorn Wellenius and Isabel Neto Managing the Radio Spectrum:
Framework for Reform in Developing Countries (Washington:
World Bank, 2007)

4 Salomon Guidelines for Broadcasting Regulation

concerned with maintaining the primacy of government
or established views than with providing space for equi-
table debate or for dissent.

Where freedom of expression rights are incorporated in
regulation, their application is rarely unrestricted because
of the potential impact which unrestricted broadcasting
can have on public order. In 1994, in Rwanda, Radio-
Télévision Libre des Mille Collines was consistently used
to transmit instructions to citizens of the Hutu ethnic group
to kill their Tutsi neighbours, and directly contributed to the
country's genocide. Cases such as this have illustrated the
potential power of broadcasting and raised issues con-
cerning the balance between the rights of the broadcaster,
of society as represented by the state, of minority commu-
nities and of the individual. Hate speech of the kind repre-
sented by this example is barred in many states.

A second common objective of broadcasting regulation
is to protect cultural and consumer rights. The globali-
sation of culture, in particular the spread of US culture
through satellite television and the rebroadcast of cheap
imported programming, is often cited (particularly in the
global South but also in France) as a threat to national
identity. This has led many governments to put in place
quota systems, for example, requiring that a specified
proportion of content aired must have been produced lo-
cally, and/or limiting the amount of foreign programming
that can be broadcast.

Such approaches can impact on the range and choice of
available services. They can stimulate pluralism in media
ownership and local broadcasting content production.
However, given the high cost of producing film and televi-
sion programming, in many of the world’'s poorer coun-
tries, the state is unable to provide the financial incentives
needed to stimulate local production. Restrictions on for-
eign content may also limit the ability of listeners and view-
ers to access the culture and views of others outside their
own countries, including their own national diasporas.

There are a number of features of consumer protection
regulation which are common to many countries. At the
most general level, these include standards to protect
the quality of the viewing and listening experience. The
protection of minors is commonly mandated in regulation,
with restrictions on violence, sexual portrayal and offen-
sive language in place in most countries. These usually
take the form of warnings, on-screen symbols, rating sys-
tems and “watersheds” (whereby programming deemed
unsuitable for children can only be broadcast after a cer-
tain time of day). Such approaches are applied not just to
state-owned broadcasters, but across the board.

Advertising standards are another common feature of
consumer protection. In many countries, advertising is
significantly constrained — for example, by the prohibi-
tion of broadcast advertising of tobacco — although the
social impact of regulatory prohibition is often balanced
against the need for revenue generation.
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In much of Europe, strict rules apply to the quantity of
television advertisements allowed, spacing of breaks
within programmes, and scheduling of advertisements.
Adbvertising is also strictly separated from editorial con-
tent. The intention of these regulations is to limit interfer-
ence with viewing, and to ensure that the integrity and
quality of editorial content are not undermined. In the
United Kingdom, the advertising industry regulates itself
with the aim of ensuring that advertising is not mislead-
ing, does no harm, and is not offensive. Advertisements
must be honest, decent, legal and true. These criteria are
policed by a self-regulatory body, the Advertising Stan-
dards Authority (ASA), which is run not by the govern-
ment but by the advertising industry itself.

The third key objective of broadcasting regulation is con-
cerned with economics. A central objective here is the
need to enable the generation of income for broadcast-
ing whilst ensuring adherence to other regulatory crite-
ria. The imposition of limits on broadcasting, for example,
while protecting the public, can have the effect of raising
the cost of advertising or of reducing the revenue that
can be generated by it.

In addition, regulators often act to ensure the domestic
application of international trade agreements, such as
the 1997 World Trade Organisation (WTO) Agreement
on Basic Telecommunication Services or the EU Direc-
tive on “Television Without Frontiers” (see below). State
regulation may also impose constraints on ownership of
broadcasting outlets — for example, restricting the extent
to which broadcasters can be owned by businesses that
are based in other countries.

Regulation can be used to apply competition law, as in
the telecommunications sector. Given the high barriers
to entry into broadcasting, governments sometimes ap-
ply industry-specific competition provisions (rather than
relying on general competition law) to prevent abuse of
monopoly or near-monopoly positions. As noted above,
many countries set quotas for the amount of local broad-
cast content, and quotas may also be imposed on the
amount of independent production allowed. These are
primarily aimed at supporting domestic production. Fi-
nally, as with the 1996 Broadcasting Act, which put the
UK at the forefront of digital television and radio, regula-
tion can be used to promote the development and adop-
tion of new technology and standards.

There are many different models of regulation, which
imply different degrees of autonomy and accountability.
As discussed in Chapter 16 in connection with telecom-
munications, approaches to regulatory governance vary
according to the bureaucratic and political structures of
the countries in which they apply. Different models will
work best in different circumstances.

In the United States the communications regulator, the
FCC, is accountable to the legislature. Congress has
historically voted the budgetary allocation to cover its
running costs, but in recent years the FCC has also been
allowed to supplement its funding from licence fees. It is
made up of five commissioners (no more than three from
any one political party), who are nominated by the US
president and are confirmed by Congress. Critics of the
Commission have commented on its relatively high cost,
and alleged that it is too open to influence by lobbyists.

The current United Kingdom structure is built around a
single regulatory body for broadcasting and telecom-
munications. Ofcom is led by a part-time chairman and
board of non-executive appointees who oversee the
work of its chief executive and staff in much the same
way as a company board oversees a business. This is a
common arrangement for quasi-governmental bodies in
the UK. Ofcom is accountable to Parliament and is fund-
ed by a proportion of the licence fees it collects from
telecommunications operators, broadcasters and others
for allocating the use of the radio spectrum.

An example of a structure which is somewhere between
the US and UK systems is that adopted in Botswana. Its
National Broadcasting Board (NBB), legislated in 1998,
has an executive director who reports to a board made
up of eleven part-time members with five-year terms of
office, who are nominated and appointed on the basis
of representation of citizen interests. The legislation re-
quires “transparency and openness” in the nominations
process. The NBB has specific responsibility to regulate
broadcasting content, and is separate from the national
telecommunications regulatory agency.®

Initially, broadcasting regulation was mainly in the hands
of governments as it involved the management of broad-
casting resources within national territories. Now that
broadcasting has become global in some respects, in-
ternational regulation has become important in address-
ing new and emerging issues — such as the regulation of
cross-border digital satellite TV, questions of languages
to be mandated, issues of affordability of access, and
copyright protection in the digital age. This has put more
emphasis on established divisions of responsibility be-
tween international and national bodies.

The International Telecommunication Union (ITU), origi-
nally established in 1865 as the International Telegraph
Union, is the world's longest-established international
regulatory body. It has some coordinating responsibili-
ties for telecommunications networks and services, for
managing spectrum at an international level, and for

5  www.bta.org.bw/nbb.htm
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developing international regulations and standards
spanning all electronic communications and broadcast-
ing technologies — including radio, television, satellite
communications, telephony and the internet. The [TU's
Radiocommunications Sector (ITU-R) plays an important
role in the allocation of frequencies and seeks to enable
optimal, fair and rational use of the radio spectrum, as
well as managing satellite orbit resources. While its rec-
ommendations are non-binding, they set the technical
standards for spectrum use in global broadcasting and
telecommunications.

Rules made under the aegis of the WTO are increasingly
significant in broadcasting. The best-known of these is
the Agreement on Trade-Related Aspects of Intellectual
Property Rights (TRIPS), which lays down standards
for many forms of intellectual property. Broadcasting
is included in this agreement, which was negotiated in
1994 at the end of the Uruguay Round of the General
Agreement on Tariffs and Trade (GATT). For producers
of sound recordings and broadcasting organisations,
TRIPS provides protection of patented inventions and
broadcast signals for twenty years, and copyright pro-
tection for a minimum of 50 years.

In 1998, the World Intellectual Property Organisation
(WIPO) started discussions with a view to establishing
a “Treaty on the Protection of Broadcasting Organisa-
tions”. The idea of this was to take TRIPS further by
prolonging the protection term to 50 years; extending
coverage to broadcasting, cablecasting and webcast-
ing; and granting new rights to those transmitting broad-

cast content. In particular, the draft treaty proposed to
expand or grant new rights to broadcasting distributors,
even if they were not the creators of the content con-
cerned. This provoked widespread opposition, notably
from developing countries. Opponents felt that the pro-
posals could constrain the exercise of the rights held by
copyright and related rights owners, restrict access to
knowledge and information in the public interest, retard
technological innovation and hamper competition.

In addition to global regulatory and standard-setting
bodies, countries are bound as signatories to treaties
and other norms developed by intergovernmental re-
gional bodies, such as the European Union.

In the future, as technological innovation continues,
there are likely to be further efforts to reach a new model
of converged regulation. Only a minority of Organisation
for Economic Co-operation and Development (OECD)
countries had by the time of writing (2008) placed re-
sponsibility for broadcasting with the same regulator or
government department as telecommunications. Few
countries have yet implemented unified legislation, leav-
ing open questions such as whether audiovisual content
offered through the internet or mobile telephones should
be defined as telecommunications or as broadcasting.
This indicates that there is still some way to go before
regulation catches up with the range of new technolo-
gies and services that convergence has enabled.
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Chapter 12

Lead author

Broadcasting is a powerful medium, whether for the pro-
motion of freedom of expression and cultural diversity, or
as a means of exercising political control and ideological,
social or cultural conformity. Its power rests in the extent
of its reach, the relatively low cost of participation and the
ability to transmit sound and pictures in ways that are both
attractive and persuasive. The programming or content
broadcast over the airwaves is therefore of substantial im-
portance to social development. Many have argued that,
as a result, it is necessary to establish clear ground rules
about what can and what should not be broadcast.

Control over broadcasting content is associated with the
exercise of power. As discussed in previous chapters,
key periods in the history of broadcasting — including
the two World Wars, the Cold War era and the period
following decolonisation — have seen high levels of state
control being exercised over broadcasting. This has usu-
ally been justified by governments as being necessary to
ensure that broadcasting serves the public interest and/
or promotes development.

In many cases, however, broadcasting has been used by
authoritarian regimes as a means of asserting authority
and/or ensuring ideological conformity. Opposition and
alternative voices have generally been excluded from the
airwaves in such cases. Sometimes, on the other hand,
dissident groups (such as social movements in Latin
America) have also used broadcasting to promote politi-
cal and ideological alternatives (see below).

From Article 19 to WSIS

Disputes over the means of broadcasting have often
mirrored broader international debates about freedom of
expression. The following paragraphs reflect briefly on
the historical development of a rights-based approach to
broadcasting content by drawing attention to a selection
of international declarations and statements relating to
communications and development.

The principal rights-based justification for diversity and
pluralism in broadcasting is derived from Article 19 of
the 1948 Universal Declaration of Human Rights, which
states that “everyone has the right to freedom of opinion
and expression” and that “this right includes freedom to

hold opinions without interference and to seek, receive
and impart information and ideas through any media and
regardless of frontiers” Broadcasting provides one of
the principal means by which freedom of expression has
been enjoyed and exercised by citizens.

In 1980, UNESCO'’s MacBride Commission (see Chap-
ter 10) took the view that existing media channels were
insufficiently diverse and advocated that more atten-
tion should be paid by media to human rights, peace,
disarmament, development and the creation of a new
communication order. The Commission called for the
imbalances it perceived in flows of information to be
addressed and for media content to serve all language
groups. Where broadcasting content was concerned,
the MacBride Report suggested that “utilisation of lo-
cal radio, low-cost small-format television and video sys-
tems and other appropriate technologies would facilitate
the production of programmes relevant to community
development efforts, stimulate participation and provide
opportunity for diversified cultural expression."

In 1991, the Windhoek Declaration — prepared by
a group of African journalists and later endorsed by
UNESCO - called for media censorship to be declared
a violation of human rights and urged media funders to
encourage pluralism and independence. UNESCOQO's
1992 Declaration of Alma Ata (Almaty) also sought to
promote independent media. In particular it addressed
content issues, advocating the case to “upgrade edu-
cational broadcasting through support for distance
education programmes such as English language in-
struction and formal and non-formal education, literacy
programmes, and information programmes on AIDS, the
environment, children, etc”? The same agency's 1994
Declaration of Santiago encouraged all states to provide
constitutional guarantees for freedom of expression with
specific reference to the media, while its 1996 Declara-
tion of Sana'a also focused on the need for a pluralistic
and diverse media environment.

1 The MacBride Report also asserted that education and information
should be given equal priority to entertainment, and that the
concerns of children and youth, national, ethnic, religious and
linguistic minorities, people living in remote areas, the elderly and
people with disabilities should be reflected in media content.

2 portal.unesco.org/ci/en/ev.php-URL_ID=5349&URL_DO=DO_
TOPIC&URL_SECTION=201.html
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Non-governmental agencies have played a part in de-
veloping thinking about these issues. One significant
document in this context is the People’s Communication
Charter, drawn up in 1993 by the Third World Network,
based in Malaysia, the international community radio
association AMARC and other groups. This sought to
move the emphasis beyond formal media and address
issues concerned with the generation and dissemination
of content from a citizen's point of view. Asserting that
everyone has the right to acquire skills and information
necessary to participate fully in the public sphere, the
Charter emphasised the right of all people to protect
their cultural identity, and their right to a diversity of lan-
guages.

In 2001 the African Charter on Broadcasting, drawn up
by a group of African media practitioners, proposed that
broadcasters be required to promote and develop local
content, and that states should create an environment
that facilitated independent production and diversity in
broadcasting. It recommended, inter alia, that all state
broadcasters should be transformed into public service
broadcasters. The Charter also urged that African gov-
ernments should promote the development of African
content on the internet.

These issues were raised during the World Summit on
the Information Society (see Chapter 29), although in
practice there was very little discussion of broadcasting
at WSIS. Nevertheless, the 2003 Geneva Declaration of
Principles — one of the WSIS outcome documents — as-
serted as follows:

The creation, dissemination and preservation of content in
diverse languages and formats must be accorded high pri-
ority in building an inclusive Information Society, paying par-
ticular attention to the diversity of supply of creative work
and due recognition of the rights of authors and artists. It is
essential to promote the production of and accessibility to
all content — educational, scientific, cultural or recreational
— in diverse languages and formats. The development of
local content suited to domestic or regional needs will en-
courage social and economic development and will stimu-
late participation of all stakeholders, including people living
in rural, remote and marginal areas.®

Ownership and content in broadcasting

Recent years have seen extensive liberalisation of broad-
casting ownership in many countries. This has resulted
in a relaxation of state control and the introduction of
many new media outlets — local, national and interna-
tional — owned or managed by private sector businesses
and by non-governmental organisations. Ownership is-
sues are discussed further in Chapter 10.

3  Geneva Declaration of Principles, Article 53
www.itu.int/wsis/docs/geneva/official/dop.html

Although widespread, this development has not been
uncontentious. Opponents of the liberalisation of broad-
casting ownership have argued that commercial and
non-commercial owners of broadcasting stations may
use their media outlets to further vested interests, wheth-
er commercial or political. Attention has been drawn, for
example, to the proliferation of radio and television chan-
nels owned by religious interests around the world; to
the perceived bias of some television news networks in
the United States and Italy; and to the combined impact
of broadcasting and newspaper ownership.

Some have argued that the commercialisation of me-
dia focuses on citizens as consumers rather than par-
ticipants in society. Proponents of this view have argued
that only the state — and specifically a democratic and
accountable state — can prevent ownership of the air-
waves from being exploited by vested interests. The
high degree of media concentration at a global level,
described in Chapter 10, is also cited in support of this
view.

On the other hand, others emphasise that the relation-
ship between ownership and control is indirect, and that
it is clearly possible for radio and television networks,
large and small, which are owned by individuals, non-
profit organisations or commercial enterprises to broad-
cast content that is balanced, fair, accurate and rich in
educational and other public interest content — just as it
is possible for governments to do the opposite.

Much in this context depends on the rationale, scope and
impact of regulation in specific contexts. As described in
Chapter 11, content regulation is an important compo-
nent in most, if not all, models of broadcasting regula-
tion. Advertising plays an important part in this debate:
on the one hand, owners of broadcasting stations need
to maximise revenue and so attract advertising to their
stations; on the other, they are aware that unwelcome or
inappropriate advertising can deter listeners and view-
ers, especially in a more competitive environment.

Preaching hate

Whatever legal steps are taken to ensure that broad-
casting content is politically and morally neutral, recent
history has illustrated the potential for broadcasting
stations to promote ideology and socially disruptive
behaviour. Hate radio has been seen at different times
in a number of countries, including Nazi Germany, the
Democratic Republic of Congo and Burundi. Inflamma-
tory broadcasts played an important part in provoking
the wars in the Balkans in the 1990s.

The most prominent example of broadcasting being
used for harm is the case of Rwanda during the geno-
cide of 1994. The Rwandan broadcaster Radio-Télévi-
sion Libre des Mille Collines (RTLM) — established in
19983 as an independent station but allowed to make
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use of government radio facilities — was closely associ-
ated with militias and politicians pushing for members
of the minority Tutsi community to be expelled or killed.
In its presentation and format, RTLM resembled and
is said to have modelled itself after Western-style ra-
dio talk shows, complete with audience participation,
phone-ins, jokes and popular music. The content of
its broadcasts consisted largely of unstructured com-
mentaries on various subjects, usually in the form of
dialogues, and relied on lengthy interviews with guests
to fill airtime. From denouncing members of the opposi-
tion as “traitors” and associating them with the Tutsi-
led RPF rebellion, RTLM moved on to target individuals
and communities during the genocide, even encourag-
ing listeners to phone in with details of people for the
security forces to attack.

This experience in Rwanda has reinforced calls for ex-
tremist or “hate” media to be banned. The issue is a dif-
ficult one for content regulators — partly because it can
be difficult to define what is “hate speech”, and partly be-
cause of the fear that prohibition may encourage rather
than discourage extremist hostility. Some commentators
on the experience in Rwanda have suggested that RTML
may have had the impact it had because of the absence
of alternatives. Moderate newspapers and broadcasters
had been systematically marginalised in the run-up to the
genocide, giving extremist media a larger market share.
If this is so, then ensuring pluralism and diversity may
be the best way to reduce the potentially inflammatory
nature of broadcasting — something that regulators may
be able to achieve through the licensing regime.

Broadcasting and development

In all societies, entertainment has been a principal, and
probably the principal, driver of broadcasting use. Ac-
cess to music, drama, sport and other forms of enter-
tainment is greatly increased by broadcasting and this is
highly valued by consumers. Broadcasting stations that
have been primarily didactic — in particular, those that
have emphasised a government or establishment point
of view or sought to guide behaviour — have generally
been less successful than those which have also under-
stood the public demand for entertainment.

Nevertheless, many broadcasters have felt a responsibil-
ity — especially in the monopoly era — to promote the
“public good”, for example, by improving people’s ability
to maximise their earnings, to maintain health, to under-
stand society or to enjoy wider diversity of culture. In the
United Kingdom, this approach was strongly associated
with the BBC's first director-general John Reith, who
has been seen by some as the epitome of responsible
public service broadcasting, by others as paternalistic
and unresponsive to consumer demand.

This debate is current today in relation to broadcasting
and development. At least 75% of the world’s popula-
tion is within easy reach of radio, and broadcasting can
therefore reach throughout society, including into vulner-
able and marginalised communities, in ways that other
media including newspapers and the internet cannot
reach. Proponents of broadcasting as a tool for develop-
ment argue that it can and should be harnessed to pro-
mote better health, provide early warning of environmen-
tal and natural disasters, make important government
information more widely accessible, enable learning by
children without access to regular schooling, create em-
ployment, and equip farmers with information that will
enable them to improve their productivity and income.

Content for children is another issue that has received
significant attention. The 1993 People’s Communication
Charter emphasised the right of children to high quality
cultural and entertainment materials created especially for
them. This is an area that has seen major growth over the
years, aided by the work of child-focused charities and
international organisations. The participation of young
people in developing broadcasting content aimed to-
wards them is a significant methodology used in radio and
television dramas. Plan International, for example, has pio-
neered child media in West Africa, working with children
to produce a range of radio programmes that address
issues of children’s rights and seek to influence society
in ways that give children greater opportunity to exercise
their rights. In Uganda, the Straight Talk Foundation (STF)
uses behaviour change methodologies to develop and
broadcast radio programmes in several local languages,
aimed at reducing the spread of HIV. STF evaluations re-
port high impact of its radio dramas on behaviour change
among young and adolescent Ugandans.

“Soul Buddyz" is another well-known example, a mul-
timedia “edutainment” programme aimed at South Af-
rican children aged between eight and twelve. Based
on a successful project targeting adults, Soul Buddyz
was developed by the Soul City Institute for Health and
Development Communication. It uses a participatory ap-
proach involving child rights NG Os, children themselves
and the educational arm of the national broadcaster,
SABC Educational Television. It includes a 26-part tele-
vision drama, a 26-part radio drama in three different lan-
guages, and a life skills book distributed to one million
twelve-year-olds. An advocacy campaign accompanying
the programmes has targeted children’s rights and the
work of NGOs and government policy makers. In 2002,
an evaluation study found that 67% of targeted South
African children who were interviewed had accessed
Soul Buddyz.* Those who did so showed increased

4 Susan Goldstein et al. The treatment of AIDS in “Soul Buddyz":
A Multimedia Campaign for Children’s Health in South Africa
(Johannesburg: Soul City Institute, 2003) www.soulcity.org.za/
publications/papers-1/3sb-arvind.pdf/view
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knowledge, changed attitudes and more ability to dis-
cuss issues than those who did not. The evaluation sug-
gested that the campaign had also improved parents’
willingness to interact with their children about difficult
issues such as sex, AIDS and gender.

Costs and returns

Not all broadcasting content is freely accessible. Pay-
per-view satellite and cable television, for example, re-
quire specific payment by users, either on a subscription
or a one-off basis. Technological convergence enables
more sophisticated “narrowcasting” — or the delivery of
broadcast material to specific users or user groups. The
internet also provides a delivery mechanism for broad-
cast content, either in real time or as an alternative to
time-shift recording. The BBC's iPlayer has been partic-
ularly successful as a means of time-shift viewing in the
UK since its introduction in 2008. All of these develop-
ments are leading to new models of broadcast delivery,
either free or on a commercial basis.

Broadcasting content — in particular film and television
programming — is costly to produce. Large media con-
glomerates are able to distribute their paid-for content
widely and put in place the technologies which can re-
duce unauthorised access or piracy (although media pi-
racy is commonplace in many countries). Because large
producers and distributors benefit from economies of
scale, they are able to disseminate programming such
as soap operas and “reality shows" relatively cheaply.
This is attractive to many poorly capitalised developing
country broadcasters, and some believe that the avail-
ability of such material undermines the production of
more local content.

However, a number of innovations are encouraging and
stimulating the production of local content in different
countries. One approach is regional sharing of broad-
cast materials, whereby a broadcaster rebroadcasts
content produced in a different country within the same
geographic region. The widespread rebroadcast of
dramas produced in “Nollywood” — the video industry
in Nigeria — provides one example of this trend. Nolly-
wood produces video soaps and dramas in high volume,
at low cost and with generally low production values.
These are either purchased at low cost for rebroadcast
or pirated for illegal sale on DVD. While viewers may not
be from the same country, they can identify with many of
the issues raised in the dramas. Consequently, Nigeria
has become a market leader in the field, in Africa and in
diaspora African communities in the global North.

Stipulations by national regulators that a certain pro-
portion of content aired must originate locally may en-
courage local production, but have limitations because
production resources are hard to come by and few
governments are in a position to invest in local content

production themselves. Government-led production also
raises issues about the autonomy of content and the risk
of propaganda. However, with an appropriate regulatory
environment in place, broadcasting content can gener-
ate significant revenue for producers. In South Africa,
for example, the creative industries account for as much
as 3% of GDP, while shooting commercials for foreign
clients alone brings about USD 40 million a year into the
economy.

Advertising

The scale and content of advertising are contentious in
many countries. As discussed in Chapter 11, advertis-
ing standards are an important issue in consumer pro-
tection, and in most countries some form of restrictions
on advertising are in place. In 2004, for example, the
Council of Europe'’s Independent Television Commis-
sion included, as part of its definition of public service
broadcasting, a limitation of advertising to a maximum of
seven minutes per hour across the day. Other advertis-
ing limits include constraints on the advertising of cer-
tain products (such as tobacco and alcohol), including
constraints on the timing of their broadcast and on the
way in which these products are presented. (In the UK,
for example, advertisers are required not to associate
alcohol consumption with sexual success.) Such mea-
sures can be implemented by either self-regulation or
formal regulation by the state.

Languages and diversity

The language(s) in which content is broadcast obviously
impact on the reach of content across national societ-
ies. Radio content is relatively cheap to produce, mak-
ing it possible to broadcast radio to different language
groups in a given country or region much more cheaply
than television.

Kiswabhili is Africa’'s most widely used language, under-
stood and spoken by as many as 60 to 70 million people
from the Indian Ocean to East and Central Africa. This
provides a huge audience for transnational broadcasters
such as the BBC World Service and Voice of America,
which maintain active Kiswahili language services, as
well as for local radio stations.

In more remote areas, local/minority language services
are often broadcast by commercial and community sta-
tions. An important added value of community radio
is that it enables broadcasting in different languages
to a range of cultures, both within and across national
boundaries. In Dakar, Senegal, for example, Radio Ndef
Leng is the main radio station serving the Sérére-speak-
ing community, yet it broadcasts in fourteen languag-
es. In Nepal, during the constitutional reform process
in the mid-2000s, community radio stations read the
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constitution to listeners in more than twenty local lan-
guages. For many in more marginal rural communities,
local language broadcasting along these lines is the
principal source of information about the world outside
their own communities, and the way in which content
is presented can therefore have a significant impact on
perceptions and behaviour.

Interactivity and governance

In the past, the flow of broadcast content has been es-
sentially one-directional — from the radio or television
station to its audience. However, over time, innovations
in telecommunications and broadcasting technologies
have made it possible to introduce some level of inter-
activity, for example, by enabling audience members to
phone in and comment on, or participate in, live pro-
grammes. Audience participation programmes of this

kind are now common, especially on FM radio, and con-
tribute significantly to programming content and to the
development of ideas and attitudes within society. This
movement from a one-dimensional model to a more in-
teractive model has changed how content is generated,
disseminated and impacts on society. Its implications
are complex. On the one hand, it enables much greater
participation by individuals who are keen to disseminate
their ideas or have a voice in public debate. However,
it also raises challenges for broadcasters, particularly
where the verification of content and the balance of
ideas and participation are concerned.

Some development agencies are now making active use
of broadcasting as a means of influencing social change,
including the articulation of the voices of marginalised
communities. This approach is strongly championed by
AMARC, the World Association of Community Radio
Broadcasters.
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Section 4
Telecommunications



Chapter 13

Lead author

The central value of telecommunications networks lies in
their ability to link people and locations with one another,
at a distance, in ways which allow them to interact. This
distinguishes them from broadcasting networks, which
have little or no interactivity.

This chapter looks, from a technical perspective, at the
ways in which telecommunications networks are de-
ployed. Policy and regulatory issues concerned with net-
work deployment are considered in Chapters 15 and 16.
More technical aspects of telecommunications techno-
logy can be found in Chapter 14.

Telecommunications networks make use of a number of
different physical transmission media that are joined to-
gether by the “switches” that interconnect them at differ-
ent points. Transmission networks are sometimes called
“pipes’”, illustrating the importance of capacity in determin-
ing how much information can be delivered through them.

Broadcasting networks have traditionally been built as
separate cable or radio communications systems from
those used for two-way telecommunications traffic.
There is an important difference between broadcast-
ing and telecommunications networks. In broadcast-
ing, information normally only travels in one direction (at
least, until recent developments in digital broadcasting),
whereas the transmission of data in telecommunications
is bi-directional or interactive. Similarly, data transmis-
sion — including the internet — has until recently been
implemented separately from voice telephony.

However, recent technological advances — underpinned
by the increasingly universal adoption of internet net-
working protocols (IP) for communications traffic — have
led to these historically separate networks converging.
Usually known as next generation networks (NGN), new
IP-based networks are able to provide users with what
is known as “triple play” - i.e. the supply of telephony, in-
ternet and radio/television over a single broadband con-
nection. This combination also allows for much simplified
operations, greater economies of scale and consequent
lowering of costs. While the development of broadband
and triple play service offerings is, at present, only sig-
nificant in industrial countries, both are being deployed
in developing countries and may represent the likely fu-
ture direction for communications networks in general.

This convergence in transmission (as well as in equipment),
coupled with ever-increasing demands for higher transmis-
sion speeds (or “bandwidth”), is leading to much greater
use of fibre optic cables as transmission media. Fibre optic
cables transmit information in the form of light. They are
the medium which is presently best able to carry the vast
quantities of data that are required in telecommunications.
Most industrial countries are therefore experiencing the re-
placement of copper and microwave radio links by optic
fibre. Even at the end-user level, fibre-to-the-home (FTTH)
is being deployed in some densely populated areas.

The most technologically advanced environments are
therefore seeing the emergence of some homogeneous
networks consisting of an “all-fibre” infrastructure. Be-
cause of the very high capacities and relatively low costs
of operating this infrastructure, the marginal cost of mak-
ing voice calls over these networks tends towards zero.
They are therefore increasingly being made available
to end-users for a small flat monthly fee which covers
a basket of telephony, internet and broadcast services.

However, it will be decades, if ever, before widespread
use of fibre is available to all customers, especially in de-
veloping countries — and future deployment will also be
affected by the changing capabilities of various (including
wireless) technologies. Most network operators will, in the
short and medium terms, continue to operate networks
consisting of a diverse range of existing technologies,
some of which even date back to the early 20th century
when the first national networks began to be established.

Communications services, up to the era of convergence,
have generally been provided by five separate and virtu-
ally independent types of network:

Fixed voice/telephony: Most of the world's tele-
phone traffic is still carried by a mix of copper cables
and terrestrial microwave radio and satellite links
that were designed to carry two-way real-time audio
traffic. Fibre optics have now replaced microwave
technology at the core of these networks in most in-
dustrialised countries (the national and international
“backbones” which carry traffic along trunk routes),
while data/internet traffic is accommodated on the
same infrastructure by using additional circuits of a
kind originally designed for voice.
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Mobile voice/telephony: Mobile networks require
separate infrastructure to that for fixed networks,
although there is some convergence between the
two. Those which are increasingly deployed around
the world are based on various types of cellu-
lar technology, in which calls are handed on from
one local “cell” to another within the transmission
network. Mobile networks have usually been es-
tablished by different operators from those respon-
sible for fixed telephony within particular countries,
although many fixed operators also carry mobile
operator traffic over their national backbones. In-
creasingly, traditionally fixed-line operators are also
providing mobile services, usually through sepa-
rate businesses, including systems that automati-
cally switch between the fixed network when at the
customer premises and the mobile network when
elsewhere. Some “fixed wireless” networks, which
make use of cordless technology, are blurring the
boundaries between fixed and mobile networks so
far as customers and regulators are concerned.

Broadcast radio: As they require relatively low
bandwidth, low-quality audio signals and narrow-
band data can be transmitted over distances of
thousands of kilometres using the lower frequen-
cies of the radio spectrum. Higher quality audio
is possible over shorter distances, leading to the
emergence of radio broadcasting stations (with a
variety of differently sized geographic footprints)
which use networks of radio transmitters that may
be linked by microwave radio or cable. Reduced
costs and increasing demand for higher quality ra-
dio broadcasting are also leading to the use of sat-
ellite radio broadcasting systems such as World-
Space and Sirius.

Broadcast television: Apart from a small but sig-
nificant number of coaxial cable television broad-
casting systems (usually confined to major urban
areas), most TV networks are set up in the same
way as radio broadcasting networks but use a dif-
ferent range of radio frequencies. Due to the higher
bandwidth requirements of video, TV broadcasts
cover a shorter distance, leading to the extensive
use of satellite networks for covering large areas
with TV signals.

Data/internet: The bulk of the world's data and
internet traffic is still carried by fixed and mobile
networks which were designed for voice. However,
at the edges of the network, in connections to the
end-user, many new telecommunications networks
are being deployed that provide converged voice
and data services through copper cable, optic fibre
and radio technologies. There are also technolo-
gies that provide dedicated mobile or fixed internet
broadband services, such as 3G, Wi-Fi, WiMAX
and VSAT.

Three key factors in particular influence the mix of tele-
communications networks which is in use in particular
environments:

The age of the network: During the 20th centu-
ry, industrial countries sank billions of dollars into
copper cable-based infrastructure, most of which
is able to serve customers adequately with fixed
broadband as well as voice services. Younger net-
works, especially those in developing countries,
are less likely to use copper due to the advantages
of modern fibre and radio technologies, combined
with the lack of earlier deployment of copper net-
works. New networks in major urban areas (in both
industrial and developing countries) are also most
likely to use fibre or radio rather than copper cable.

Population density: Radio technologies, including
satellite, are particularly suited to connecting areas
of low population density, especially for broadband.
Even where copper infrastructure exists in more
remote areas it is unable to provide high speeds
when the distance from the “switch” (or telephone
exchange) is more than about four kilometres.

Mobility: Cables are obviously inappropriate where
mobility is required and so radio technologies are
the primary delivery mechanism for mobile services.
At one time, mobile telephony was mainly provided
by expensive satellite services and “walkie-talkie”
systems, in which conversations could take place
as long as only one person spoke at a time. The
advent of much more advanced mobile networks
in the late 1980s has revolutionised telecommuni-
cations markets, leading to the situation today in
which these provide the majority of voice services
to individuals. Although there are still millions of
people without access to either fixed or mobile in-
frastructure, mobile networks now cover the areas
inhabited by most of the world’s population and are
continually being extended into more remote and
underpopulated regions.

Until the widespread adoption of computers and the in-
ternet, the basic architecture of telecommunications infra-
structure had remained the same for almost a century. It is
often referred to as the public switched telephone network
(PSTN) or the plain old telephone service (POTS). The
human interface (the telephone) was essentially a “dumb”
device and “intelligence” (i.e. decision-making capacity)
was located at the core of the network, where all deci-
sions about call routing, call quality and additional servic-
es were made by the telephone exchanges (“switches”)
and computers installed by national operators.
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While this is still the case for much of the telephone net-
work that is in place today, there is now a steady move
away from the PSTN toward the use of Internet Protocol
(IP) as the basic platform for telecommunications traf-
fic. IP networks break up data (including audio informa-
tion such as voice traffic) into small “packets” which are
transmitted separately and reassembled at the receiving
end of a communication between two parties. They are
described further in Chapter 18.

This process of technological transition is, in effect,
steadily turning the network inside out. Instead of intel-
ligence being located at the core, new networks and
devices enable the intelligence in IP networks to be
located largely at their edges — in the computers and
digital handsets that are attached to them — so giving
end-users much more control over the services that they
receive. Users' terminal devices can now provide a multi-
plicity of services and service levels, each determined by
the choices between applications and settings made by
the individual end-user. Instead of a single audio chan-
nel of globally uniform capacity being allocated to each
customer for voice and dial-up data calls, for example,
people can now make use of a wide range of speeds
and service levels. These can vary from a few bits per
second for reading email, to gigabits per second for ac-
quiring scientific information such as high-energy phys-
ics research data.

In this respect, voice telephony is ceasing to be the pri-
mary use of the network, at least in industrial countries,
and networks are evolving towards a situation in which
voice is just one of many services delivered through the
internet pipe, be it fixed or mobile." This development
has combined with a range of other factors to make it
no longer so necessary as before to cross-subsidise in-
frastructure deployment in “unprofitable” areas (i.e. ar-
eas that are poorly served because of low population
density, remote location and/or income levels). Provision
of multiple services through the same network and de-
vices increases the potential return on investment. The
multi-functional nature of today's internet connections is
therefore enabling more rapid diffusion of telecommu-
nications networks and facilitating their extension into
more remote areas.

These developments are supported by:
The rapidly falling cost of digital equipment

The much lower human resource requirements of
operating digital networks

Advances in the capabilities of new wireless broad-
band systems such as Wi-Fi and WIMAX (see
Chapter 14)

1 Aslong ago as 1999, operators in industrial countries began
reporting that internet traffic was exceeding traditional voice traffic
on their infrastructure.

The fact that end-users pay for the cost of devices
that they choose to connect to the network.

Falling costs and higher traffic volumes, enabled by digitali-
sation, have already facilitated the great expansion of mo-
bile phone networks for audio calls throughout the world —
and voice telephony remains by far the most important use
of telecommunications networks in developing countries.
However, at the time of writing (early 2008), the industry
was already seeing the additional deployment of broad-
band services and much more development along these
lines can be expected in both fixed and mobile networks.
Where fixed networks are not deployed, industry profes-
sionals increasingly expect wireless networks — mobile and
“fixed wireless” networks — to provide the infrastructure for
broadband access to new consumers.

As well as diverse media (copper, fibre and radio: see
Chapter 14), telecommunications infrastructure is made
up of diverse geographical networks — including inter-
national links, national backbones, trunk routes, met-
ropolitan hubs and end-user circuits (the last of which
are often called the “local loop” or “last mile"). Back-up
links? are also required to maximise reliability, especially
for national and international backbones.

In essence, however, the telecommunications infrastruc-
ture that is deployed can be divided into two parts: the
core and edges of the network.

Until quite recently all telecommunications infrastructure
at a national level was — in most countries — centrally
operated by a single entity, the national telecommunica-
tions operator, which was responsible for building and
maintaining the network in its entirety.® At one time, even
the telephone handset used to be owned by the opera-
tor and rented to the customer. It was up to the operator
to determine how to recover costs and make a profit,
balancing the revenue-split between monthly rental fees
for the connection (and sometimes the equipment), and
for the usage of local, national and international capacity.
In the absence of competition, “incumbent” national mo-
nopoly operators could charge prices that were unrelat-
ed to costs, though perhaps subject to some control by
governments. They were not under competitive pressure
to charge affordable prices, to improve service quality
or to extend services to less profitable or unprofitable
remote and sparsely populated areas.

2 Often called restoration circuits, or building redundancy into the
network, this is usually implemented by building the core of the
network as a series of rings, so that if any part of the network is
interrupted, traffic can travel from the other direction.

3 The only common exception was satellite links, although even
then, in the early days of satellite, there was only one international
satellite operator, Intelsat, which was set up and owned
collectively by national operators.
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In the majority of countries, connection fees and local
call charges were cross-subsidised by higher-margin
national and (especially) international call charges. In
addition, services in less profitable areas were usually
cross-subsided with revenues from more profitable ar-
eas, through the averaging of prices, e.g. by charging the
same for a trunk call anywhere in the country irrespec-
tive of the costs incurred by the operator in delivering
that call. (This practice of averaging prices, sometimes
known as “postalisation”, is widespread in the supply of
other networked services such as water and power.)

It is generally agreed that this industry structure resulted
in higher costs than necessary for users in some areas
such as international calls (but low costs in others, such
as line connection),* poor service and lack of network ac-
cess in many areas. This situation has changed dramati-
cally, both for businesses involved in telecommunica-
tions provision and for end-users, since the introduction
of competition in fixed lines and the emergence of wire-
less mobile operators. Competitive pressure has forced
charges (tariffs) down so that they more closely reflect
the cost of providing the service, a process known as
“rebalancing”. The business model for mobile network
deployment has also meant that the end-user now (at
least in part) usually finances the cost of the equipment
(the handset) that is attached to the network.®

In today’s environment, the infrastructure that an opera-
tor may choose to own or operate varies widely. The fol-
lowing are some of the issues that arise in this context.

While even the most traditional incumbent PSTN op-
erators are unlikely now to require subscribers to use
equipment sourced from them, they are still likely to
own the local loop, the upstream (backhaul) links, the
national backbone, local satellite ground stations and
even the international fibre link, or a share in a consor-
tium providing international fibre connectivity.®

4 It should be noted that, in areas of low teledensity, subsidised
line connection did not — as is sometimes suggested — benefit
the poor, since very few of the poor could afford a telephone at
home. In practice, it subsidised line connections to businesses,
government departments and the rich, and so acted more as a
redistribution of costs within their use of telephony.

5 In some countries, handsets are effectively cross-subsidised by
operators who bundle together packages of handset and service
provision.

6  Aside from links between operators in neighbouring countries,
most international fibre optic infrastructure is either provided by
consortia of telecommunications operators and other investors,
or in some cases by a single specialist international fibre
infrastructure operator. Most countries in the world now have
international fibre connections, although the African region is
notably underserved. However, even if a country does have an
international fibre connection, this may not be sufficient to meet
current demand, especially if it was designed in the pre-internet
era when demand for bandwidth was much lower. The availability
of only one international link also provides insufficient reliability
for the always-on requirements of today's information-based
applications — and is likely to result in monopoly prices being
charged down the supply chain.

In a liberalised environment there may be other
operators with similar scope in infrastructure own-
ership. There are also likely to be other operators
who only own small parts of the networks that they
use, buying capacity from other operators and infra-
structure providers. This can include mobile virtual
network operators (MVNQOs), i.e. operators that do
not own any infrastructure themselves but simply
resell the capacity of another operator, using their
own brand name and marketing.

Other models of infrastructure supply include re-
gional operators that provide services in specific
geographic areas within a country; and backbone
infrastructure providers that only sell wholesale
capacity to retail operators while having no retail
business of their own. Owners of other utility infra-
structure, such as power networks, are often well
placed to act as wholesale infrastructure providers
in this way.

A regulatory practice known as “local loop unbun-
dling” is now having an impact on the structure of
the telecommunications infrastructure market. To re-
duce the market dominance of incumbent monopoly
operators, especially in industrial countries, many
regulators have required them to allow new market
entrants and/or other operators equal access rights
to the local loop, i.e. the final connection between
their network and the end-user. By “co-locating”
backhaul infrastructure in the local exchange cabi-
nets of the incumbent operator, this allows compet-
ing operators, in effect, to “take over” the end-user’s
line (at a pre-set fee paid to the incumbent) and to
sell services directly to consumers.

The revenues generated from connection and usage
charges to end-users have to cover the following costs
incurred by a typical telecommunications operator (as
well as allowing a profit margin for distribution to own-
ers/shareholders):

Deployment and operational costs incurred in oper-
ating its own infrastructure. These include the capi-
tal costs of building the network, and interest on
any loans incurred in obtaining the necessary capi-
tal; providing it with sufficient electric power; the
labour and material costs of managing, maintaining
and marketing the network; the cost of supporting
end-users and of recovering the fees charged to
them; and any other operating costs (such as con-
struction or rental of premises).

Interconnection costs. These are the costs incurred
by an operator in making use of telecommunications
infrastructure that is owned by another enterprise (a
competitor or a wholesale infrastructure provider).
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This cost is balanced against the revenue gener-
ated from providing interconnection to other op-
erators. Interconnection payments are sufficient to
make telecommunications companies each others’
major customers in most telecoms environments.

Investment in network improvement, upgrades and
extension. In practice many monopoly national op-
erators in developing countries passed on most
of their profits to the national governments which
owned them. This — combined with inefficiencies
and in some cases with maladministration - tended
to reduce the level of actual reinvestment, result-
ing in small, congested, unreliable and expensive
networks. With the privatisation of many incumbent
operators, combined with liberalisation of existing
market segments and the introduction of compe-
tition in new market segments, new finance has
reinvigorated the sector and substantial network
improvements are taking place in most countries.

Before liberalisation, interconnection arrangements (the
second point above) mainly consisted of bilateral agree-
ments on how to split revenues, which were negotiated
between international operators. With the emergence of
competition in the international sector and the move to-
wards internet-based carriage, this practice — known as
the international accounting rate system — has gradually
fallen away.” At both international and national levels, it is
being replaced by peering arrangements between inter-
net providers of the same size which agree to carry each
other's traffic at no cost.

However, the model of the international accounting rate
lives on within national borders where the interconnec-
tion fees which mobile network operators charge one
another for terminating traffic generated from their com-
petitors’ networks constitute a major proportion of their
revenues and profits. This has led to operators resisting
downward pressure on the pricing of mobile networks
for the end-user — an outcome that is particularly evi-
dent to end-users through the high international roaming
charges that many GSM operators levy on users from
out-of-country networks.

In the traditional fixed national network, the “last mile” or
“local loop” is the most expensive part of the network.
Investment in infrastructure for low-income, remote and
sparsely populated areas has been difficult for operators
to justify on economic grounds, or has at least required
cross-subsidy.

More recently, however, a combination of industry re-
structuring, especially liberalisation, and technical
changes, including the relocation of intelligence to the

7  The use of the international accounting rate system also led to
anomalous practices such as “refile”, by which a national network
would route traffic destined for another country via a third country
with which it had more favourable accounting rates.

edge of the network, have led to new paradigms in tele-
communications infrastructure development. In particu-
lar, with the use of IP networks, routing no longer needs
to be centrally managed, and anyone can set up an up-
stream link to the backbone which can independently
provide end-to-end services to anyone else that is so
connected. This, combined with the radical changes in
other factors of network deployment described above,
has fundamentally changed the economic dynamics and
emphasis of network development. It has even enabled
some local communities to work together to build local
wireless or fibre infrastructure, and share the cost of
satellite links if there is no terrestrial backbone nearby.
A number of municipalities are also building their own
metropolitan networks, using either fibre or wireless in-
frastructure.

Some commentators refer to this type of innovation as
a transition from thinking of the local loop as the “last
mile” to thinking of it as the “first mile”. It coincides with
a wider trend in communications policy and regulation
to reconsider the role of different actors in the supply
chain - including the end-user as well as traditional and
non-traditional infrastructure providers (national and in-
ternational, fixed and mobile). Alternative infrastructure
operators such as rail, gas and electricity networks now
also own and lease out fibre optic backbones.

So far, regulatory attention to network infrastructure has
focused particularly on the introduction of competition
and on limiting the market dominance of the incumbent
operator.2 However, with increasing demand for greater
bandwidth, and the consequent need for more fibre op-
tic infrastructure, new models of service provision have
emerged which tend to separate the operation of the un-
derlying physical infrastructure from the services which
run over them. Usually called “open access” principles,
at the simplest level, these can just mean providing all
telecommunications operators with equal access to
municipal ducts in which to lay their cables. However,
more sophisticated interpretations of open access are
also being adopted by some regulators, based on the
understanding that in most situations a single pair of op-
tic fibres has more than enough capacity to meet the
needs of the people around it, so there is no infrastruc-
tural requirement for multiple fibres to be laid. Some na-
tional and local governments are therefore establishing
or planning to establish their own fibre infrastructure —
either to generate revenue or with the aim of leasing ca-
pacity to service providers on a non-profit basis. Where
this happens, it raises complex and contentious issues
of competition policy, network efficiency and govern-
ment control of communications resources.

8  This has generally been a bigger problem for industrial than
developing countries, because of their very large sunk investment
in existing infrastructure, and close to 100% market penetration.
See Chapter 16.
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Until recently the radio spectrum was primarily used
for broadcasting radio and television. However, follow-
ing the development of public mobile networks in the
1980s, the variety of wireless technologies available has
expanded dramatically. Some of these technologies are
described in Chapter 14.

Wireless networks are of particular importance in devel-
oping countries. In most industrial countries, the major-
ity of people live in densely populated towns and cities,
while rural areas are relatively thinly populated. Cable
networks are generally more suited to high concentra-
tions of use in densely populated locations, and have
reached almost 100% of households in urban areas.
However, in developing countries, the situation is often
reversed — with 70% or more of the population located
in rural areas where people are spread relatively thinly
over the landscape. This makes cabling much more ex-
pensive and, when lower usage of the lines in these eco-
nomically less developed areas is taken into account, in-
vestment in cable often cannot be justified on economic
grounds. Furthermore, unused radio spectrum tends to
be much more abundant in developing countries, par-
ticularly in rural areas.

For fixed telecom operators, infrastructure investments
in the local loop represent a very large percentage of
their costs. This is due to the extensive and labour-inten-
sive civil engineering work involved in building cable net-
works, not to mention the time required to reach “right-
of-way” agreements with landholders. By contrast, wire-
less capacity can be quickly deployed over many hun-
dreds of square kilometres, simply by erecting a single
base station in a strategic location, which is then shared
efficiently by the users as they need it. It is also unneces-
sary to know in advance the location and numbers of all
the potential subscribers — and, as demand grows, it is
easy to add more capacity to existing base stations and/
or add more base stations as required. The average cost
of installing a new fixed network line is thereby falling
from about USD 2,000 for traditional copper cable sys-
tems, to USD 200 or less for wireless services.

For these reasons, wireless systems have become the
most viable options for rolling out new “local loop” net-
works in developing countries — and even industrial
countries are seeing increased deployment of them due
to the speed with which ubiquitous coverage can be
provided at low initial cost.

The added benefits of mobility that wireless systems
provide have already been underlined by the explosive
growth in the number of mobile cellular telephone users.
Aside from the personal advantages provided by mo-
bile connectivity, mobility also allows increased sharing
of scarce resources, such as phone lines and internet
connections, which is particularly useful in developing
countries. More advanced services can also be provided

as internet access becomes more available on personal
digital assistants (PDAs) or handheld devices (which
in turn are converging with mobile phones),® through
laptops, and on the next generation of mobile phones
themselves.

As further deregulation of the telecom sector occurs, it is
therefore expected that increasing numbers of new op-
erators will emerge to provide low-cost broadband, fixed
and mobile wireless connectivity services. With the rapid
roll-out times of wireless systems, they are also able to
enter new markets far more quickly than traditional sys-
tems that are reliant on cables.

Most industry observers now expect broadband servic-
es to reach the majority of people in developing coun-
tries through wireless rather than fixed networks. This is
partly a matter of technology, and partly of user experi-
ence. By the end of 2007, for example, mobile telephone
teledensity had reached around 80% in South Africa
while broadband teledensity was well below 1%. In such
circumstances, the majority of South Africans are likely
to experience significant internet use for the first time
through wireless rather than fixed devices, and this is
likely in turn to influence both the deployment of services
by businesses and their use by consumers.

However, wireless broadband connections do not nec-
essarily provide a comprehensive replacement for wired
networks, especially in the early stages of transition from
wired to wireless systems. Aside from the additional
customer equipment which can make wireless systems
more costly, they may require more skilled technicians
to install them, and can require more network planning
for radio spectrum allocation to allow the wide range
of wireless technologies to be deployed. Where there
are already dense copper cable networks, new digital
subscriber loop (DSL) encoding techniques can bring
higher bandwidth connection (more than 20 MBps) to
subscribers more cost-effectively than an entirely new
broadband wireless network. Nevertheless, the final ar-
chitecture of future networks will continue to evolve as
new technologies continue to emerge.

Bandwidth refers to the capacity of communications
channels, i.e. to the amount of data that can be trans-
mitted within a given period of time, usually measured
in the number of digital bits (the digits O and 1, into
which information is encoded) that can be transmitted
per second. Typical bandwidth requirements for different
online services are illustrated in Table 13.1. Demand for
bandwidth is changing rapidly as a result of rising user
expectations, especially for transmission speeds, the

9  Multi-protocol handheld devices were on the market by 2008,
which simultaneously supported GSM, Wi-Fi, Bluetooth, Infrared
and FM radio transmission.
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Application
3-minute voice call on a fixed network
3-minute GSM voice call

3-minute VolP call

3-minute internet video call

3-minute FM quality stereo music radio
channel

25-page document

1 typical digital camera JPG image

Digital TV channel (PAL/NTSC)

HDTV

3D HDTV

Speed required (bytes per second/Bps)
4-8 KBps (channels are often split)
2 KBps

2-16 KBps (depends on quality of
connection)

16-96 KBps (depends on screen size,
frames/second)

30-40 KBps

Variable, depending on urgency
Variable, depending on urgency

600-800 KBps (depends on speed
of action)

3-4.5 MBps

20-25 MBps

Typical capacity used
720-1,440 KB
360 KB

360-2,880 KB

2,880-17,280 KB

5,400-7,200 KB

250-2,500 KB
500-1,000 KB

108,000-144,000 KB

540,000-810,000 KB

3,600,000-4,500,000 KB

divided by 8, i.e. 125 KBps.

KB=kilobyte (1,000 bytes) MB=megabyte (1,000,000 bytes) GB=gigabyte (1,000 MB).

Note: These figures are for bytes, not bits. The uppercase B is commonly used to denote bytes, which is the basic unit of digital data. Although other
coding schemes are sometimes used, normally each byte of information consists of a combination of 8 bits (0 or 1) using the lower case “b’, as in bits
per second (bps). While the speed of most telecom links is measured in bits per second, speeds in bytes per second are quoted above as download
speeds are usually displayed to the user in bytes per second. Thus a 1 Mbps broadband link would be able to transfer data at a maximum of 1,000

requirements of services and applications that are being
made available, and the capacity of infrastructure over
which they run.

At the time of writing (early 2008), the ITU defined
“broadband” networks as supplying bandwidth of 256
Kbps or greater. By that time, however, in most urban
centres in North America, Europe and parts of Asia, a
broadband provider only offering 256 Kbps would have
been unlikely to gain many customers. In many national
markets in those areas, consumer broadband band-
widths of 5 to 20 Mbps were already widely advertised.

It should be noted, though, that bandwidth is poorly
understood by the public, and providers often promise
more than they can deliver. In particular, while there may
be good bandwidth on the link between the customer
and the local exchange or wireless base station, up-
stream bandwidth, especially on international circuits,
may be much more constrained. This is especially true
in those developing countries where access to interna-
tional fibre cables is not yet available. The speeds experi-
enced by consumers are therefore not necessarily those
that they see advertised.

In determining the bandwidth requirements of upstream
trunk and backbone links, operators are guided by av-
eraging of demand, whereby the fluctuating demand of
individual users is smoothed (upstream) by the aggre-
gation of user activity. One user may be reading email
(which has very low data requirements), while another
is speaking on the telephone (small but significant two-
way traffic needing good quality of service) and a third

is downloading a music file (significant bandwidth in one
direction but relatively insensitive to variations in band-
width availability). At the level of the single household,
bandwidth requirements will vary substantially during
the course of a day, but when traffic is aggregated over
many households, the upstream bandwidth require-
ments become more uniform — and the more users there
are on the network, the smoother the traffic flow will
become in the core of the network. However, even so,
there are still wide variations in capacity requirements
resulting from slumps and peaks caused by the start and
end of business hours, and in domestic networks during
early evening peak periods.

Balancing these varying traffic loads and predicting fu-
ture traffic growth has always been a major challenge
for telecoms infrastructure planners. It was extremely
important in the past when the lack of fibre optic cable
severely constrained bandwidth supply. The problem is
less severe today, at least where the latest fibre optic
cable systems, which can carry thousands of gigabits
per second, have been deployed.

Satellite communications systems have not kept up with
the growth in terrestrial bandwidth availability. Even on
the latest satellites, the available bandwidth is only about
1 Gbps which would be enough to service just a few
thousand users with lower-end broadband connections
of 1 Mbps. Because of the high costs and risks of satellite
launch, along with the limited availability of geostationary
orbit slots and the lower quality of service for interactive
traffic (a delay of almost a second occurs as the signal
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travels the 36,000 kilometres from earth to satellite and
back again), satellites are being relegated to a second-
ary role in the provision of two-way telecommunications
infrastructure. However, until high-bandwidth terrestrial
connections become universal, satellites will continue to
play a role in connecting more isolated areas. Satellites
also continue to have particular strengths in broadcast-
ing services because anyone under the footprint of a sat-
ellite (which can be hundreds of millions of people) can
pick up the signals that it broadcasts.

While not all high bandwidth applications are likely to be
used all the time in the average household, there will be
times when household members may be simultaneously
using different high-bandwidth multimedia services
(such as IPTV, video conferencing and online education
or gaming). Such aggregate demand could require up-
wards of a 25 Mbps connection, even for a four-person
household. That would, however, be highly exceptional.
While this level of bandwidth was (at the time of writing,
early 2008) beginning to be achieved in major metro-
politan areas in industrial countries, it will be some time
before more than a small fraction of those in developing
countries have this level of access to telecommunica-
tions infrastructure, and much longer before such band-
width levels become generally available.

Telecommunications circuits almost always carry traffic
in a compressed form to maximise effective capacity.
The exception to this is in the last mile of legacy PSTN
networks where the basic (dumb) handset has no abil-
ity to compress and uncompress the analogue audio in-
formation. However, even in these systems, voice traffic
may be compressed for carriage across the backbone at
the digital exchanges that consolidate end-user traffic.
As the capacity of the link increases, then the process-
ing power of the computers (signal processors) at each
end of the link must also increase if the data is to be
displayed in real time (“live”). To date, this processing
power has kept up with bandwidth increases, although
some extra measures are taking place at the global
hubs,'® where the latest fibre optic bandwidths available
are so high that multiple processors are becoming nec-
essary for each cable.

The effectiveness of compression techniques depends
considerably on the type of data being carried, and of-
ten involves some compromises. While PC application
data such as documents, numeric information and soft-
ware code must arrive in the exact form in which they
were transmitted, such data files are relatively small in
size compared with those for audiovisual data, and of-
ten do not need to be delivered in real time. As a result

10 Such as those in Amsterdam, London, New York, San Francisco,
Singapore and Tokyo.

they are usually compressed prior to transmission using
specialised alpha-numeric algorithms such as the zone
information protocol (used in the popular .zip format).
Depending on the type of data sent, this can result in
savings of 60-95% in capacity requirements for these
types of applications. As can be seen from the table ear-
lier in this chapter, audiovisual files are much larger in
size, and often need to be transmitted live. This makes
their transmission much more demanding on the under-
lying infrastructure and a wide variety of compression
techniques (codecs) have evolved to compress different
types of audiovisual data most efficiently, often in real
time.

At present, the most commonly used audiovisual com-
pression techniques for files include .jpg (images), .mp3
(audio), and .avi and .mpeg (video). Because audiovisual
data received do not have to be exact replicas of the
original to be useful, most of the methods used involve
removing as much data, particularly repetitive data, as
can be tolerated by the end-user. The best-known ex-
ample of this today is in the variable quality of different
television broadcasting standards (PAL, SEACM, NTSC
and HDTV). Although not as compressible as visual in-
formation, audio behaves similarly, as can be seen in the
.mp3 music files format. The compression settings for
.mp3 files are variable, allowing users to decide between
creating a high quality, high bandwidth copy, or a lower
quality but more compact file (allowing more music to be
stored on an .mp3 player). Most .mp3s available vary in
their bit-rate between 92 Kbps and 384 Kbps, which is
similar to the variation between FM radio and CD quality.
The variation in online streaming services can be even
greater, with some users on low-bandwidth connections
opting for a 56 Kbps stream, while others are able to
take advantage of a 512 Kbps stream.

Similar issues arise when comparing the higher voice
quality on legacy fixed networks with mobile networks.
A lower bit rate on mobile networks was necessary at
the time the technology was first developed because of
limitations in bandwidth availability. In a sense, as a re-
sult, the mobile networks made the public aware that the
higher quality standards set for legacy fixed networks
were not necessary for an acceptable conversation. This
has paved the way for similar compression techniques
in use on voice over Internet Protocol (VolP) networks,
where bandwidth may be even more restricted. In VolP
networks, the software used can be intelligent enough
to assess bandwidth available and vary call quality ac-
cordingly — or the end-user may be able to determine the
amount of bandwidth to be used.

Telecommunications infrastructure deployment needs to
take into account the symmetry or otherwise of band-
width requirements in each direction — the speed to the
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user (download/downlink), and from the user to the re-
mote destination (upload/uplink). Telephony and other
two-way audio and video communications require sym-
metrical capacity, where there is an equal amount of
bandwidth available in each direction. At the other end
of the scale, one-way broadcast communication only re-
quires capacity on the downlink to the user. Common
internet applications such as web browsing and email
usually require much more download capacity than up-
load capacity — a few mouse clicks sent upstream can
result in megabytes of web page code, text, images and
video being sent back to the user. On average, this type
of use of the telecom infrastructure results in about ten
times as much bandwidth being used on the downlink
as on the uplink."!

In the past, telecommunications circuits were provi-
sioned symmetrically because of their roots in telephony,
where fairly equal amounts of voice conversation needed
to be carried in each direction. More recently, however,
to support the generally asymmetric nature of internet
traffic in the “last mile", technologies such as asym-
metric digital subscriber line (ADSL) have been devel-
oped. These technologies typically provide, for example,
5 Mbps incoming capacity and 1 Mbps outgoing capac-
ity. End-user-oriented satellite communications (such as
VSAT) also lend themselves to asymmetric communica-
tions because a less costly (small and low-powered) sat-
ellite antenna will be able to receive data from a satellite
at higher speeds than it can send data. In future, the
degree of symmetry required in telecoms infrastructure
will ultimately depend on the relative usage patterns of
two-way communications versus the use of one-way
multimedia streaming services.

One further important aspect of bandwidth symmetry is
related to the current pattern of international telecom-
munications traffic around the world.

Because infrastructure is much more developed in indus-
trial countries, global hubs have evolved to which opera-
tors of international telecoms infrastructure in countries
outside the global hubs must pay for connection. In the
past, charges for international links were negotiated on a

11 In practice, even one-way streaming of audio or video over
the internet uses a small amount of uplink capacity due to the
nature of the communications protocols used, which require
acknowledgement of the receipt of data.

bilateral basis in which the operator in each country paid
or charged for its side of the “half-circuit”. In addition, ter-
mination fees were charged at each end for calls arriving
from the remote network. As traffic tended to flow more
from industrial to developing countries than vice versa,
the revenues generated for developing countries from
international accounting rates were often considerable.

With the move towards the internet (and VolP) as the pri-
mary consumer of capacity, this arrangement is steadily
disappearing. One consequence has been that opera-
tors in countries outside the internet's core, particularly
developing countries, now often have to pay for the car-
riage of internet traffic which originates at both ends of
the link between two countries. The economic impact
of this is exacerbated because most of the internet's
content and users are hosted in industrial countries, par-
ticularly the United States.'> Many content providers in
developing countries also choose to host their websites
near global hubs in order to maximise coverage and min-
imise costs. As a result, there are few large data centres
in developing countries which can drive the economies
of scale in traffic necessary to peer on a basis of equality
with the global hubs.

Lastly, a new dynamic to bandwidth issues is emerg-
ing. The impact of the carbon footprint caused by the
increasing use of telecommunications infrastructure and
the computers connected to it is contributing to climate
change. It is estimated that computers alone are respon-
sible for at least 2% of the carbon footprint and large
data centres are responsible for a good proportion of
this. With advances in the bandwidth capacity of fibre
optic cable and with increased concern over carbon
emissions, it has now been realised that it is, in effect,
cheaper to “ship bits” than it is to provide electric power
to the data centres. In addition, with the capacity avail-
able on optic fibre, there is no need to host data cen-
tres close to their users. As a result, some observers
expect increased backbone infrastructure to consolidate
closely around sources of power generation — reduc-
ing inefficiencies in power transmission and maximising
economies of scale in the provision of hosting services.

12 The additional traffic generated by video on the internet, such as
by YouTube, is even causing industrialised countries to increase
their international capacity. Sweden is one such example.

The APC ICT Policy Handbook / 83



Chapter 14

Lead author

Today's telecommunications services are essentially re-
finements of systems and principles developed in the late
19th century. Enhanced by the later development of fibre
optics and powerful computers, together with continuous
falls in cost and increases in speed, telecommunications
have become pervasive in countries around the world and
now affect most aspects of social and economic life. Per-
sonal communications have been enriched by telephony,
email and instant messaging. Management, government
and business have gained access to much wider knowl-
edge and expertise. When combined with the ability to
carry out transactions, telecommunications have become
centrally important for consumers, government and busi-
nesses competing in the economically productive sectors
of industry, agriculture and services.

In the past, different communications methods have long
been used to convey information over distance and ad-
dress the need for interlocutors to see and/or hear one
another. Before the availability of modern technologies,
techniques such as smoke signals, mirrors, horns, drums
and flags were used. Naturally these methods were Ilim-
ited in terms of distance, speed and the amount of infor-
mation that could be communicated.

A little over a century ago, increased understanding of the
physics of electromagnetic radiation led to the invention
of telephone, radio and television systems by researchers
in North America and Europe, among the most notable
of whom were Antonio Meucci, Alexander Graham Bell,
Guglielmo Marconi and John Logie Baird. While the com-
munication systems they developed were still limited in
capability, they represented a tremendous advance on the
signalling methods previously available, and within a few
decades were being used to communicate within coun-
tries and between distant parts of the globe. Telegraph
networks had global reach by the end of the 19th century.
Australia received its first long distance radio message
from England in 1918, and by 1928 the first transatlantic
phone call was made. Following the advent of communi-
cations satellites in the 1960s, every corner of the planet
could potentially be reached with communications ser-
vices (although, of course, some areas still lack adequate
services in practice today).

The two transmission media used in telecommunications
networks are electromagnetic impulses and light. Elec-
tromagnetic impulses are carried either through conduc-

tive metal cables (usually copper) or in the air as radio
waves. Light is carried either in fibre optic cables or in
a few cases, over short distances, using laser beams.

There is a crucial difference between transmission by ra-
dio spectrum and by cable or laser. In radio transmission,
the field of electromagnetic energy can be visualised as
a cloud that spreads out in three dimensions from the
antenna. It therefore dissipates much faster than energy
that can be focused to travel in one dimension down a
cable or in a laser beam. This is the main reason why ra-
dio has been considered to be most suitable for mobile
and broadcasting transmission, while cable is consid-
ered better for transmitting at high bandwidths over fixed
links.” This is still the case at the core of the network,
where very high bandwidths are required. However, in
the “local loop” (see Chapter 13), wireless technolo-
gies such as Wi-Fi and WIMAX are now also capable
of providing the multi-megabit broadband links required
by end-users.

Although telecommunications policy is quite widely dis-
cussed, knowledge of the background technical and
engineering issues is often confined to those who have
specific technical expertise. Understanding how the
technology works, however, is particularly helpful for
understanding how it can be best deployed and used.
The following paragraphs describe some of the techni-
cal principles underpinning telecommunications, starting
with the user's relationship with the telephone itself.

How does speaking into a telephone mouthpiece enable
speech to be conveyed over a distance? The movement
of air particles that is created when we speak causes
small vibrations in surfaces close to the source of the
noise. When a diaphragm is connected to a magnet,
the vibrations caused by speech or other sounds can
be converted to electrical energy as the magnet moves
over a conductive metal. Once converted to electrical
impulses in this way, these signals can be transmitted
over long distances through cables made of conductive
metal. At the receiving end, they can be heard again as

1 The term “bandwidth” refers to the amount of information that can
be transferred in a given period of time, usually measured in bits
(binary digits, the Os and 1s of computer data) or their multiples
per second. Bandwidth is discussed in more detail in Chapter 13.
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sound when the electrical pulses cause another dia-
phragm and magnet to move over a coil, creating vibra-
tions in the air particles around it.

In most telephone networks the process of making a call
is as follows. The caller picks up a handset, operating the
switch hook which puts the telephone into active state
(“off-hook”) with a resistance short across the wires,
causing current to flow. The telephone exchange detects
the current, attaches a digit receiver, and sends dial-tone
to indicate readiness. The caller dials the numbers which
are now connected to a tone generator inside the dial,
which generates different tones corresponding to each
number. The exchange connects the calling line to the
desired line and alerts that line by sending a ring signal
to its phone. Many calls can be transmitted simultane-
ously over the same infrastructure through a process
known as “multiplexing”, in which each call is appor-
tioned a small time slot on the network’s frequencies.

Early telephone networks had little more to them than
microphones, speakers and copper cable. The custom-
er's handset was connected by wire to a local exchange
where an operator would be requested to connect the
right cables — by hand — to route the call appropriately.
Later, a dialler was added which employed a system of
pulses to define a numeric code for the recipient of the
call and, when combined with automatic switching equip-
ment at the local exchange, this could replace the manual
operator. As well as use of copper and (later) fibre optic
cable, networks of microwave radio transceivers were
used to relay calls over longer distances, and then, when
combined with satellite circuits, parts of the world not
linked with terrestrial infrastructure could also be reached.

The signals conveying voice telephony — including first
generation mobile telephony — were originally in ana-
logue form, i.e. determined by continuous changes in
the frequency and amplitude of electromagnetic waves.
Since the advent of computers, these analogue signals
have been replaced by binary or digital data (a stream
of Os and 1s) which, when combined with the ever-in-
creasing processing power of digital devices to transmit
and route data, allow much more information to be trans-
mitted over cables. The move from analogue to digital
technologies has laid the basis for the modern use of
fibre optic cables, where the binary data are converted
to pulses of light. Multiple transceivers can be employed,
each tuned to a different light wavelength, further in-
creasing the transmission capacity available.

The design of the “microphones” and “speakers” used
for telephony has varied little in the century since they
were invented. They are still contained in every fixed or
mobile telephone and all other audio devices used to
transmit and receive sound. Even in the most advanced
voice-over-internet phone systems a microphone is
required — the conversion of the audio signal to data
packets simply happens in the “computer” of the phone,
rather than further up the network.

The following sections describe the main transmission me-
dia and technologies in use for telecommunications today.

Cable

Two main media are used for cable communications:
copper and optic fibre.

Copper is one of the most widely available conduc-
tive metals, making it possible to pass relatively large
amounts of data through long lengths of cable. Until
recently, it was also relatively cheap. As a result it has
provided the basis for much of the world's telecommuni-
cations infrastructure. In fact, the world's largest deposit
of copper is now said to be in cable ducts below the
streets of Manhattan. However, recent increases in price
have made it less economically sustainable to lay new
copper infrastructure.

There are also practical limits to the data transmission
capabilities of copper. A general rule of thumb is that,
if a copper cable runs more than four to five kilometres
from the exchange, it will not be cost-effective to provide
broadband speeds using the digital subscriber line (DSL)
technologies available today (see Chapter 13). The trans-
mission characteristics of metal cable are determined by
the diameter of the cable. In some countries where sub-
standard cabling has been deployed, the distance from
the exchange to the furthest broadband link is likely to be
much shorter. Metal cables are also susceptible to light-
ning strikes. Finally, due to its rapidly increasing price on
world markets (said to be partly the result of China’s tele-
communications demand), copper has become a target
for theft, especially in developing countries.

These factors, together with the lower costs and in-
creased capacity now associated with both wireless
and optic fibre infrastructure, have combined to make
copper cables less popular for serving the end-user. By
the same token, increasing bandwidth requirements at
the core of the network are resulting in the increased use
of optic fibre links.

Optic fibre cables — made from glass or plastic — trans-
mit data in the form of pulses of light. As well as offer-
ing greater bandwidth than copper cables, they suffer
less data loss over distance and are less susceptible
to electromagnetic interference. They have become the
cable of preference for telecoms networks, particularly
for high-volume trunk infrastructure, where the latest fi-
bre technologies can now provide hundreds of terabits?
per second on each fibre pair.

One exception to the move away from copper cables is
in cable television. Coaxial cable, usually with a copper
core, has long been used in large metropolitan areas to

2 Aterabit equals one trillion bits.
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distribute broadcast television. Such cable networks have
now also become a means to provide broadband services
and telephony. However, due to the nature of its topology,
which was designed to carry data in only one direction,
cable TV infrastructure is not as efficient as the traditional
POTS (“plain old telephone service”) network in deliver-
ing the high broadband speeds now required by users.

Power-line communications (PLC) is another exception
to the move away from copper cables. In PLC, the elec-
tricity distribution grid is also used to carry data, mak-
ing use of advanced signal processors to separate the
“noisy” interference in an electrical circuit from the data
that is injected into it. The US chip maker, Intel, has man-
ufactured the “HomePlug” device for many years, for use
as an alternative to wired local area networks (LANSs).
Such devices can work anywhere that is connected to
the same substation (the step-down transformer that de-
livers power to each house in the neighbourhood), and
this feature has been used to deliver residential broad-
band services. In areas where traditional cable telephony
networks have not penetrated, PLC can offer an alterna-
tive to wireless infrastructure.

Wireless

There is an increasing range of wireless infrastructure
options that can provide either narrowband or broad-
band links over short or longer distances. For most
purposes, wireless telecommunications options can be
divided into four functional categories:

Terrestrial systems operating on high frequencies
that can only be used over short distances, with-
in line-of-sight, usually providing up to 54 MBps.
These can be stretched to 70 kilometres or more
where terrain is flat or the transmitter is at a very
high location, and can be extended further with the
use of repeater stations and mesh networks.

Terrestrial systems that provide non-line-of-sight
communications. In some cases these can be al-
most completely independent of distance or loca-
tion, but broadband speeds can only realistically be
provided up to 40 kilometres — at a maximum band-
width of about 3 MBps, but usually around 512
KBps. Shorter distances, however, can now have
point-to-point links of up to 100 Mbps.

Satellite-based systems, which use line-of-sight
technology but, because of the satellite’s height
above the earth, have a much larger coverage area
than terrestrial line-of-sight facilities. Transfer rates
are usually up to 155 MBps.

There is also a range of very short distance wireless
systems such as Bluetooth, which are mainly used
to transfer data between devices in the same loca-
tion (usually less than 100 metres).

Some wireless systems are specifically designed for
data communications, while others are voice telephony
applications which can also be used for data. In the
same way that there is convergence between mobile
cellular technologies and fixed cellular technologies for
wireless local loops, there is also convergence between
voice-oriented and data-oriented systems.

Aside from data rate capacity, the other important features
of the different types of wireless technologies are the radio
frequencies used, the efficiency of radio spectrum use, and
equipment cost. Recent advances are resulting in greatly
increased processing power in the base stations and in
subscriber equipment (which is also now more able to over-
come channel interference). In addition, the rapid growth in
sales of wireless equipment is bringing about significant
economies of scale and consequential falls in prices.

The main features of the various wireless technologies
can be summarised as follows:

The range and capacity of the link (data transfer
rate): This is related to the radio frequencies used.
Lower frequencies (HF, UHF, VHF, etc.) travel fur-
ther but can carry less data than higher frequencies
(microwave, ISM bands, Ku band, etc.). At one end
of the scale, HF/UHF and VHF systems operating
below 500 MHz can provide links of 1.2 KBps to
9.6 KBps and are used for limited long-distance
voice conversations and data transfers over hun-
dreds or even thousands of kilometres. For public
mobile networks serving rural areas, new systems
using frequencies in the 400-500 MHz band are be-
ing adopted, due to their greater range compared
with traditional GSM networks operating in the 900
and 1800 MHz bands. In the mid-range frequencies
between 2 and 5 GHz, data and voice links provid-
ing up to 54 MBps are becoming common and this
area is among the most active for wireless develop-
ment. At the other end of the scale 155 MBps have
long been provided by terrestrial microwave sys-
tems and satellites operating in the multi-gigahertz
microwave bands, and by terrestrial infrared laser
systems covering 2-3 kilometres. Further speed im-
provements are expected with the latest advances
in wireless protocols such as VSF-Spread OFDM.

Design of fixed links versus mobile services:
The latter have greater overheads in order to hand
mobile subscriber traffic seamlessly from one cell
to another, and to provide for the low power of mo-
bile devices dependent on battery power. This in
turn affects cost, with differing needs for switching,
power, trunking, antennae and radio spectrum.

Multi-user access and expandability: Some sys-
tems are purely designed for point-to-point links and
cannot be expanded to include other connections.
Others, like GSM mobile networks, are designed for
operation in a multi-user hub arrangement (with cells
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or base stations), which can service a number of us-
ers and hand traffic on from one cell or base station
to another. In these latter cases, the available band-
width is usually shared among the active users. As
the subscriber base grows, a base station’s capacity
may have to be increased to ensure sufficient quality
of service (depending on the bandwidth needs of the
users and the overall network design).

Proprietary and open standards: With such rap-
idly advancing technologies, proprietary protocols
are still very common in wireless networks, which
can make them more expensive and less flexible
for the user and operator. Providers can also cre-
ate “lock-in" with these systems. However, open
standards have been adopted in the more mature
technologies such as GSM and Wi-Fi/802.11b/g
(see below). WIMAX (see below) is also expected
to become more fully standardised.

The latency of the link: Latency — the delay be-
tween sending and receiving a signal — has a limit-
ing effect on interactive communications such as
voice calls and real-time simulations. This can be
a problem in complex multi-hop cellular networks,
but is more usually caused by the use of geosta-
tionary satellites which are so far from the earth
that the signal is delayed in transit by more than
half a second.

Operational and design complexity: Planning
large networks and achieving a reliable and efficient
wireless connection over distances greater than a
few kilometres usually requires experienced radio
technicians to design and install equipment. While
a growing number of Wi-Fi systems are becoming
“plug and play”, especially over short distances,
squeezing additional bandwidth and distance from
long-distance connections can require extensive
experience.

The amount and range of radio spectrum re-
quired: This reflects how efficiently the finite re-
source of the spectrum is being used. Different
radio transmission techniques are optimised for
applications using specific wavelengths, and some
technologies, such as CDMA, are able to provide
much more bandwidth and serve many more sub-
scribers out of a smaller portion of the radio spec-
trum than others, such as GSM - making them
more attractive in high density situations. They can
also allow more operators to co-exist on the wave-
band, thereby increasing competition.

The most common wireless systems in use by public
network operators are:

Cellular-based systems consisting of a network
of base stations: These systems include the mo-
bile phone networks which are used throughout the

world. They are mainly based on the GSM stan-
dard and are highly successful at delivering voice
and SMS service, but provide only limited fax/data
throughput at the relatively high cost of a standard
cellular call. CDMA-based networks, which provide
higher data speeds and achieve more efficient use
of spectrum, are now seeing growing deployment.

GPRS (general packet radio service), sometimes
called “2.5 generation mobile”, is being offered on
most GSM networks, and although this is useful for
low bandwidth applications such as email and finan-
cial transactions, GPRS is no faster for web brows-
ing than a dial-up modem, and latencies preclude the
use of real-time services. Furthermore, some opera-
tors charge much more for GPRS data than others.
EDGE services are also being rolled out on GSM
networks, providing improved data rates similar to
low-end DSL services.

Some GSM operators are now upgrading their net-
works for third generation services, 3G/HSPDA.
These can provide speeds of up to 2 MBps - be-
low the speeds now expected from fixed networks in
some industrial countries but well above those avail-
able to most existing broadband users in developing
countries and sufficient for most internet applica-
tions. Many telecommunications businesses in Africa
now expect mobile wireless networks, with relatively
low deployment costs and increasing speed, to pro-
vide the main route to broadband access for the ma-
jority of users on the continent.

A few older analogue systems still remain in opera-
tion, providing limited speech quality, low data ca-
pacity and poor security. Examples include NMT
450/900, AMPS, TACS and N-AMPS.

Cordless systems: Although mainly used within cus-
tomer premises for mobile handsets, there are also
digital cellular systems which can provide low-cost,
limited mobility voice services in competition with
mobile phone networks. These have been deployed
extensively in China and Japan, and to some extent
in other developing countries. They provide efficient
spectrum usage in high population densities but with
limited range, low data rate capabilities (19.2-38.4
KBps) and restricted mobility. Examples of these pro-
tocols include DECT, CT2, PAS and PHS.

Open and proprietary fixed wireless access
(FWA) systems with varying levels of standar-
disation: Two major wireless standards which are
much discussed today are Wi-Fi and WIMAX. The
key difference between them is that WiMAX is in-
tended for licensed spectrum in which contention
among providers with different interests is eliminat-
ed, while Wi-Fi is designed to allow every party to
accept interference within the legal limits.
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Wireless hotspots for internet access have been
rolled out in many cities, making use of the 802.11
standard, usually described as Wi-Fi. Most of these
have been launched by private operators aiming at
the high-margin roaming business user, but more re-
cently some have been rolled out by the public sec-
tor, and there is a rapidly growing number of free or
low-cost municipal wireless networks being estab-
lished around the world.

New Wi-Fi systems called mesh networks are now
on the market.® These have the capacity to connect
automatically with their neighbours and route traffic
through multiple hops in order to provide resilience
and routing around obstructions. In addition, these
systems only need sufficient power to reach their
neighbours, thereby minimising interference prob-
lems. Their potential was being explored by the in-
dustry at time of writing (early 2008).

Most notable among the upcoming wireless systems
is the WiIMAX protocol, developed by Intel, which was
beginning to be trialled at the time of writing (early
2008) and was expected to reach a high level of stan-
dardisation during 2009. Other proprietary voice and
data systems based on OFDM, FDMA, TDMA and
CDMA protocols in the 1.5-3 GHz range were also
being deployed around this time. While many of these
systems provide superior data services to the cord-
less and digital cellular standards, they have varying
degrees of mobility and will be in competition with mi-
gration toward 3G by GSM networks.

In early 2009, WiMAX was expected to be the most
important contender for future fixed multi-megabit
broadband links, although CDMA systems, networks
of 802.11/Wi-Fi hotspots and some OFDM sys-
tems had already gained many users and continued
to grow their subscriber bases. It is hard to predict
which of these systems will win out, while further
advances in wireless networks seem likely to offer
significantly better bandwidth in the future.

Satellite-based systems: Satellte communica-
tions systems are essentially sophisticated radio re-
peaters, usually orbiting at about 36,000 kilometres
above the earth where they remain stationary with
respect to its surface.* A telecommunications satel-
lite is equipped with a number of radio transceivers
usually known as “transponders”. The greater the
number of transponders, the greater the bandwidth

For example, see www.green-wifi.org

There are also some low earth orbit (LEO) communication
satellites which provide access when the satellite passes
overhead. Requiring lower-powered transmitters, these are used
for mobile voice services where terrestrial networks are not
available, or are used for remote sensing applications such as
weather monitoring and early warning.

available on the satellite, which is usually between
36 MHz and 54 MHz. The orientation of different
transponders on the satellite determines the “foot-
print” pattern on the earth in which the satellite can
provide a usable service. Some transponder beams
can be focused more tightly, which decreases the
area of the footprint but results in reductions to the
requirements for power and antenna size on the
ground.

For two-way traffic, the cost of equipment capable of
transmission to the satellite has in the past put this
technology beyond the reach of all but national opera-
tors and large organisations which either have suffi-
cient volumes of traffic to justify the cost, or the need
for an independent secure system (for example, em-
bassies and the military). Recent innovations in anten-
na design and digital coding techniques have resulted
in hub-based systems using high-powered satellites
and shared “mother ground stations” to reduce the
size and cost of the equipment required at one end
of the link. These very small aperture terminal (VSAT)
systems have proved popular, even for low-traffic ap-
plications such as connecting an individual branch of
a bank in a small town to its head office.

Because of the high costs of satellite bandwidth and
the delay in transmission (of almost one second) which
is noticeable in telephone conversations,® the use of
satellites for two-way communications has declined
wherever international and transcontinental fibre optic
links have become available, leaving satellite services
to focus on broadcasting and rural connectivity ser-
vices in more isolated areas and on low-volume data
transfer services for corporate branch networks such
as those of banks and supermarket chains.

The changing wireless environment

A new technology under development since 2008, which
is likely to compete with WiMAX and Wi-Fi, is known as
Long Term Evolution (LTE). It uses similar technologies
to WIMAX and is probably one or two years behind in
terms of its specification and manufacturing, with trials
only expected in 2010. However, as with any new tech-
nology, its success will largely depend on economies of
scale when compared to the installed base of existing
technologies such as Wi-Fi or WIMAX. LTE's costs are
expected to be the same as WiIMAX, which are a factor
of ten higher than Wi-Fi. Some telecom carriers, such as
Verizon and Rogers, had by mid-2009 announced com-
mitments to adopt LTE in their networks.

5 The delay also affects the quality of internet-based multimedia
streaming and virtual private network (VPN) services which are
not designed to accommodate the long delays introduced by
satellite links.
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New developments occurring in the higher frequency mi-
crowave bands above 5 GHz are creating systems ca-
pable of delivering 100 MBps or more to multiple sites,
while still making efficient use of spectrum. A growing
number of vendors now support the higher frequency
bands, which are likely to be best utilised in crowded
urban areas.

For great distances, short wave (HF) is normally used,
but here the bandwidth is much more limited. Lower-
bandwidth and lower-cost VHF or UHF solutions are
also in use over shorter connections running at speeds
from 1.2 KBps to 56 KBps. Most of these are operated
by amateur radio enthusiasts.

As a result, higher bandwidth links to more remote areas
are only possible via satellite systems, although these
are burdened by higher installation and operating costs.
Bandwidth costs are also much higher than terrestrial
links.

Hybrid systems which make use of two different wire-
less technologies were also increasingly being seen by
2008. A common example is the use of a satellite link to
bring in a long-distance connection, which is then redis-
tributed locally over line-of-sight wireless links. Also in
the hybrid category are direct-to-home (DTH) digital sat-
ellite broadcast systems which deliver incoming traffic
at high speed (400 KBps), while outgoing traffic travels
over a normal terrestrial telephone line.

In the area of very short distance communications, Blue-
tooth, infrared and radio frequency identification (RFID)
technologies operate in the unlicensed spectrum to
communicate with devices in their near vicinity, such as

to link computers with storage media, printers and oth-
er peripherals, and to monitor population, product and
vehicle movements. For example, a growing number of
countries are implementing RFID “e-tags” placed in cars
to automate highway toll gates, and new passports are
being issued with RFIDs in some countries.

New potentially disruptive technologies such as ultra
wide band (UWB) and ZigBee are being developed for
short-range communications applications, including in-
home networks, ad hoc linkage of devices and remote
sensing.

UWB devices transmit signals at low power simul-
taneously over a very wide range of frequencies
and are therefore capable of far higher data rates
than devices using other wireless technologies.
Several companies are already using the technol-
ogy to develop applications allowing streaming of
DVD-quality video content.

ZigBee's low power consumption, low costs and
ease of use make it best suited for control applica-
tions such as remote controls and home automa-
tion that do not require high data rates. Industrial
applications are also likely to use the ZigBee tech-
nology to control light fittings, machine control pan-
els, thermostats and other similar equipment.

These smart devices will ultimately lead to much more ef-
ficient use of radio spectrum. Although power levels are
sufficiently low that interference is unlikely, there may be
some degradation in performance caused to other fixed
and mobile wireless broadband systems based on older
technologies.
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Chapter 15

TELECOMS INDUSTRY AND MARKET STRUCTURE

Lead author David Souter

The telecommunications industry has changed dramati-
cally during the past twenty years. Telecommunications
services have become far more widely available, using a
much wider range of technologies and offering a much
wider range of services. The structure of the industry has
also been transformed, from one dominated by state-run
monopolies to one which is competitive and largely in
private-sector hands.'

History: A tale of two paradigms

Telecommunications began with the telegraph in the mid-
dle of the 19th century. Although originally introduced in
many locations by local organisations or by private capi-
tal, by the early 20th century telecommunications in most
countries was provided by state-owned monopolies. Even
where private companies remained in charge, as in the
United States, monopoly provision of networks and ser-
vices was the norm throughout most of the 20th century.

There were two main factors underlying this monopoly
paradigm:

* Economic: In the early days of telecommunica-
tions, the cost of building networks was very high
and the level of demand for services was very low.
It would take a long time for any network to recov-
er its costs or make a profit, making the potential
market unviable for second operators. The industry
therefore exhibited natural monopoly characteris-
tics (see Figure 15.1).

* Political: Most governments at the time were keen
to maintain state power over communications and, in
practice, saw telecommunications as an extension of
postal networks which were already within their control.

This monopoly paradigm of telecommunications provi-
sion went largely unchallenged until the beginning of the
1980s, when restructuring of the industry began in the
United States and the United Kingdom. Since then, it
has been displaced by an equally pervasive liberalisation
paradigm, within which most telecommunications indus-
tries around the world have been restructured.

The different structures and characteristics that typify the in-
dustry in these different periods are illustrated in Table 15.1.

1 This chapter includes material drawn from the author’s lectures for
Strathclyde University and elsewhere.

Figure 15.1: Natural monopoly

The markets for most products and services are na-
turally competitive: if people want something, then a
number of suppliers will compete with one another to
provide it to them on different terms.

Monopolies arise for a number of reasons. Sometimes
they are enforced by governments. Sometimes they
result from consolidation with a previously competitive
market, or from mergers and acquisitions. Natural mo-
nopolies arise when the capital costs of market entry,
such as building network infrastructure, are so high
that it will not be possible for a second supplier to re-
cover those costs and make a profit. This is most likely
to happen where markets are inelastic and so not likely
to expand greatly, as illustrated below.

Original market
Capital cost: USD 100m
Revenue: USD 10m p.a.
Payback for one network:

10 years

Subsequent market
Capital cost:

USD 100m per network
Revenue: USD 12.5m p.a.
Average revenue: USD 6.25m p.a.
Payback for each network:

16 years

Natural monopolies can be eroded by market chan-
ges on the supply side (for example, cheaper ways
of implementing infrastructure) or on the demand
side (for example, new services which increase the
amount of revenue derived); or a combination of the
two. Either will reduce the payback time required on
capital investment.
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Table 15.1: Characteristics of regulatory phases

Monopoly period

One telecoms organisation ...

... owned by the state ...

.. providing one main service (voice telephony) ...
.. using a small range of (fixed) technologies ...

.. to supply elite markets ...

.. within one country.

Liberalised period
Competing telecoms organisations ...

... mostly privately owned ...

... providing four main services (fixed, mobile, internet, broadband)
and many niche services ...

... using a wide range of (fixed and mobile/wireless) technologies ...
... to supply mass markets ...

... as part of global businesses.

The changing industry

This restructuring has been driven by a number of chang-
es in technology and demand for telecommunications
services. The most important of these are as follows:

*  The costs of network infrastructure have fallen dra-
matically, particularly for the wireless infrastructure
which enables mobile telephone networks.

* The capacity of infrastructure has increased great-
ly, enabling more services to be provided to more
people at lower cost.

* The range of services which can be provided over
networks has increased, most recently including
the internet, making telephone line ownership more
attractive and enabling more revenue to be derived
by infrastructure operators.

*  The ability of people to pay for telecommunications
services has increased in many societies as a result
of other social and economic changes.

In addition, because they are interactive (i.e. because
people use them to communicate with one another),
telecommunications networks benefit from network
externalities (see Figure 15.2). One result of these ex-
ternalities is that interactive services are likely to take
some time to reach a critical mass, after which take-up
becomes much more rapid.

The development of mobile telephone services has also
sparked tremendous change. Fixed telephone networks
in most developing countries were (and remain) concen-
trated in urban areas and the corridors between them. In
recent years mobile networks, based on cellular wireless
technologies, have become more widespread than fixed
networks in most countries, including all developing
countries — reaching into rural areas and now account-
ing for as many as 95% of telephone subscriptions.

The transition from fixed to mobile preponderance in
voice telephony in Africa is illustrated in Figure 15.3.2
It should be noted, however, that data communications

2 From Tim Kelly Twenty Years of Measuring the Missing Link (Geneva:
ITU, 2005) www.itu.int/osg/spu/sfo/missinglink/kelly-20-years.pdf

Figure 15.2: Network externalities

Interactive networks (such as communications net-
works) differ from service networks (such as power
and water) because their value to any subscriber de-
pends partly on the number of other subscribers which
For example, a network
with two subscribers includes only one possible con-
nection, while a network with three subscribers in-

it enables them to contact.

cludes three possible connections and a network with
four subscribers includes six possible connections, as
illustrated below.

- including the internet — continue to depend at present
largely on fixed technology, which currently offers much
higher capacity. However, this is changing rapidly. Al-
ready, a majority of internet users in some countries ac-
cess the internet primarily on wireless or mobile devices,
and many industry analysts expect mobile access to be-
come preponderant in developing countries in the short
to medium term. The potential for mobile technologies to
displace fixed networks in data communications is dis-
cussed in Chapter 17.

Finally, an important change has also taken place in
thinking about how telecommunications services are de-
livered. Until relatively recently, most people within the
industry assumed that telephone services had to be de-
livered — or at least should be delivered — by the same
organisations that owned the telecommunications net-
works over which they were transmitted.

However, other industries have operated differently. Many
freight and bus companies, for example, compete while
using a single road network. In the late 1970s, it became
increasingly clear that telecommunications could also be
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Figure 15.3: Africa’s mobile revolution
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provided in this way, and it is now generally accepted
that telecoms services do not have to be provided by the
same organisation (or company) that owns the network
over which they are delivered. This is important because
there has never been a natural monopoly in service provi-
sion. It is only networks that incur the high capital costs
that made early networks natural monopolies.

The net effect of these technical and market changes
was to undermine the expectation that telecommunica-
tions had to be provided by a monopoly and to open
space for competition to emerge. At the same time, in
the early 1980s, a number of governments came to the
conclusion that governments’ record in delivering prod-
ucts and services had been poor and that this was better
left to commercial businesses, especially where markets
were competitive.

The liberalisation paradigm

The liberalisation paradigm resulted from this change
in thinking. Beginning with the United States and the
United Kingdom in the early 1980s, this new paradigm
has spread, firstly to Asia and Latin America, and more
recently to Africa and other regions. With strong support
from international institutions (such as the World Bank
and the World Trade Organisation), it has become the
norm worldwide. Almost all governments now agree that
telecommunications services are best provided by com-
mercial businesses operating in competition with one
another.

The liberalisation paradigm has restructured the tele-
communications industry through three main processes:

* Liberalisation
*  Privatisation

* Regulation.

Liberalisation represents the process of transition from
a monopoly market to a competitive one.

In classical economics, competition is the natural state
of most product or service markets (unless they are
subject to natural monopoly, see Figure 15.1). Compe-
tition is considered desirable because businesses seek
to attract customers to their products or services by
offering them something better — lower prices, better
quality, more variety, etc. A competitive market is there-
fore seen to be driven by demand rather than supply,
and to encourage innovation in product and service de-
sign through which companies can obtain competitive
advantage.

In the case of telecommunications, liberalisation has
meant two things:

« The removal of exclusive rights (“exclusivities”) from
the former monopoly fixed network operator, which
is often called the “incumbent”, so that in future it
must offer what used to be monopoly services in
competition with other businesses.

*  The award of licences for all new services — includ-
ing mobile networks and services, value-added ser-
vices and the internet — on a competitive basis.

As a result of the latter, even where there is still a mo-
nopoly fixed network operator, the majority of the tele-
communications sector is now competitive.

Privatisation is the transfer of ownership of a business
from the state to the private sector.

In the case of telecommunications, privatisation has
meant two things:

* The privatisation, in whole or in part, of the tele-
communications business(es) that were owned by
government, either through a share sale (typical in
industrial countries) or through sale of a stake in the

The APC ICT Policy Handbook / 92



company to a strategic investor (more common in
developing countries).

The award of licences in all new services — includ-
ing mobile networks and services, value-added ser-
vices and the internet — to private companies.

As with liberalisation, as a result of the latter, even where
the incumbent remains state-owned, the majority of the
telecommunications sector is now usually in private
ownership.

In most developing countries, privatisation of the former
incumbent has been partial, with a majority shareholding
in the incumbent operator remaining in state hands even
if company management has become the responsibility
of a strategic investor (usually a foreign telecommunica-
tions company). There is still a high degree of state own-
ership of fixed telecoms operators in Africa, although this
is diminishing.

It should be noted that governments may pursue con-
flicting objectives in liberalisation and privatisation.
The principal aim of liberalisation is to provide better,
cheaper services through competition. This is likely to
lower the value of the incumbent fixed operator. The
principal aim of privatisation varies between govern-
ments: some have sought to maximise the pace of
infrastructure investment by attracting new investors,
while others have been more concerned to maximise
the revenue generated by selling state assets. Some
commentators, for example, have criticised restructur-
ing arrangements in Africa for protecting incumbents
against competition by granting them exclusivities in
some key areas of the market such as control of the
international gateways that enable international calls.®

Regulation refers to the intervention by governments in
markets in order to achieve certain outcomes in those
markets. In telecommunications, it refers specifically to
the introduction of an independent agency responsible
for overseeing the introduction and maintenance of com-
petition within the telecommunications sector.

Governments intervene in markets in three main ways:

To facilitate standardisation, which has benefits in
terms of public safety and in establishing a level
playing field for the delivery of competing products
and services (e.g. standard electrical sockets, com-
pany accounting standards, telecoms equipment
standards).

To secure public policy objectives which are coun-
ter to natural market behaviour (e.g. restrictions on
the sale of alcohol, tobacco, firearms and pornog-
raphy; universal provision of telephone networks).

3 On regulatory outcomes in Africa, see for example Alison Gillwald
“Good intentions, poor outcomes: Telecommunications reform in
South Africa” Telecommunications Policy 29 (2005): 469-91

To maintain competition, which may be undermined
if businesses achieve and abuse a dominant posi-
tion in the market.

The principal role of telecommunications regulation
is concerned with competition. In most countries, in
most economic sectors, this is a matter for general
competition authorities which apply common principles
of competition law across the whole economy. These
principles regulate relationships between companies
to ensure that powerful businesses do not unfairly
use their market power to drive competitors out of the
market, and to ensure that companies to not collude in
“cartels”, for example, to maintain high consumer prices
rather than competing on price.

In telecommunications, however, things have been dif-
ferent because competition was absent when regulation
was introduced. Competition regulation in telecommuni-
cations can therefore be divided into two phases:

A liberalisation phase, in which the main objective
is to enable new businesses to enter the market in
competition with the incumbent.

A competition phase, which follows when competi-
tion has become established.

The regulatory issues and powers associated with these
phases are described in Chapter 16.

These processes have been accompanied by four fur-
ther processes, which are driven more by technology
and by global economic change. These are:

The displacement of fixed by mobile services
Service and market diversification
Technological convergence

Gilobalisation.

Historically, telecommunications services were provided
over fixed networks between locations. The development
of mobile wireless networks since the 1980s, however,
has led to the displacement of fixed by mobile ser-
vices, which provide communications between individu-
als rather than locations. In industrial countries, the large
majority of people now have access to both fixed and
mobile services, and many individual users predominant-
ly use mobile services and networks for voice telephony.
The preponderance of mobile usage is even greater in
developing countries which do not have pervasive fixed
networks. Advances in the capabilities of mobile devic-
es, particularly the advent of 3G and other high capacity
mobile phones, are making these increasingly attractive
options also for individual access to the internet while on
the move, and may provide a more rapid route to internet
access in developing countries which lack fixed network
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capacity. Fixed networks continue to provide the main
means of access for telephone communications with or-
ganisations rather than individuals.

Service and market diversification concerns the pro-
liferation of new services which can be offered as a re-
sult of new technology. In the past, telecommunications
offered only one basic service (fixed voice telephony).
Nowadays, it offers three or four basic services, de-
pending on the market (fixed and mobile voice telepho-
ny, the internet and, in many cases, broadband) and a
very wide range of niche services for groups of custom-
ers (which can be offered by major companies or niche
businesses). New services continue to proliferate as
a result of technological change, including some (like
mobile banking) which combine telecommunications
with other service industries. These enable market dis-
aggregation, including the provision of service packag-
es aimed at small groups or even individual consumers.

Technological convergence concerns the bringing to-
gether of economic sectors which were previously dis-
tinct. This happens:

Because they now use much the same technolo-
gies (particularly bit transmission, i.e. the transmis-
sion of data in the digits 1 and O as these are un-
derstood by computers).

Because different platforms can now be used to
deliver a wider range of services (e.g. the use of the
internet to deliver broadcast radio).

The sectors most affected by this are telecommunica-
tions, computing, broadcasting, information technology
and perhaps, in future, financial services. Companies
which previously operated in one sector can now com-
pete across this range of sectors.

Globalisation is not confined to telecommunications,
although telecommunications has been one of its impor-
tant drivers. In the telecoms industry’s structure, its main
impact can be seen in the proliferation of international
cable and satellite communications infrastructure, and
in the transition from the separate national telephone
companies which predominated in the monopoly era to
the global or multinational operating companies that are
common today. There is now widespread cross-owner-
ship of telecommunications (and other communications)
businesses, while the telephone services available to
customers in most countries are frequently provided by
companies which are wholly or partly owned abroad.

Telecoms markets today are much more complex than
they were in the monopoly era. They can be categorised
in a number of different ways. The three most useful ways
of looking at them focus on the supply chain; on types of
technology; and on user priorities and experience.

The supply chain

The supply chain for telecommunications services is
long and involves a number of different elements. For
example, an international phone conversation may well:

Originate on fixed or mobile network A in country X.

Transit from its point of origin in country X on in-
frastructure network B to an international gateway
operated by network operator C.

Use an international satellite or cable link owned by
operator D for transit to country Y.

Transit from its landing point in country Y on infra-
structure owned by network operator D.

Finally terminate on fixed or mobile network E in
country Y.

This example involves five separate but interconnected
markets — two for the local loop (the end-user connec-
tion), one in each country; two for national transit; and
one for international transit. Levels of competition in
each of these markets will vary: for example, the originat-
ing customer in country X may have a choice of network
operators, while the terminating customer in country Y
may be subject to monopoly.

The point and nature of competitive choice will also vary.
In the local loop, end-users make choices between op-
erators, usually (if they are subscribers) by contracting
with a particular network or service provider for a period
of time. The choice between national and international
transit networks is made by network and service pro-
viders, not by end-users, and is more likely to vary ac-
cording to available capacity and costs at the moment
that the specific connection is made. International transit
markets may be highly competitive (as they are, for ex-
ample, across the North Atlantic) or monopolistic (as at
time of writing — early 2008 - is the market for cable
connectivity along the coast of West Africa). In addition,
in most countries, end-users access some services —
such as the internet — through intermediary service pro-
viders rather than directly from network operators.

These markets are also interlocking. Some businesses
will be engaged in markets at several, or even all, stages
in the supply chain, providing local loop access, national
and even international transit, perhaps including national
networks in both countries. Others will operate in only
one part of the supply chain. The need for networks to
interconnect means that the relationships between busi-
nesses within the supply chain can be both competitive
and cooperative. Interconnection charges mean that
competing telecommunications businesses are often
one another's most substantial customers.

End-users generally do not want to engage with the
complexities of this market. What the vast majority of
users want is a “seamless” service which they can use
with the minimum of effort — for example, through a
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single contract and a single bill. In other words, they
want to benefit from competition but to exercise choice
on the minimum necessary number of occasions, leav-
ing businesses to sort out most of the market choices
for them.

Types of technology

A second useful way of distinguishing between market
types is by technology. Different telecommunications
technologies have different characteristics — for exam-
ple, concerning mobility or capacity — and these char-
acteristics are important drivers in consumer choice. As
with the supply chain, however, different technological
markets are interlocking, because consumers usually
want a range of services which may be better supplied
by different technologies. Many companies also com-
pete with one another to provide services operating on
different technical platforms.

Three variations of technological market diversity are
particularly important to end-users: that between fixed
and mobile access, that between dial-up and broadband
access to the internet, and that between conventional
and internet telephony. All of these paired variants form
markets which are competitive within themselves but
also with their technological pair.

When mobile telephones were first introduced, they
were considered complementary to fixed networks.
Handsets were bulky and call charges high. The only ma-
jor advantage which they offered users was, therefore,
mobility, and even that was limited because mobile ser-
vices were first introduced in industrial countries, which
had geographically pervasive fixed networks, while the
connectivity range of mobile networks was initially quite
poor. Over time, however, mobile services have im-
proved greatly in quality, connectivity and price, and be-
gun to offer additional services to voice telephony (such
as SMS and music downloads through networks, pho-
tography and video on handsets) which are highly val-
ued by many customers. In non-industrial countries, too,
the range of mobile connectivity very quickly exceeded
that of fixed networks, so that only mobile networks were
available in many areas. Mobile charging practices (es-
pecially prepaid service) added to their attractiveness for
customers. These factors quickly made mobile markets
competitors to fixed networks as well as complementary
to them. Today, almost everywhere, they have become
consumers' preference for voice telephony, though fixed
networks still have the edge on quality and capacity. (A
separate but similar competition is now arising between
second and third generation mobile networks.)

The quality and capacity of fixed networks, meanwhile,
has seen a marked change as broadband networks have
complemented conventional telephone networks, offer-
ing high data speeds at affordable prices to residential
as well as business customers. Broadband makes rela-

tively little difference to voice telephony, but its impact on
the market for internet services has been tremendous.
Although subscription charges for broadband connec-
tivity are higher than those for conventional telephone
lines, higher speeds for internet access (typically ten or
more times faster) and the absence of telephone usage
charges mean that, at all but the most modest usage
levels, broadband internet access has become cheaper
than dial-up as well as offering much superior quality.
Nevertheless, as with fixed and mobile telephony, the
two markets intersect — both competing with and com-
plementing one another. The introduction of local loop
unbundling (see Chapter 13) in a number of industrial
countries has also added to the competitive mix.

Broadband has enabled the telecoms network to de-
velop much more diversity in service provision, includ-
ing offerings like triple play (the “bundling” of telephony,
internet and cable television service). These, too, have
extended competition between historically distinct but
now converging markets. One of the most familiar new
forms of competition of this kind is offered by alternative
telephony providers, such as Skype, which enable com-
puters and the internet to be used for voice telephony.
These voice-over-internet services generally provide
poorer quality connectivity than conventional telephony,
but, by using the internet as a delivery mechanism, offer
much lower costs — with services usually free between
users of the same service provider and well below public
switched telephone network (PSTN) prices for calls to
telephones. They have established a substantial market
wherever telephone charges are high, particularly for
international calls. Once again, this represents compe-
tition between, as well as within, markets which were
historically distinct, in this case complemented by com-
petition between platforms.*

User priorities and experience

Consumers, of course, fall into many different groups,
and different types of consumers have different priori-
ties. This leads to substantial market segmentation, two
examples of which are described below.

Residential consumers make most use of voice tele-
phony and (depending on their income and location)
private internet access. Business consumers, however,
have a different set of priorities and different service
needs. Some businesses are highly dependent on high-
quality data communications: banks, for example, rely
on telecommunications networks to operate their ATMs
and validate debit and credit card transactions. Larger
business customers generally lease private circuits from
network operators, i.e. they buy capacity from them
which they can use as they require rather than paying for

4 Some telecoms businesses offer their customers IP telephony in
competition with their own PSTN services.

The APC ICT Policy Handbook / 95



individual communications transactions at the point and
time of use.

Business and private users of telecommunications use
the same networks and service providers, though not
necessarily all of the same services. The commercial
viability of telecoms businesses usually depends on a
mix of both types of customer (although there are also
niche service providers that solely target business us-
ers). High value is, however, attached by operators to
high-usage business customers, and many second
operators entering a market that has been monopo-
listic have focused on serving them rather than the
wider residential market (a business strategy known as
“cream skimming”). The interaction between business
and residential markets, and between other market
segments, plays an important part in business strategy
and market dynamics.

Another instance of market segmentation which is sig-
nificant today concerns the opposite end of the tele-
coms market from large businesses: customers in what

the economist C. K. Prahalad has called “the bottom
of the pyramid” or “BoP".5> BoP customers are the very
poor, who are unable to afford to subscribe to telephone
services or own mobile handsets but who nevertheless
have communications needs which they wish to meet.
These needs have historically been addressed by pub-
lic access facilities such as payphones, and by non-ICT
services such as letters and messengers. The advent of
mobile networks has greatly extended public access op-
tions by enabling access to be provided by small-scale
freelance entrepreneurs (kiosk operators, street-corner
airtime resellers) as well as operating companies. What
public access facilities like these do, in market terms, is
aggregate the small (and unprofitable) units of demand
generated by those with low incomes on a scale which
makes non-subscribers commercially viable for network
and service providers. In doing so, they have developed
another telecommunications market segment — one that
is of particular interest to those concerned with access
for the poor, such as APC.

5  See his study The Fortune at the Bottom of the Pyramid
(Philadelphia: Wharton School Publishing, 2005)
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Chapter 16

Lead author

As described in Chapter 15, the responsibility for man-
aging the telecommunications sector has been trans-
formed during the past twenty years.

Until twenty years ago, in most countries, telecoms
services were provided by state-owned monopolies.
Government departments were therefore responsible
for both policy concerning telecommunications and for
its implementation, for the management of networks
and the delivery of services. Usually, these departments
were responsible for postal services as well as telecom-
munications. Often, but not always, there was some
separation of responsibilities, with network management
and service delivery devolved to a parastatal entity, and
postal services were often separated from telecommuni-
cations in the run-up to the telecoms restructuring dis-
cussed in Chapter 15."

The situation is very different in a market that is largely
liberalised and privatised. In today's markets, there is
a clear separation between policy making for the ICT
sector — which is the responsibility of ministries of com-
munications, or of information technology — and the
operation of telecommunications networks — which is
a matter for (mostly private) operators. Even where the
state still owns all or part of a network operator, this is
often managed by a private sector investor or manage-
ment contractor. In between policy and operations, in al-
most every country, stands a regulatory authority which
is responsible for overseeing market development and
behaviour. In most countries, liberalisation of the mar-
ket was accompanied by the establishment of a sector-
specific telecommunications regulator. In recent years,
a number of governments have brought together tele-
communications, broadcasting and other communica-
tions regulation into a single entity, usually called a “con-
verged regulatory authority”.

The relationships between these three tiers of telecoms
sector management and service delivery can be de-
scribed as follows:

Government — in the form of a communications min-
istry — takes responsibility for deciding policy.

The regulatory authority has responsibility for imple-
menting policy and for applying established regula-
tory and competition principles.

1 This chapter includes material drawn from the author’s lectures for
Strathclyde University and elsewhere.

Operators have responsibility for providing service to
customers on terms permitted by law and regulation.

There are two critical relationships in this chain of au-
thority: that between ministry and regulator (policy and
regulation) and that between regulator and operator
(regulation and operations).

The relationship between policy and regulation is a com-
plex one, and the boundaries between the two responsi-
bilities can be blurred.

Policy has been defined in the online encyclopaedia
Wikipedia as “a deliberate plan of action to guide deci-
sions and achieve rational outcomes. The term, it adds,
“may apply to government, private sector organisations
and groups, and individuals. Policy differs from rules or
law. While law can compel or prohibit behaviours, policy
merely guides actions toward those that are most likely
to achieve a desired outcome!? Nevertheless, policy is
generally put into practice through legislation which pro-
vides a framework for regulating the conduct of citizens,
businesses and other actors in society.

Regulation, by contrast, is essentially instrumental, fo-
cused on translating the objectives of policy decisions into
practical measures which achieve their purpose. Where
policy making is primarily a matter of political decision
making, regulation is much more technocratic, concerned
with identifying the most effective ways of achieving the
objectives which policy makers have agreed. This is done
primarily through rules and regulations, and by decisions
about specific circumstances which arise in which those
rules and regulations must be interpreted.

The relationship between policy making and regulation is
illustrated in Table 16.1.

The primary interface between policy making and regula-
tion occurs at the level of strategic design — the trans-
lation of policy into regulation. However, ownership of
different spaces in the policy and regulation process is
often contested between ministries and regulators. This
tension can be constructive or destructive. Where there
are persistent differences of view between ministries and
regulators, these can destabilise the regulatory process
and undermine the confidence of investors, network and
service providers, and consumers.

2 Wikipedia “Policy” accessed 24 October 2009
en.wikipedia.org/wiki/Policy
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Policy making Regulation

Primarily political Primarily technocratic

Objectives — what is to be achieved

Priorities — what can be achieved
in practice

Overall strategy — how it is to be
achieved

... Is implemented

... leading to legislation which ... T e

Detailed strategy —
how it is to be achieved

Implementation —
how it is delivered

Regulation can be described as intervention by govern-
ment in a market in order to adjust the terms on which
that market works. This intervention may be to prevent
the natural development of a competitive market (as with
state-imposed monopoly), to facilitate the creation and
maintenance of a competitive market (as with liberalisa-
tion and much competition regulation), or to ensure that
the competitive market delivers products and services
to consumers in particular ways (as with regulation for
universal access).

Regulation of some kind is to be found in many (prob-
ably most) markets in most countries. It takes three basic
forms:

Technical standardisation, which establishes a
common and legally enforceable platform for all
businesses within a sector or across the whole of
business — for example, the rules governing electri-
cal power supply or company accounting.

Public policy regulation, which seeks to achieve ob-
jectives because they are believed to be in the pub-
lic interest — for example, legislation which controls
the supply of particular goods and services, such
as alcohol, pornography and gambling.

Competition regulation, which seeks to create and
maintain fair competitive relationships between busi-
nesses, and between businesses and consumers.

Telecommunications regulation includes all three of
these purposes. Technical standardisation is managed
at a number of levels — global, regional and national —
often through separate standards agencies (and with
increasingly powerful influence from manufacturing com-
panies). Public policy regulation includes issues such as
universal service/access provision, which requires busi-
nesses to do things that they would not choose to do in
normal market conditions. However, the term “telecom-
munications regulation” is often used primarily to refer to
competition regulation.

In most industries in most countries, the promotion and
maintenance of competition is legislated through Com-
petition Acts and is managed by general competition
regulators. (Some countries do not have general compe-
tition legislation but have incorporated standard compe-
tition provisions in their telecommunications acts.)

In telecoms, almost every country has chosen to estab-
lish a separate regulator with specific responsibility for
telecoms rather than relying on the general competition
law authority to regulate the sector. There are two main
reasons for this.

One is that some aspects of telecoms are highly spe-
cialised — for example, the allocation and management
of the frequency spectrum, and the oversight of inter-
connection between telecommunications networks.

The other, which is more important, is the legacy of
monopoly. Competition law and competition regula-
tors aim to maintain competition where it already ex-
ists, through rules and regulations which are designed
to create a “level playing field". Telecoms, however,
has historically been provided by monopolies. It would
be very easy for a former monopoly company (often
called an ‘“incumbent”) to prevent market entrants
from gaining a foothold in the market, for example, by
denying them interconnection or by charging unrea-
sonably high prices for it. When the telecoms market
is liberalised, therefore, i.e. when competition is first
permitted, regulators need to take active steps to con-
trol incumbents and support market entrants, rather
than relying on a “level playing field”.

As a result, the experience of telecoms regulation can be
divided into two distinct phases:

In what might be called the “liberalisation phase”,
the main role of the regulator is to promote com-
petition and bring the market to the point where
competition has become established. In this phase,
regulators actively promote market entry and ex-
ercise strong controls over incumbents and other
companies with a dominant position in the market
(see the section on market dominance below).

Later, once competition is generally established,
the main role of the regulator becomes much more
like that of a general competition law authority, us-
ing competition principles to maintain competition
and focusing attention on residual areas of “market
failure” where competition has not yet come into
play. This is sometimes referred to in this handbook
as the “competition phase”.

The World Trade Organisation’s Agreement on Basic
Telecommunications Services (the BTA) establishes rules
for competition in international and national telecoms
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and promotes open (international) investment in tele-
communications markets. Governments make commit-
ments to attain specified levels of liberalisation within
particular timeframes. The great majority of global tele-
coms traffic takes place within or between countries that
have signed the Agreement.

The Agreement includes a Reference Paper on Regu-
lation which sets out basic rules or guidelines for tele-
coms regulation. Although the Reference Paper formally
applies only to countries which have signed the BTA, it
has in practice become an industry-standard set of mini-
mum requirements for regulation. Its rules or guidelines
represent, therefore, global consensus on aspects of
telecoms regulation. They require adherence to six basic
principles, which are all considered later in this chapter.
These six principles are that:

There should be a regulatory body independent of
operating companies.

There should be safeguards to prevent anti-com-
petitive behaviour.

Licensing criteria should be publicly available and
transparent.

Regulation should provide for interconnection be-
tween major operators.

It should apply any universal access obligations
which are agreed in a way which is transparent and
neutral between operators.

It should allocate scarce resources (such as num-
bers and spectrum) fairly between operators.

The WTO Reference Paper specifies that telecoms
regulators should be “independent” of operating com-
panies. The reason for this is simple enough. Regulators
must manage the terms of competition between regu-
lated companies. Competitors are unlikely to think that
they do so fairly if they are accountable to one particular
communications business.

The WTO Reference Paper does not say that regulators
should be “independent” of governments, but many people
in the industry think that it is also better for them to be as
separate as possible from ministries and other official gov-
ernment agencies. There are two main reasons for this:

In many countries, the government still owns part
or all of at least one telecommunications company.

Consistent regulation is needed in order to achieve
the confidence of investors, operators and consum-
ers. Ministries are less knowledgeable about the
market, and their involvement in regulatory deci-
sions can undermine the authority of regulators and
therefore confidence in markets.

In most countries nowadays, regulatory authorities are
made up of commissions, in which a number of people
— usually non-executives appointed by the government —
make decisions on the basis of recommendations put to
them by the regulatory agency's chief executive and perma-
nent staff. Some countries include representatives of con-
sumer groups within regulatory commissions, while others
have established consumer committees to provide advice
and monitor the impact of decisions. Many, however, do
not have any direct consumer or civil society involvement.

Achieving the right balance between policy makers/min-
istries and regulators has proved difficult in many coun-
tries. The aim has usually been to ensure that ministers
set the overall framework for the communications indus-
try, the targets that are to be achieved and guidelines for
regulatory action. The powers and authority of regulators
are set out in legislation. Regulatory bodies are expected
to use the powers granted to them in this legislation to
achieve the objectives that have been set for them by
ministers. Their decisions may take the form of published
regulations or be based on interpretations of the rights
and obligations companies have within their licences.

In some countries, however, difficulties have arisen over
this separation of powers, particularly where regulators
take decisions with which ministers disagree. The un-
certainty that results from this can be a disincentive to
operating companies and potential investors, who value
the consistency and predictability of regulation highly
when making investment decisions. Similar difficulties
can arise if it is relatively easy for operating companies
to challenge regulators’ decisions through the courts.

The following sections of this chapter look in turn at the
most important issues which are dealt with by telecom-
munications regulators today. The chapter then con-
cludes with a section on new issues arising as a result
of convergence. Some specific issues which concern
regulators, such as universal access and the relation-
ship between the internet and telecoms networks, are
covered in separate chapters.

Competition regulation is principally concerned with the
establishment and maintenance of competition. The un-
derlying premise — which is more generally accepted in
telecoms than in other network utilities such as power
and water — is that competition is strongly beneficial to
consumers. Experience in telecoms shows that it has
generally led to lower prices and to improved quality and
variety of service.

As noted earlier, the role of regulators changes as mar-
kets become more competitive. In the “liberalisation
phase”, described above, it is most concerned with
opening up the market, which often requires regulators to
impose much tighter controls on “incumbent operators”

The APC ICT Policy Handbook / 99



than on market entrants. This is known as “asymmetric
regulation”. Once a market becomes competitive, the
regulator's role focuses on the maintenance of fair com-
petition, as in other business markets.

Competition in telecoms is complex, however, including
not just competition between service providers to pro-
vide service to end-users, but also competition at differ-
ent stages within the supply chain, both amongst and
between network operators and service providers. The
need for networks to be interoperable and to intercon-
nect also means that relations between businesses in
the market are often both competitive and cooperative.

Market dominance

A key concept in deciding whether competition has be-
come established is that of “market dominance” or “stra-
tegic market power”.

A company is considered to have dominance in a market
if it is able to determine the outcome of competition ir-
respective of how its competitors behave. A company in
this position is able to play the market to its own advan-
tage, and to put its competitors out of business, unless
regulated to prevent it doing so.

Market dominance can be achieved through market
share: a company which has, say, a 40% share of
any market is very likely to have dominance, certainly
so if none of its competitors has a market share of
more than 10%. All incumbent telecoms operators
have market dominance at the time of liberalisation

because, at that point, they have 100% of the avail-
able market.

Market dominance can also be achieved through control
of critical or essential facilities, for example, particular
points within the supply chain required to provide cus-
tomers with what they want. Figure 16.1 illustrates a
typical international telephone call.

In this case, there are two places where a single busi-
ness controls essential facilities: the point of entry into
and exit from the national telecoms market (the “inter-
national gateway”); and ownership of the subscriber’s
access to competing national infrastructures (the “last
mile” or “local loop”). The company or companies con-
trolling these “bottlenecks” can dictate terms to the rest
of the supply chain. Incumbents tend to retain control of
these essential facilities even while the rest of the sup-
ply chain becomes competitive — in the case of the local
loop because of the high costs of establishing alterna-
tive infrastructure; in the case of international gateways
because they have often been given extended monopoly
rights over them by governments and regulators.

Regulators have used two main approaches in dealing
with market dominance.

In general, they have made use of stronger powers when
dealing with dominant companies than with their com-
petitors. In particular, they have used what are known as
ex ante powers, i.e. powers to prevent dominant com-
panies in advance from behaving in particular ways (as
opposed to ex post powers which punish companies
for infringements after the event).® Ex ante powers are

Figure 16.1: A typical international telephone call
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3  Exanteis Latin for “beforehand”; ex post for “afterwards”.
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necessary where companies are dominant because they
are able to act in ways which can quickly destroy their
competitors’ businesses.

Some regulators have addressed the local loop bottle-
neck by requiring dominant operators to “unbundle” the
local loop, i.e. to allow their competitors physical access
to their local loop networks and the opportunity to mar-
ket their own services directly to consumers over them.
A simple analogy might be that of competing train com-
panies running services over track which is also owned
by one of them.

In almost all countries, companies require licences to
operate telecommunications networks or to provide tele-
communications services. These licences specify what
“facilities” (i.e. networks and equipment) they can de-
ploy, what services they can offer customers, and how
they must interact with other businesses within the mar-
ket. Licences may also specify their access to scarce
resources such as spectrum and telephone numbers.
Companies pay fees for licences, which may include
both upfront fees, when a licence is awarded, and an-
nual payments. Major licences usually have termination
dates, before the end of which they and their conditions
should be reviewed.

Licences have historically been allocated for different
sub-markets within the overall telecoms market — for ex-
ample, to operate a fixed telephone network, or to build
and operate a mobile wireless network, or to provide
particular services such as paging, payphones or the
internet. These licences differentiate between different
technologies and services.

Recent technological developments, however, mean that
there has been a good deal of convergence and that dif-
ferent technology platforms can now deliver a wider range
of services. As a result, some regulators — including those
in the European Union, in India and in Tanzania — have
moved towards technology- and service-neutral licensing.
Technology-neutral licences, for example, may permit a
company to provide a telephone service without specify-
ing that it has to use a fixed network or to use a particular
wireless technology to do so: that choice is left up to the
company. (Even here, however, spectrum does need to
be allocated through agreements such as licences, in or-
der to ensure that it is properly distributed and that there
is no interference between spectrum users.)

There are two main types of licence that are awarded:
Individual operator licences
Class licences (or general authorisations).

Individual operator licences are specific to one opera-
tor or company. They are used primarily where the num-
ber of licences in the particular market is limited, where

there is likely to be market dominance, or where spe-
cific resources need to be allocated — for example, in
the mobile cellular sector, where typically there are no
more than five operators in a country, each making use of
radio spectrum. Class licences or general authorisations
set out identical terms of operation for all businesses
operating in a particular market segment, for example, in-
ternet service providers (ISPs), without attaching those
licences to a specific company.

There is a trend now in favour of replacing individual
operator licences with general authorisations wherever
possible, as this simplifies regulation, helps to ensure a
level playing field, and is more flexible in handling techno-
logical and market change. This principle is fundamental,
for example, to the new framework for communications
regulation which the European Union agreed in 2003.

Different countries have also used different approaches
to choosing who should have a licence. In the case of
general authorisations, it is not usually necessary to
choose: licences can be granted to any business that
wants one, with market competition deciding how many
companies will survive. This is often the case, for exam-
ple, with ISPs. Where the number of licences is limited
— for example, in the mobile sector — they are usually
awarded through a competitive tendering process. This
may take account of both the amount of money that bid-
ders offer and their investment plans (for example, the
extent to which they will roll out services to rural areas).

There are two main scarce resources in telecommunica-
tions: spectrum and numbers.

Spectrum is the radio frequency required to provide ser-
vices through wireless technologies (see Chapter 9 for a
description of spectrum). Spectrum is not just required
by telecommunications companies. Radio and television
broadcasters also use spectrum, as do the police and
military authorities. The allocation and management of
spectrum therefore reach well beyond the telecom regu-
lator's own responsibilities. In many countries the secu-
rity services play an important role in dictating spectrum
use; or there may be a separate spectrum regulatory au-
thority. The International Telecommunication Union (ITU)
also manages the rules governing the international al-
location of spectrum, which are intended to maximise its
use while minimising cross-border interference.

Spectrum can be allocated in many ways. In some cases
high fees have been charged for spectrum, while in oth-
ers it has been allocated at little or no cost in order to
encourage new investment. Some countries allocate
spectrum through an auction, or allow it to be traded by
those to whom it has been allocated. In other countries,
much more rigid rules apply. The key competition prin-
ciple where spectrum is concerned is that, however it

The APC ICT Policy Handbook / 101



is allocated, every competing operator that could make
use of it to provide a particular service should be able to
take part in the allocation process on equal terms.

Numbers are the other scarce resource in telecommunica-
tions. At first sight this may seem strange, since there is an
infinite number of numbers. However, only a limited number
of these can readily be used, for two reasons. People can
only hold a limited number of digits — ten or so — in their
short-term memories when dialling. More importantly, num-
bers have to be allocated in blocks which indicate what
type of number they are — for example, local numbers, in-
ternational numbers, mobile cellular numbers, premium rate
numbers — and so what charges users can expect to incur
by using them. There are international norms for numbering
just as there are international rules for spectrum.

The number of numbers required is constantly growing,
because of the wider range of services that are being
offered. Every country needs a numbering plan that is
capable of managing this number growth over a signifi-
cant period of time.

Numbering raises two main issues from the point of view
of competition regulation:

Firstly, numbers need to be available to all competi-
tors on equal terms, just like spectrum. Managing
the numbering system can be very advantageous
to an incumbent, and regulators have taken this re-
sponsibility away from them.

Secondly, more and more regulators are recognising
that leaving the ownership of numbers in the hands
of operators inhibits competition. If a subscriber —
for example, a small business — has to change its
telephone number when it changes service provider,
it can incur significant transaction costs: business-
es, for example, must advise all their suppliers and
customers, change their headed paper, repaint their
vans, etc., and even then are likely to lose business
because some of their customers will not notice.
Regulators can deal with this by introducing num-
ber portability, i.e. making the subscriber rather than
the operating company the owner of a number, so
that the subscriber can “port” (take) the number from
one service provider to another. Number portability is
increasingly regarded by regulators as an important
mechanism for making telecommunications markets
work effectively for the consumer.

Interconnection is essential in competitive communica-
tions markets. Many regulators think that it also poses
the most difficult regulatory challenges.

It would be possible to have competing telecommuni-
cations businesses without interconnection. However,
this would be far from optimal. Without interconnection,

customers of company A would only be able to talk to
customers of company A, not those of companies B, C
and D. In practice, in such circumstances, most people
would need to have several telephone lines in order to
be able to communicate with all those that are important
to them. An incumbent operator that refused to intercon-
nect could prevent market entrants getting established
in the market — at least in markets that already have a lot
of subscribers.

The core principle of interconnection is that everyone
should be able to communicate with everyone else, ir-
respective of which network they subscribe to. There are
two main requirements for achieving this:

Competing networks must be interoperable, i.e.
the equipment in all networks must be capable of
working together, preferably so well that custom-
ers are unable to tell if any interconnection between
networks is taking place. This is largely a matter of
technical standards.

Accounting arrangements must be in place to en-
able companies to pay one another for access to
each others’ “facilities” (infrastructure). In order to
be fair, these accounting arrangements should be
based on the costs incurred in using those facili-
ties. Ideally, they should ensure that the owner of
the facilities concerned charges its competitors the
same “wholesale” rate for their use as it charges its
own “downstream” or “retail” business. This is par-
ticularly important in the early days of competition,
because at that time interconnection charges are
likely to make up the majority of a market entrant’s
costs.

Regulators also need to ensure that competitors can
gain access to facilities on the same non-financial terms
as their owner provides them to its own retail arm — for
example, to ensure that interconnection is not unduly
delayed.

These principles of interoperability and accounting apply
not just within national telecommunications markets, but
also between national and international networks — for
example, between national operators and the operators
of submarine cables and international satellites.

The technical and accounting arrangements involved
in interconnection need to be included in contractual
agreements. Most regulators prefer interconnection
agreements to be negotiated directly between operat-
ing companies, and to intervene only when necessary.
However, it is very difficult to get accurate costs and
to ensure that fair rates are being charged. Regulators
therefore often have to intervene in interconnection dis-
putes in order to ensure fair market outcomes.

Enabling fair interconnection is one of the most difficult
challenges facing regulators. Many have found it neces-
sary to use substantial powers to require detailed ac-
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counting information from incumbent or dominant com-
panies. The most important issue here concerns the cal-
culation of the costs which are appropriate. Incumbent
operators usually prefer to calculate these on the basis
of historic costs, i.e. what it cost them to put the existing
network in place. However, new technology has made
network deployment much cheaper than it used to be.
Most regulators would prefer to use “long-run incremen-
tal costs”, which are based on the costs which would be
incurred if the network were built today, using the most
efficient available technology. These are the costs which
interconnecting operators would incur if they chose to
build their own infrastructure, and so provide the most
appropriate market signals to such operators as they
contemplate investments.

Many regulators have felt it necessary to require struc-
tural changes in the way that incumbent and market-
dominant companies account for their activities or or-
ganise their business. Such businesses have often been
required to introduce “accounting separation” for differ-
ent parts of their telecommunications business, in par-
ticular to account separately for wholesale business (i.e.
transactions with other telecommunications networks
and service providers) and retail business (i.e. the pro-
vision of service to end-users). This enables regulators
to examine whether a dominant operator is favouring
its own retail business over its competitors. Account-
ing separation is also often required between different
types of service provision, for example, between fixed
and mobile services, telephony and ISP business, and
regarding niche markets such as private circuits leased
to business customers. In extreme cases, regulators may
choose to impose “structural separation”, i.e. to require

Open access

The term “open access” is used to describe the pro-
vision of non-discriminatory access by all competing
operators (network owners and service providers) to
infrastructure that is owned by one of them (or by an
independent infrastructure owner). Non-discrimination
in this case means that all participants in the market
should be able to obtain infrastructure capacity on the
same terms and at the same prices as one another,
including any “downstream” business owned by the
infrastructure owner. The latter, in this case, is someti-
mes described as acting as a “common carrier”.

APC and other organisations have argued for the appli-
cation of open access principles to submarine cables
serving Africa, in order to ensure that the cost reduc-
tions resulting from cable deployment are passed on to
end-users through competition between the different
telephone companies operating in national markets.

businesses to break up into entirely separate companies
responsible for fixed and mobile or for wholesale net-
works and retail service provision.

Regulating prices

In the monopoly period, governments often sought to
control the prices of telecommunications services. As a
result, by the time they began to liberalise telecoms mar-
kets, the price structure for telecoms services bore little
relationship to costs. Typically, high prices for national
long-distance and international calls subsidised low
prices for telephone connection and subscription and
for local calls, as illustrated in Figure 16.2.

This monopoly era pricing model was sometimes justi-
fied by the argument that international calls could subsi-
dise local infrastructure development. In practice, how-
ever, this rarely happened. In most developing countries,
national infrastructure was not extended into rural areas
while, because so few people owned their own tele-
phones, low subscription charges benefited businesses
and those rich enough to afford a line rather than the
poor who could not do so.

Cross-subsidies like those in Figure 16.2 are not sus-
tainable in a competitive market. If they are maintained,
market entrants will target high-profit market segments
(long-distance and international calls) and undermine
the viability of incumbent businesses. Cross-subsidies
therefore have to be removed through a process known
as “rebalancing”. In practice, the introduction of compe-
tition and the rapid development of new and cheaper
technology have meant that most costs have fallen sub-
stantially as a result of liberalisation, and so rebalancing
has not necessarily led to price increases. In addition,
because almost all new subscriptions in developing
countries are for mobile lines, rising costs for fixed-line
subscriptions have had little impact on the costs in-
curred by ordinary citizens.

Figure 16.2: Monopoly era cross-subsidies
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Telecoms regulators do not generally wish to regulate
prices. Their aim is to achieve enough competition for
the market to set price levels which are broadly related
to the costs that businesses incur in running networks
and providing services. These prices to consumers are
known as “retail prices”. Regulators have been more
concerned to regulate “wholesale prices”, i.e. the prices
which network operators charge to other companies for
access to their networks (see the section on intercon-
nection above).

There are, however, cases in which retail competition
does not arise, either because there are too few people
to sustain a competitive market or because market en-
trants are finding it difficult to become established. In
these cases, regulators may intervene to cap prices to
consumers or to bring them down to a level like that
which might arise if competition were fully established.
Some regulators have done this by requiring any tariff
changes to be approved by them in advance. Others
have introduced a “price cap” approach, in which they
require companies to make reductions in real (i.e. post-
inflation) prices every year. The aim of these forms of
price regulation is, in essence, to reduce prices to the
level which would arise in a competitive market, i.e. to
act as a surrogate for competition.

As discussed earlier, the main purpose of regulation dur-
ing the liberalisation phase is to promote market entry
so that competition becomes established in as many
areas of the telecommunications market as possible.
Sector-specific regulation to promote market entry is
only required so long as markets are monopolistic. Once
they become competitive, telecoms regulators are able
to use the general principles of competition law which
apply to other business sectors in countries that have
full competition legislation. Sector-specific regulation is
then only required in areas of the market that are not yet
properly competitive, or where there are sector-specific
aspects of the market (like spectrum, numbering and in-
terconnection) to be taken into account. The introduc-
tion of the new communications regulatory framework in
the European Union in 2003 is a good example of this
transition in practice.

The principles of competition law are built around en-
suring fair competition between different participants in
the market. Although almost all communications markets
can become competitive, especially as new operators
meet suppressed demand for services, some will prob-
ably always have only a few competing operators. This
is likely to happen either because demand is low (e.g. in
remoter, rural areas with low populations), because of
high capital costs (e.g. in fixed network infrastructure),
or because of technical limitations (such as available
spectrum). Markets with few operators are called “oli-

gopolies”, and may exhibit some monopoly characteris-
tics which still require regulatory intervention. Regulators
will be particularly careful, as in all competitive markets,
to prevent operators forming “cartels”, i.e. agreements
to fix prices against the consumer interest. (This kind of
regulation is known as “anti-trust” in the United States.)

More generally, in applying competition law, regulators
are especially concerned to prevent businesses with
substantial market power from exploiting this in order to
gain an unfair competitive advantage over smaller rivals
— for example, by predatory pricing (pricing goods below
cost, in order to make it impossible for other companies
to stay in business). Therefore, even when competition
becomes established, regulators need to continue to
monitor strategic market power and intervene when it is
used against the consumer interest.

Convergence has altered communications markets in
many ways, particularly by adding new types of hori-
zontal business integration to the vertical integration of
networks and services which has always played a part
in telecoms markets. For example, convergence enables
service providers to bundle groups of services together
for business or residential customers — as in the “triple
play” provision of telephony, internet and cable televi-
sion, and raises the possibility of horizontally integrated
businesses cross-subsidising entry in one market from
profits in another (e.g. using an established position
in telephony to leverage entry into the ISP market). In
some countries, companies which have historically been
uninvolved in communications — such as other utilities
and supermarket chains — have established telephony
and internet businesses. They, too, can potentially lever-
age their position in one market in order to benefit their
position in another, posing further regulatory challenges
which require cooperation between communications
regulators, those responsible for other utilities and gen-
eral competition law authorities.

An increasing number of governments are addressing
the challenges of convergence by establishing con-
verged regulators, responsible for the communications
sector as a whole, rather than just for telecommunica-
tions or for broadcasting. In some cases, such as the
United Kingdom and South Africa, these new regulators
draw together into one authority the personnel and pow-
ers that were previously vested in separate agencies for
telecommunications, broadcasting and spectrum man-
agement. In others, notably in Malaysia and Singapore,
an entirely new regulatory agency has been created,
supported by new legislation which is concerned with
the information technology sector as a whole.

New arrangements for converged regulation are particu-
larly appropriate where there has been a move towards
technology- and service-neutral regulation, and/or where
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the aim is to achieve a market in which any consumer
can use any platform, service and network to access
any content (as in the European Union). However, there
remain substantial differences in concept and practice
between, on the one hand, economic and technical
regulation, which has been the main purpose of tele-
communications regulation, and, on the other, content
regulation, which has been much more prominent where
broadcasting is concerned. Few people within regula-
tory agencies have expertise in both economic and con-

tent regulation, and so these issues usually continue to
be handled separately.

A few small countries, like many of the individual United
States, have long had “public utility commissions”, which
regulate both communications and utilities such as pow-
er and transport. This saves some administrative costs,
and enables some sharing of expertise in areas like the
cost of capital, but the distinctiveness of the communi-
cations sector means that it has not been newly adopted
in the new communications environment.
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Chapter 17

Lead author

The word “access” is used to describe two different is-
sues in telecommunications:

Firstly, it is used to describe access by service
providers to the infrastructure owned by network
operators, including their competitors. This is the
sense, for example, in which it is used in the term
“open access” (see Chapter 16).

Secondly, it is used to describe access by end-us-
ers to networks and services. It is this sense which
applies to the term “universal access” and which is
discussed in this chapter.

The terms “universal service” and “universal access” are
used to describe policies which seek to ensure that af-
fordable communications services are available to every-
one within a country, throughout its territory and at all
income levels. Achieving them therefore requires both
network availability and affordability.

The distinction between the two terms is as follows:

“Universal service” refers to the availability of af-
fordable communications services for all citizens on
a personal basis (within the home or through per-
sonal ownership).

“Universal access” refers to the availability of af-
fordable communications services for all citizens
within the community in which they live but not nec-
essarily on an individual basis.

A comparable difference is that between ownership of
a vehicle (for example, a car or bicycle) and access to
public transport.

Most frequently, the terms “universal service” and “uni-
versal access” refer to the availability of voice telephony.
“Universal service” therefore implies (the right to and af-
fordability of) a telephone in every home or for every in-
dividual, while “universal access” implies the availability
and affordability of a telephone in every street or every
village. However, the terms can also be applied to other
communications services — either other platforms (like
television), other services (like the internet) or higher
standards of service (such as broadband). It is important
to be clear which service or range of services is intended
when the terms are used.

Near-universal access to telephones was first achieved
in the United States in the 1950s, when teledensity
reached over 75% (see the box below on measuring
access for a cautionary note on teledensity). Western
Europe reached similar rates in the 1980s. Until the late
1990s, however, teledensity rates in developing coun-
tries remained low, with those in the lowest-income
countries rarely exceeding 1%.

These low access rates in developing countries reflect-
ed two things:

The high cost of telephone services in relation to
household income

The fact that fixed telephone networks rarely
reached beyond urban areas and the corridors be-
tween them, leaving much of national territory un-
served.

Most people could not afford to own telephones or sub-
scribe to telephone networks, and most rural areas were
in any case beyond their reach.

The most common way of measuring access has been
“teledensity”, i.e. the number of telephone lines per
100 citizens. This has been adapted to measure other
communications resources, such as computers and
the internet.

Teledensity and similar measures are crude approxima-
tions because they really measure ownership of equip-
ment (such as telephones and computers) rather than
access to them. In developing countries, many people
still access telephones through public facilities (such
as payphones or street kiosks). Teledensity therefore
measures ownership rather than use of telephones;
and ownership of telephones, like that of other con-
sumer goods, is highly dependent on income. Even
where ownership is concerned, teledensity and similar
measures are affected by factors such as household
size. They therefore need to be used with caution.
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The biggest change in telecommunications access has
resulted from the introduction of mobile cellular net-
works — in the 1980s in Europe but particularly in the
1990s in Asia and since the late 1990s in Africa. Three
factors have enabled mobile networks to transform the
access context in developing countries:

Mobile networks are much cheaper to deploy and
so it has been possible to extend them on a com-
mercial basis into rural, even remote rural areas.

Mobile phones are much more flexible than fixed
phones, and have made it much easier for small en-
trepreneurs to set up business as access resellers,
formal and informal.

Mobile phone companies have introduced more
user-friendly payment options, particularly prepaid
tariffs which make it much easier for those on low
incomes to manage their telephone expenditure.

The impact on teledensity rates in developing countries
has been dramatic, typically raising those in Africa from
around 1% to around 25% in the decade from 1997 to
2007.

The large majority of people worldwide now make use
of either privately owned or public access telephones,
including the majority in remote and rural areas and low-
income communities. However, there are still some ar-
eas in which telephone access is not yet available, and
these may be the subject of universal access policies
and funds (see below).

It should be noted that the rapid growth in telecoms use
is not always recognised quickly enough by commen-
tators. One figure that is still sometimes quoted, even
in 2007, suggests that “there are more telephones in
New York than in Africa” This was probably true in 1995,
when it was first cited, but has long been wholly incor-
rect. In this rapidly changing area, it is crucially important
to keep statistics up to date.

As telephone ownership has become widespread and
telephone use near universal, the debate about universal
access has moved on to other services and higher quali-
ties of service. In particular, much discussion now cen-
tres on achieving universal access to the internet and on
the extension of broadband facilities throughout national
territories. At present, mobile networks do not offer the
same level of access to the internet that can be offered
by fixed networks. However, new wireless technologies
are constantly being developed and, as the first decade
of the 21st century draws to a close, there is increasing
belief within many telecommunications businesses in Af-
rica that mobile networks will provide the main means of
access to the internet on that continent in the medium
term. The potential of new mobile technologies is dis-
cussed in Chapter 14.

A simple model is often used to describe the develop-
ment of communications access. Although this model is
usually used for voice telephony, it is equally appropriate
for considering access to the internet or broadband. The
model centres on the diagram in Figure 17.1.

Market efficiency 1Ue access gap

. . gap
Socio-economic
reach

Commercially
feasible reach

Requires
support

Geographical reach

In this diagram, the horizontal axis represents the terri-
tory which is covered by telecommunications networks,
while the vertical axis represents the population which
can afford to make use of telephone services. The space
within the diagram is made up of three areas. In the bot-
tom left hand corner is the area of high population densi-
ty and higher-income citizens which has historically been
well served by telecommunications companies. Beyond
this lie two areas which are unserved:

The “market efficiency gap” covers the area which
is still unserved, but in which services would be
profitable (and in which capital costs could be re-
covered) if networks were extended to them.

The “true access gap” covers the area in which
services cannot be provided profitably, and in
which subsidies will therefore be required if ac-
cess is to become available.

At the top right-hand corner of the diagram lie those fur-
thest from telephone access and most difficult to reach:
the poorest people living in the most remote locations.

In the past decade, two developments have moved the
boundaries between these three areas of access and
potential access. Wireless technologies have made it
cheaper to deploy networks and so moved the horizon-
tal axis boundaries towards the right of the diagram.
Competition has lowered prices and so moved the ver-
tical axis boundaries towards the top of the diagram.
As a result, telephone service is now available in many

1 Variations on this diagram have been used by the World Bank (this
example), the ITU and other agencies.
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more geographical areas and affordable to many more
people, and the area covered by the “real access gap”
is much smaller than it used to be. It is this “real access
gap” which is addressed by universal access policies
and funds.

How do people use telephones and how much do they
spend on them?

Spending on telecoms falls into two main categories:

That which has a high return value, either financially
(because it saves on other costs such as transport,
or because it facilitates access to financial help
such as remittances) or socially (because it main-
tains family contact or provides essential informa-
tion).

That which has a low return value, which might be
considered luxury expenditure.

Research suggests that, when telephones first become
available in low-income communities, people use them
most for gaining help at times of crisis and for maintain-
ing contact with family members living elsewhere. Only
the more prosperous and more educated use them sig-
nificantly for business purposes or for communications
with a lower return value. However, this may change over
time, and there is at present too little research about the
way in which the usage patterns of low-income subscrib-
ers and public access users change as people become
more accustomed to the availability of telephones.

SMS (texting) services increase the potential value of
mobile telephony by offering another, cheaper mode of
communication, which can be used both as a substitute
for voice telephony and as a means for mass distribution
of information to subscribers (in effect, a substitute for
broadcasting certain types of content). In some coun-
tries, a very high proportion of mobile telephone traffic
consists of text messages, although this level of prepon-
derance remains exceptional.

Research has suggested that people tend to spend
around 5% of household income on telecommunica-
tions where telephones are available. This figure tends
to be lower in high-income countries, where telephone
(and internet) costs are low in relation to incomes. In
the poorest communities, figures as high as 10% and
more have been recorded. However, these high levels
probably reflect the high value which can be obtained
from telephone use (in saving costs and maintaining
family contact). When assessing telephone use, espe-
cially among the poor, it is important to remember that
what is being bought, when a telephone is used, is often
not telephone use as such but access to something else
(such as family news) which would otherwise incur dif-
ferent transaction costs (for example, transport).

A lot of attention has been paid recently to “bottom of
the pyramid” or “BoP” markets — a term coined by the
Indian economist C. K. Prahalad. BoP markets are those
serving the very poor, who are unable to spend signifi-
cant sums of money and who have often been consid-
ered commercially unviable by large companies, includ-
ing telephone companies.

The key to reaching BoP markets lies in enabling the
poor to buy very small amounts of a product or service
and aggregating these very small amounts in a way that
makes them commercially viable. The poor have always
been served in this way by street traders breaking down
the quantities in which products are commercially sold —
for example, selling individual cigarettes.

Mobile phone networks have been able to reach BoP
markets in a number of ways that previous telephone
networks could not achieve:

Street traders in most developing countries offer
people the opportunity to buy telephone access in
small units when and where they want it. Access
does not depend on telephone ownership and peo-
ple can make their own decisions about how much
or how little they want to spend at any time. The
practice known as “beeping” or “flashing” is also
widespread. This happens when someone rings
another person’s number but hangs up before the
correspondent replies, implying that s/he should
call back. People in poor communities in rural areas
often use this to ensure that telephone charges are
met by better-off relatives living in town.

Some telephone companies have established their
own public assess networks or built franchise sys-
tems based on kiosks and others selling airtime.
At the more substantial end of the spectrum, this
includes various types of “telecentre” (see below),
as well as streetside airtime vendors. One of the
best known public access networks aimed at BoP
markets is Grameen Telecom’s Village Phone pro-
gramme in Bangladesh, an initiative of the com-
mercial mobile phone company Grameen Telecom,
which is partly owned by the microcredit Grameen
Bank. This provides microcredit to existing Bank
customers, mostly women, enabling them to estab-
lish airtime resale businesses in their villages.?

Universal access regulation differs from most communi-
cations regulation because it aims to meet a public poli-
cy objective rather than to promote competitive markets.
Its public policy objective is to enable all citizens to have

2  See poverty2.forumone.com/files/14648_Grameen-web.pdf
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affordable access to specified telecommunications ser-
vices. This objective is pursued because governments
believe that communications access empowers people
and enables them to access greater knowledge and op-
portunity. Governments also believe that widespread
communications facilitate higher levels of economic ac-
tivity and so stimulate national economic growth.

Universal access targets have often been included
in operating company licences. These targets may be
based on teledensity (the number of telephone lines per
100 people) or on geographical reach (for example, the
number and type of communities that have telephone ac-
cess, or the distance that must be travelled to reach a
telephone). However, teledensity targets can often be
reached without significant network deployment in rural
areas. The rapid growth of mobile phone use also means
that such targets have not proved very challenging in
practice.

Universal access funds are funds established to finance
the extension of communications networks into areas
which are not commercially viable — the “real access
gap” in the diagram above. Quite a number of countries
have now established universal access funds and col-
lected money for them, often through levies charged on
the turnover of telephone companies. The main chal-
lenge in distributing these funds lies in ensuring that they
are used only in areas where there is a genuine need
for subsidy. This requires careful analysis of the balance
between capital (or network deployment) and opera-
tional costs (only the former usually require subsidy) and
of changes in demand (areas which require subsidy at
low levels of demand may not require it if demand rises
above expectations).

Some countries have sought to use competitive pro-
cesses to select the providers of universal access net-
works. One method — which was pioneered in Chile and
other Latin American countries in the 1990s — is to use
what are known as “reverse auctions” or “reverse sub-
sidies”. In these processes, the government or regulator
divides areas which are not served by telephone net-
works into lots; identifies the maximum subsidy which
it is prepared to provide to support network deployment
in those areas; and then invites competitive bids from
telephone operators to deploy networks at a lower level
of subsidy than the sum identified. The main advantage
is that this requires bidding companies to make commer-
cial decisions about the level of subsidy required, and so
tends to produce more access for less subsidy. Reverse
auction processes have been considered successful
where there has been sufficient competition between
operators, but may not be so appropriate where only one
or two companies might be able to take part in bidding.

There has been criticism recently that some countries
have not made effective use of universal access funds,
allowing large sums to accumulate unused in govern-

ment bank accounts. One reason for this is probably that
the territorial range of commercially viable mobile net-
work deployment has proved to be far greater than was
envisaged when universal access funds were first estab-
lished. This has led to suggestions that the funds should
be used to support access to the internet or broadband
networks rather than to basic voice telephony.

In recent years, some alternative approaches to infra-
structure deployment have been proposed. The tra-
ditional model of universal access development has
reached out from areas which have established net-
works to areas where networks are not available — from
the bottom left hand corner of the access diagram above
to its top right hand corner. This model assumes that
access provision depends on extending networks out-
wards from areas that are already served, and on large-
scale business models. There are now a few examples
of an alternative approach, in which local or community
access networks are built around local communications
demand and then reach out to establish connectivity
with established national networks.® These examples
usually combine communications with other infrastruc-
ture needs, and draw on development funds or revenue
streams other than those from communications alone.
More research is needed on where they are likely to be
most effective.

Access to the internet is achieved through the telecom-
munications network, and affordable telecoms access
is therefore also a fundamental requirement for internet
access. However, there are a number of additional fac-
tors involved in enabling internet access. These include
individual capabilities and social and economic factors
as well as factors which are inherent to communications
networks.

Internet access can be provided through both fixed and
mobile networks. However, the quality of internet access
— in particular, access to more sophisticated websites
and internet services, and the speed at which they can
be accessed — depends on the amount of available
bandwidth. This is principally affected by four major ele-
ments of infrastructure:

The capacity of available international networks to
deliver bandwidth to the local subscriber network

The capacity of the local backbone network
The capacity of the local access network

The capacity of the subscriber terminal itself.

3 See Section 2 of Amy Mahan and William F. Melody, eds.
Diversifying Participation in Network Development (Lyngby:
LIRNE.NET, 2007) www.regulateonline.org/content/view/1044/63
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Internet access is therefore substantially dependent on
the communications infrastructure that is available and
the terminal devices which it can support. This impor-
tance of infrastructure gives impetus to efforts which are
now being made by many governments and regulators to
extend broadband access throughout geographical ter-
ritories and to facilitate access to it by end-users. This in-
cludes regulatory measures to encourage private sector
investment in broadband backbone networks and local
loop upgrading, and, in some cases, direct investment
by governments themselves in national fibre backbones.

Most internet users in industrial countries now have
access to high-speed broadband networks, offering a
minimum speed of 512 kbps and usually much more,
while subscribers in developing countries typically rely
on dial-up internet access with speeds of up to 64 kbps
(depending on the extent to which access is shared).
The difference in quality of internet access resulting from
this discrepancy is much greater than the difference in
quality of voice telephony between industrial and devel-
oping countries. In addition, the overall subscriber costs
for any significant level of internet use are substantially
lower for broadband users in industrial countries than
they are for dial-up users in developing countries.

Wireless networks provide an alternative means of pro-
viding internet access to mass market. Mobile networks
provide the majority of telecommunications access in
both rural and urban areas of most developing countries.
Although first and second generation mobile networks
and devices were capable of delivering internet access,
their capacity and speed were much more limited than
fixed networks could provide. The screen size of wireless
devices was another limiting factor.

However, two factors have led to substantial rethinking
about future internet access during 2008, particularly in
telecoms businesses in Africa, where fixed networks are
least effective. These are, firstly, the advent of third gen-
eration (3G) and HSPDA* mobile networks, which offer
much higher speeds for internet access; and, secondly,
the increasingly widespread design of web content for
delivery on diverse platforms including mobile handsets.

It seems clear that broadband-capable phones and oth-
er wireless devices will be widely available in Africa long
before fixed networks can offer broadband services. In
societies where mobile phones are now commonplace
but computers rare, many African telecoms businesses
now assume that most Africans will experience signifi-
cant internet use firstly by mobile devices rather than
PCs, and see this as a potential major growth market. By
the end of 2008, considerable effort was being put into
the development of wireless internet applications around
the world. Some within the industry were talking about
the potential for wireless internet in low-income coun-

4 High-speed downlink packet access, an enhanced 3G protocol.

tries as being comparable with the experience of growth
in mobile telephony over the previous decade; and even
about mass internet use in such markets bypassing the
use of computers altogether.

Meaningful access to the internet is also much more de-
pendent on user- and locality-specific factors than voice
telephony. Two main factors are important here for the
individual:

Internet use requires more skills than voice telephony.
Firstly, almost all internet use — including email and
web browsing — requires literacy, which is not re-
quired for telephony. Secondly, as the majority of in-
ternet content is in a small number of European and
Asian languages (particularly English and Mandarin),
much of the content which is available requires liter-
acy in those languages. Thirdly — and the importance
of this is often underestimated when the potential of
internet access is discussed - it requires usage skills
(research and interpretation skills) which enable us-
ers to locate relevant content, assess its reliability and
interpret its meaning for their own purposes.

Internet use requires more financial resources than
voice telephony. Firstly, it requires access to a ter-
minal device capable of delivering internet access
and use in an appropriate form — most usually, to
date, a computer. Money is also required for access
itself (subscription to an internet service provider or
access to a telecentre with internet access), and
for the use of the telephone line over which access
is available (subscription charge and, in the case
of dial-up and telecentre access, usage charge).
Usage charges rapidly grow with the complexity
of internet use: “browsing the web" is much more
expensive than sending a quick email or briefly ac-
cessing a single website.

These factors make internet access inherently more
unequal than access to telephony, with a much more
substantial “digital divide” between the rich and better
educated, on the one hand, and the poor and poorly edu-
cated, on the other. These individual access questions
are not necessarily susceptible to communications sector
interventions. The skills required to increase the value of
internet access are primarily gained through education,
not communications — although experience and training
are important, particularly for services specifically target-
ed towards the poor. The costs of internet access can
be reduced through changes in policy and regulation and
through improvements in infrastructure, but affordability
for the individual will always depend ultimately on income
and on individual or household expenditure priorities.

At a community level, the two key issues here are con-
cerned with access and content. Issues to do with con-
tent are discussed in Section 5 and in Chapter 32 of this
handbook. The following paragraphs are concerned with
access in communities.
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Public access facilities are important for telephony in de-
veloping countries, but even more important for the inter-
net because it is more expensive to use and requires the
use of more expensive terminal equipment. The majority
of people in the United States and the majority of inter-
net users in Western Europe now use the internet from
home. In developing countries, however, a high propor-
tion of internet users access the internet from work (or
places such as universities), or from public access facili-
ties such as cybercafés and telecentres.

The terms “cybercafé” and “telecentre” are inexact. “Tel-
ecentre”, in particular, is used to refer to quite a wide
range of types of facility, from basic telephone kiosks to
multi-purpose locations offering a wide range of ICT ser-
vices, including e-government and e-business services.
However, in general, the term “cybercafé” or “internet
café” is more usually used to refer to a private sector
public access facility, run by an entrepreneur on a com-
mercial basis; while the term “telecentre” is more usually
used to refer to a facility which is subsidised by govern-
ment or a development agency, and which often has a
developmental as well as (or instead of) a commercial
focus. That is the distinction used within this handbook.

Entrepreneurial cybercafés have become widespread
within urban areas in almost all developing countries
over the last five years, and along major transport routes,
but are not yet widespread in rural areas. Their business
model is dependent on fairly high levels of demand, al-
though many cybercafés also offer other services (such
as selling prepaid mobile phone vouchers) within a
broader business portfolio. The rate of growth of cyber-
cafés suggests that they are proving significantly profit-
able in more areas than originally anticipated.

Cybercafés are generally opened in the expectation
of meeting latent demand. Telecentres are more often
opened in the expectation of stimulating demand. Ex-
perience with them has therefore, not surprisingly, been
more mixed. They are strongly supported by some -
such as the Canadian International Development Re-
search Centre (IDRC) — as, in effect, the cutting edge of
ICT4D; while others have been more critical, in particular
of the fact that many have failed to achieve sustainability
without continued subsidy.

The impact of cybercafés and telecentres on local commu-
nities has not yet been adequately assessed. Most studies
which are available have focused on their users rather than
on the communities in which they are located as a whole.
These studies tend to confirm that certain social groups —
the young, the more educated, entrepreneurs — are more
represented amongst users than others, particularly the
poor and marginalised. The location and ambience of fa-
cilities can be important here, particularly where access for
women is concerned. As well as these social groups, many
cybercafés and telecentres gain a good deal of custom
from business travellers, tourists and expatriates.

The extent to which cybercafés and telecentres reach
into the general population is a matter of debate. At
present, the evidence suggests that many are predomi-
nantly used by a relatively small percentage of the local
community. Even high levels of use by individuals can
coexist with low levels of use within the surrounding
community, and more evidence is needed concerning
the use of cybercafés and telecentres by the general
population in their hinterlands. What evidence there is
suggests that stimulating use of such facilities requires
more than simply providing access, and that training and
induction could also make a substantial difference to
both use and impact.
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Section 5
The internet



Chapter 18

Lead author

This chapter briefly describes some of the most impor-
tant issues in internet technology and network manage-
ment. It is concerned principally with how the internet
works, including how it differs from telecommunications
networks, and with some of the technical issues that
arise in discussions of internet services and governance.
The structure of the internet — i.e. the relationships
between different actors in the internet supply chain —
and the services it offers to end-users are discussed in
Chapter 19. Issues of internet management and gover-
nance are discussed in Chapters 20 and 21.

Two things crucially distinguish the internet from other
communications media.

Firstly, it is a packet-based network. In a packet-
based network, data for transmission are divided
into a number of blocks, known as packets, which
can be sent separately from one another and reas-
sembled by the recipients’ equipment. The way in
which a packet-based network transmits informa-
tion between users is, therefore, focused on the
data that are distributed rather than on the connec-
tions between users. In particular, unlike traditional
telephone connections, the links between internet
users do not require a dedicated channel between
users to be set up before communication begins,
or to be continuously open while communication
continues.

Secondly, the packet-based nature of the internet
enables it to function as a network of more or less
independent networks. The internet is defined by
the principles as well as the technology that hold
these disparate networks together into a common
global network.

Technical descriptions of the internet often focus on the
specifics of technology, such as its multilayer stacked
architecture, the interfaces between these layers, techni-
cal protocols, and the bits and bytes that define how the
protocols work at a detailed level. Some of these issues
are discussed in this chapter and/or elsewhere in this
handbook.

While detailed technical discussion is useful in an intro-
duction to network technology, it does not sufficiently ex-
plain the entities that hold the various networks together
in a single internet and which are crucial to understand-

ing internet policy. This chapter is therefore most con-
cerned to describe the logical constructs that make the
network work.

The underlying logical structure comes in two variet-
ies: design principles and organisational constructs.
The chapter describes the constructs briefly, and also
gives a basic overview of the roles of code, protocols
and standards. Firstly, however, it describes the Inter-
net Protocol suite, commonly referred to as TCP/IP,
and the fundamental layered architecture of the internet
(although this architecture is often followed more in the
breach than in actuality).

At a very high level, the mechanics of the internet are
quite simple. Computer systems and other networking
entities (including telephones, Play Station 3 systems
and some household appliances, even refrigerators) can
all be connected to the internet. Each of these named
entities can be found at an endpoint that sits at some
location in the network. When they are connected, each
must have an identity (name/number) which is globally
unique. Specialised systems manage the movement of
messages/data from one named entity to another by
following routes that are usually discovered and select-
ed by the network itself. In short, there are things with
names that live at addresses and which send messages
to one another along routes.

This works because the network is based on certain
principles and uses code based on protocols that have
been standardised. The fundamental protocols are in-
cluded in a suite which is known as TCP/IP. Before de-
scribing them in more detall, it is useful to clarify the role
of protocols, standards and codes within the internet.

The rules which govern the organisation of the internet
are set out in protocols, standards and codes.

The term “standard” is used in a wide range of in-
dustries, to identify technical interfaces and speci-
fications with which the designers of new products
and services must comply. Standardisation has
been particularly important in telecommunications
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networks, especially in enabling the interoperability
of different networks, technologies and equipment.
It gives formal or de facto authority to agreed ap-
proaches to technology development.

Within the internet, the details of addressing, nam-
ing and routing are standardised in what are known
as protocols. A protocol is the set of rules that
determines the format and transmission of data. A
protocol defines a generally loosely ordered set of
instructions and defines the meaning and position
of all of data within a message.

Code is the symbolic arrangement of data or in-
structions in a computer programme, or the set of
such instructions that constitutes instantiation of a
protocol. In short it is code that gives substance to
a protocol and makes it a part of the internet; and it
is code that makes physical hardware interoperate.

There are many protocols used within the internet. Two
sets of protocols are most prominent: the TCP/IP suite
of protocols which enable packet forwarding and data
delivery and are maintained by the Internet Engineering
Task Force (IETF); and the HTTP, HTML and other proto-
cols which underpin the World Wide Web and which are
maintained by the World Wide Web Consortium (W3C).

There are many different ways in which protocols and
standards can be created. While there is no rule that
says that all internet protocols and standards are cre-
ated in exactly the same way, a common process has
often been followed.! Consensus — the achievement of
broad agreement with the absence of strong disagree-
ment — plays a major part in setting internet standards.

In the IETF process involved in the TCP/IP suite of pro-
tocols, most often a need becomes apparent — whether
technical-, service- or business-related — for which there
is no existing protocol, or for which existing protocols
are insufficient. Although this was not always so, a re-
quirements or framework document is often written
before a new protocol is developed to meet the need.
Often a specification for a protocol is written and distrib-
uted through a set of public documents, called Internet
Drafts, to any other person who is interested in a new
protocol. If there is widespread interest in it, especially
in a commercial environment, a decision may be taken
to form a working group to work on the protocol and
to move it in the direction of standardisation. Though a
working group is not necessary, one is often set up.

Once a protocol has been developed it is tested before
it can begin moving towards standardisation. In this
case, testing means that several independent instances

1 This is the model followed by the IETF, which is responsible for
most of the standards that make up the lower layers of the internet.
A full explanation can be found in The Internet Standards Process
- Revision 3 (1996) www.ietf.org/rfc/rfc2026.txt The World Wide
Web Consortium (W3C) uses a different standardisation process.

of the protocol must be created and tested against one
another to demonstrate that they can interoperate. If they
can do so, this is taken to mean that the description of
the protocol is sufficiently clear for unambiguous imple-
mentation. If not, then further clarification is required
before the protocol proceeds towards standardisation.

Since standards are meant to indicate that code imple-
mented in accordance with a standard will work with other
code implemented in accordance with that standard, this
step — the writing and testing of code — has become one
of the most important in the IETF process. As a standard
and its protocol mature through public use it can prog-
ress from being a Proposed Standard to a Draft Standard
and finally to Internet Standard status. These stages of
standard reflect the degree of deployment and testing the
protocol receives in the internet. However, in practice, not
all standards that are in use within the internet go through
this full process; many of those which are widely used are
still, formally, Proposed Standards.

The term often used to refer to the protocol suite used in
the internet, TCP/IP protocols, is a historical reference
as well as a reflection of current usage today. TCP, the
Transmission Control Protocol (RFC 793, Std 007), and
IP, the Internet Protocol (RFC 791, Std 005), were two
of the first three protocols introduced as the new inter-
net developed in 1980/1981. The third original proto-
col was the User Datagram Protocol (UDP, RFC 768,
Std 006). IP, specifically IPv4 (IP version 4), and TCP
still (at the time of writing, mid-2009) handle most of
the network traffic. IPv4 effectively handles over 99.99%
of the traffic at the internet layer. While use of IPv6 (IP
version 6) was still negligible in the internet at this time,
it did figure in some research networks such as CER-
NET2, which is 100% IPv6. TCP handles somewhere
between 90% and 95% of traffic in the transport layer,
depending on where it is measured, with UDP handling
somewhere between 6% and 9% of traffic. There are
also other transport protocols, but these have little us-
age proportionally.

IP provides the central datagram functionality of the in-
ternet. The basic principles involved are both simple and
highly flexible. This is generally felt to have contributed
substantially to the internet’s ability to absorb new tech-
nological opportunities and to innovate in the provision
of services. IP basically encapsulates the datagram, or
packet, with the source and destination addresses as
well as information such as type of service, which gives
an indication of how a packet is to be treated in terms of
priority and queuing, total length of the datagram, “time to
live” of the packet (i.e. how many hops it can take through
the network before it should be discarded), a checksum
for confirming that the information in the header has
not been tampered with or accidentally changed, and a
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protocol identifier that tells the system the identity of the
next encapsulation, most often the value 6 for TCP. There
is also a flags field that gives indications of details such
as whether a datagram can be fragmented into smaller
packets if one of the networks transited requires it, and
whether the packet has been fragmented.

The TCP header and protocol are much more compli-
cated than IP or UPD, and it is still an active object of
research study today. As indicated it is the most com-
mon transport encapsulation. While IP is responsible for
the datagram, hop-by-hop nature of the internet, TCP
is responsible for establishing connections between
two endpoints. UDP, on the other hand, only provides
a minimal encapsulation for those upper layer protocols
that do not require a connection between the endpoints.
TCP is also critical in helping to control congestion in
the network by modulating the sending rate based on
conditions picked up from the connection it establishes.

Both the TCP and UDP encapsulation headers include
information about the source and destination ports. Ports
are internal endpoints that identify the next level encapsu-
lation of the packet, most often an application protocol.
Each protocol has its own defined port, which is defined
by the Internet Assigned Number Authority IANA),? as are
all protocol parameters. Additionally, TCP contains infor-
mation necessary for initiating a connection (sometimes
called a data stream), SYN and ACK indicators, as well
as the window size, an indicator of how much data the
receiver is willing to have sent before the sender must
wait for an acknowledgement that the receiver is willing to
receive more data. This mechanism provides much of the
congestion control mentioned above. The TCP header
also includes sequence numbers so that the receiver can
determine if it received all of the packets that belong to
the stream. Packets can arrive in TCP out of order since
the nature of the IP datagram layer is to send each packet
on as best it can without any consideration of the other
packets in a stream — |IP has no indication of the stream
or non-stream nature of the data it forwards. The TCP re-
ceiver is responsible for ordering these packets on receipt
before passing them on to the next layer.

In the basic explanation of TCP and IP above, reference
is made several times to “layers”. The basic notion of
layers involves the idea that a particular sort of task is
dealt with by one protocol in an ordered set of protocols
called a protocol suite. In contrast to the OSI 7 layer
model, the internet is sometimes discussed as having
four essential layers above the hardware:

2 IANA is responsible for all names and numbers used in the
internet. While dealing with domain names, it is answerable to
ICANN, while in terms of protocol numbers it is answerable to the
Internet Architecture Board (IAB) (see Chapter 20).

An application layer that includes network control
protocols such as DHCP, DNS, NNTP, NTP; internet
telephony protocols such as SIP or MGCP; web pro-
tocols such HTTP and SOAP; email protocols such
as IMAP4, POP3 and SMTP; management protocols
such as SNMP; security protocols such as SSH, SSL
and TLS; middlebox control protocols such as STUN;
and the routing protocols such as BGP and RIP.

A transport layer that includes TCP, UDP, DCCP
and SCTP.

A network protocol layer that includes IPv4, IPv6
and ICMP.

Link layer protocols that allow access to the underly-
ing physical layer such as Ethernet, Wi-Fi and DSL.

The services provided by the internet rely on these proto-
cols and the mechanisms provided by the layered archi-
tecture for progressive encapsulation of data received
from the higher layer protocols.

In addition to the layered structure, several recent devel-
opments have made the actual internet less structured in
practice. There are many occasions where a protocol like
GMPLS, used to control optical networks using an IP-
based control mechanism, is overlaid by IP, which in turn is
overlaid by MPLS (used to create virtual private networks
or VPNSs), which is in turn overlaid by the rest of the TCP/
IP stack. Such layer inversion and layer stacking become
more prominent as the complexity of the interconnect in-
creases. Protocols like MPLS and IPSec (IP security pro-
tocols) create tunnels through the internet that make many
of its traditional elements based on strict layers inoperable.

These inverted and tunnel structures have been neces-
sitated by some of the services required by users. The
services delivered through the internet, and the role of
internet service providers, are discussed in Chapter 19.

Routing is a complicated and esoteric field of network engi-
neering. It is also crucial to the function of the packet/data-
gram-oriented internet. Without routing of some sort, pack-
ets could not travel from their source to their destination.

Using some rules, some preset knowledge and a variety of
methods, devices known as routers transfer packets from
one part of the internet to another, one hop at a time. They
do this by building tables that identify the direction a packet
should take in order to reach another network, computer or
person, very much like the road signs found at crossroads.
To describe it simply, every time a packet enters a router,
the router's programming checks its destination address
against the table and sends that packet onward on a route
that will most effectively move it towards its destination. Af-
ter a packet is despatched by one router, it is received by
another. The process repeats until such time as one of the
routers passes the packet to its final destination.
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Routing has been affected by the use of GMLS and
MPLS and is involved in creating the map needed for the
use of these protocols. Internet service providers and
carriers are responsible for deploying and maintaining
the routing infrastructure.

Having looked at some of the details of the internet proto-
cols, we can now return to the theoretical constructs that
have allowed this complex network to come into existence.

Design principles are engineering constructs that are
used to guide system designers — in the case of the in-
ternet, network system architects and protocol design-
ers — in their work.

Much of the work involved in engineering, of all kinds,
requires specialists to consider several possible solu-
tions to a problem and select that which best satis-
fies a set of aims while meeting relevant constraints.
Many factors affect this choice, including cost, ease of
deployment and political sensitivities as well as techni-
cal feasibility. In order to achieve coherence, it is criti-
cally important that the principles that guide decisions
are consistent throughout a system, regardless of who
designs particular components or when those compo-
nents are designed. The technology that constitutes
today's internet has been in development since 1980
(although some of the earliest relevant work was done
as early as the 1960s, in the ARPANET, or even earlier
— see Chapter 20). The TPC/IP-based internet itself
has been undergoing continuous evolution and de-
velopment since the 1980s and is still subject to very
rapid change today.

Four design principles are particularly worth bearing in
mind when thinking about how the internet evolves:

Packet-based networking

The end-to-end principle

The “hourglass” model

The so-called Postel robustness principle.

These are described in the following paragraphs.

Packet-based networking

The possibility of packet switching as a network tech-
nology was first discussed by Paul Baran and Leonard
Kleinrock® in the 1960s, as part of the ARPANET proj-
ect to build a network that could survive catastrophic
destruction of environments. It differs fundamentally in

3 There are competing claims as to who first conceived the notions
that are the foundation of the internet. Generally, though, there is
agreement that Baran's work on packet switching and Kleinrock's
research on queuing theory were instrumental in the creation of the
ARPANET, which was a precursor to today’s internet.

concept and structure from traditional communications
networks such as those in telephony and broadcasting.

The public switched telephone network (PSTN) net-
works that have provided the basis for telecommunica-
tions networks in the past (and still provide it for most to-
day) require a centralised service to create and track the
connections that are made between subscribers/users.
In a packet-based network, by contrast, no continuously
open physical connections are made between source
and destination subscribers by a centralised switching
system. Instead, the information that is being transmit-
ted is broken up into discrete chunks called packets or
datagrams and is routed across the network using the
best paths that are available at that instant, by hopping
from one network connection point to another (“hop-by-
hop routing”). Selection of routes is not predetermined,
but done as and when a packet is transmitted. Instead
of continuously open channels, the internet therefore
makes use of opportunistic routing. This makes it much
more robust than the PSTN because it can continue to
transmit information when any particular link goes down.*

Packet switching also allows for the network to be built
up in various areas as an emerging network. There is no
need to conceive of a whole network being completed
before any part of it is used. Rather, each group that is
interested in building a network can build one and then
find ways of connecting to others who are also building
a network. While it is sometimes hard to see this original
characteristic in today's global and commercial internet,
it did start as a collection of independent networks that
were interconnected with one another, and this principle
remains essentially true today.

The end-to-end principle

The end-to-end principle was first described in 1980
and has, to a large extent, also remained central to the
architecture of the internet. It is frequently cited in po-
litical arguments about the future direction of the inter-
net. Many use the end-to-end principle to support their
views, though sometimes with different interpretations
that do not necessarily reflect the original principle or
its meaning.

In its simplest form, the principle suggests that the only
elements that belong in the deepest layers of the net-
work are those that are useful to all other parts of the

4 It should be understood that packet-based networks can support
the creation of connections at higher levels of the system. Also,
connection-oriented packets can support packet-based services —
in fact, many segments of the internet run over connection-oriented
telecommunications networks. Additionally, there are several
technologies today, such as MPLS, that use the packet-based
network to create path-oriented networks that bear a remarkable
resemblance to connection-oriented networks.
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network.® This has often been interpreted to mean that
the specific functionality an application needs should be
as close to the user as possible, in other words “at the
edge or end of the network” — provided, of course, that
this function is not also needed by other applications.

Another way in which this is sometimes expressed is
the proposition that, in the internet, “intelligence” is or
should be “at the edges of the network”. However, some
internet commentators would say that this misunder-
stands the principle, which they say focuses on placing
functionality at the most appropriate place in the net-
work. If the function is most easily placed in the core and
is useful to most or all of the network, then, they argue,
it is not an infraction of the end-to-end principle to put
it there rather than at the edge. For example, the intel-
ligence needed to route messages from one network to
another is placed in the core of the network without this
being an infringement of the end-to-end principle.

The hourglass model

While rarely described as a principle, the “hourglass
model” has been another central tenet in the design of
internet protocols (see above). Simply put, this is the de-
sign decision that places the Internet Protocol, IP, at the
centre of an hourglass, as illustrated in Figure 18.1.

[Email | Web | VoIP | P2P | RTSP |

| TCP | UDP | ICMP |

[1P]

|Ether |Sonet | ATM |

|Fibre | TP | CAT5 | Wi-Fi | GSM |

5  The original article on the end-to-end design principle can be
found at web.mit.edu/Saltzer/www/publications/endtoend/
endtoend.txt

According to this principle, all of the internet’s higher
layer protocols converge into this one protocol, and all of
the lower layer protocols fan out from it. The idea behind
this is to have a common point in the protocol stack that
allows for the addition of new connection technologies
— such as Wi-Fi and WIMAX — and new applications —
such as voice over IP (VoIP) and IP television — without
needing to change the basic network layer which guar-
antees the distributed connectivity of the internet.

Many commentators argue that the hourglass model has
been a critical enabler of innovation in new applications and
services for users through the internet. One implication of
the introduction of IPv6 (see below) is that it has widened
the waist of the hourglass, such that now applications and
link technologies need to have awareness of more than one
network protocol, i.e. of both IPv4 and IPv6. This effect is
compounded by the addition of multicast and quality of ser-
vice functionality at the network layer.

Many writers have also suggested that the original hour-
glass principle is threatened by layer inversion such as
layering MPLS over IP over GMPLS, and by the prolif-
eration of tunnelling technologies in the core of the inter-
net (see above).

The Postel robustness principle

This principle, originating with the internet standards
pioneer Jon Postel, can be summarised as follows: “Be
conservative in what you send and liberal in what you
accept”® In the network sense it means that the utmost
effort must be made to allow messages to continue their
way across the system. By being as strict as possible
in what a system sends, it attempts to be clear in its
instructions and not give another system ambiguous in-
formation. On the other hand, it also accepts that even
when some other system is not as careful in the strict-
ness of its messages, if there is any way to comply with
the request within the security and stability constraints
set by the system, the message should be processed.

While the robustness principle originated in the descrip-
tion of TCP, it has been applied to most of the protocols
in the TCP/IP suite.

Having considered basic design principles, the following
sections of the chapter look in turn at three fundamental
organisational constructs of the internet:

Naming
Addressing
Routing.

6  The principle was first stated in RFC793, Transmission Control
Protocol (the TCP of TCP/IP).
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Naming

Every system or network participating in the internet has
a name. These names are currently defined in a single
distributed global naming framework called the domain
name system (DNS).

The domain name system is a directory system that pro-
vides mapping between the name of a system or a service
and the IP number by which and at which that named en-
tity can be found. By referencing the DNS system with a
name, the system gets back the number it needs to send
datagrams of packets to the target system.

Management of the domain name system is the respon-
sibility of the Internet Corporation for Assigned Names
and Numbers (ICANN), together with regional and na-
tional internet governance bodies. Governance mecha-
nisms for the domain name system are described in
Chapter 20. The following paragraphs describe a few
technical issues associated with the DNS.

The DNS is a distributed address database available to
all systems participating in the internet. Its hierarchical
structure is very similar to that of the file hierarchy within
a computer operating system such as Mac OS X, Linux
or Microsoft Windows.

Each level of a domain name defines another level in the hi-
erarchy of a name. For example, in the name www.apc.org
(that of the Association for Progressive Communications):

.org is the top level domain (TLD) name, designat-
ing the registry responsible for the root of this do-
main name.

.apc is a second level domain name, designating
the registered person or institution to whom this
branch of the tree is assigned.

www. is a third level name, identifying the location
of the World Wide Web server in this network.

Specific pages within a website are located through
additional strings of characters attached to this domain
name. The unique web location address for a webpage
or document is called its unique resource locator (URL).
For example, this handbook can be found on the APC
website at the URL handbook.apc.org.

There are three varieties of TLDs:

Generic TLDs (gTLDs) such as .com, which are un-
der the control of ICANN.

Country code TLDs (ccTLDs) such as .za (South
Africa), which are mostly defined according to the
ISO 3166 standard, and which are independent of
ICANN but may have a voluntary agreement with it.

TLDs such as .mil, .gov and .edu which are under
US government direct control.”

7 The TLD .int is reserved for international treaty organisations.

At time of writing (mid-2009), there were sixteen ge-
neric TLDs governed by ICANN: .aero, .asia, .biz, .cat,
.com, .coop, .info, .jobs, .mobi, .museum, .names, .net,
.org, .pro, .tel and .travel. There were also 252 ccTLDs,
of which over 90 participated in ICANN. Work was un-
derway to open applications for the creation of more
ICANN generic TLDs (see also Chapters 20 and 21).

The domain name system enables end-users of the in-
ternet to access websites and other internet resources
using names (which are descriptive and easier to re-
member) rather than numbers (which are much more
difficult for people to recall). In practice, however, pro-
tocols translate domain names into numbers in order to
address resources on the internet.

Whenever someone accesses a domain such as www.
apc.org, her/his computer uses the internet to request a
translation from that name to its associated numerical IP
address. To do this — unless the name is already known
and cached on the computer or close to it on a network
— it submits a request to one of thirteen named “root
servers”® The root servers act as directories for top level
domains (such as .org) and point to other servers at other
levels within the domain name hierarchy in order to help
find the IP address required. In the case of the Lulea Uni-
versity of Technology, for example, whose World Wide
Web domain name is www.ltu.se, the root server will first
find out the address of the .se name server, which is
the registry database that has definitive information and
references on all the second level domain names regis-
tered under the domain .se (the country code top level
domain for Sweden). Once this is obtained, the address
for the definitive server for ltu.se is requested. Once the
address of the name server for www.ltu.se is obtained,
then the numerical address for www.ltu.se is returned to
the user’s system, and allows connection to the univer-
sity server to be made. This numerical address takes a
form such as 130.240.42.55 in IPv4.

The DNS does not appear limited in the number of names
that can be stored. It has been limited, however, in that
it has been capable only of handling names stored in a
subset of Latin characters called LDH. This comprises
the letters a to z in lowercase form, the digits O to 9 and
the simple hyphen (-). Moving towards a more interna-
tional domain name structure, including more characters
and more alphabets, has been an important issue in in-
ternet governance, and a method has been developed
for handling more names in other character sets. This
is referred to as internationalising domain names in ap-
plications (IDNA).

8  There are thirteen named root servers serving the world. These
thirteen root servers are replicated in order to distribute the load
and bring it closer to the users of the internet. While the number of
replicated servers is constantly increasing, there are currently 144
root servers worldwide. More information can be found at www.
root-servers.org
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IDNA?® is defined in a series of standards and informa-
tional documents which set out how a character string
typed in the script of a non-LDH-based alphabet can be
transformed into a unique LDH string called punycode.
In order to distinguish these internationalised domain
names (IDNs) in the DNS, the punycode contains a
prefix: a tag beginning xn--. Using this, any system can
identify and differentiate between conventional LDH do-
main names and IDNs. An example may help: the He-
brew word for “master”, 2, could be used as part of a
domain name. In this case the DNS entry for that name
would be xn--5dbwr.'°

While IDNs were not yet generally available for top level
domain names at the time of writing (mid-2009), they
had been in use for some time for second level domain
names, and it was expected that ICANN would make
IDN TLDs available in the near future." Work was con-
tinuing on both the policy issues and the technology
required to make more non-Latin scripts available for
domain names.

Addressing

Internet addresses come in three basic forms: IP ver-
sion 4 (IPv4) addresses, |IP version 6 (IPv6) addresses,
and autonomous system (AS) numbers.'? Based on the
information contained in these numbers, as well as other
information that may or may not be used, a message is
sent from one system to another system along a route
determined by rules set in the routing system of the in-
ternet. Most debates in this policy area revolve around
the two varieties of IP address, though occasionally AS
numbers will also be raised in non-technical discussions.

Depending on how you look at it, an IP address points
either to a single object, a network or a multitude of net-

9 Internationalizing Domain Names in Applications (IDNA)
www.ietf.org/rfc/rfc3490.txt The protocol actually consists of
several documents. In addition to this RFC (a class of IETF
documents) which defines the protocol, the set also includes
RFC3454, Preparations of Internationalized String: also called
Stringprep; RFC 3491, Nameprep: A Stringprep Profice for
Internationalized Domain Names; and RFC 3492, Punycode: A
Bootstring encoding of Unicode for use with Internationalized
Domain Names in Applications. The current IDNA is limited to
strings that were encoded in Unicode 3.1. Unicode has continued
to add scripts for new alphabets since then, and work is currently
underway on Unicode 5.2. The IETF is working on an update of
IDNA, called IDNAbis, which will be able to support current and
future versions of Unicode.

10 A tool for translating non-Latin-based words into punycode can be
found at www.nameisp.com/puny.asp

11 In some language groups, various techniques have been used to
give the users the appearance of IDN TLDs, but these are mostly
based on an ability in the applications to provide aliasing.

12 AS numbers are used by the core routers in the internet to
describe the paths between networks. These numbers are
not discussed in this article and are listed here for the sake of
completeness.

works. As described above, every system on the internet
has at least one |IP address. Normally the address for a
particular system takes a four-number form separated by
stops, i.e. a form such as 223.68.100.1. This address,
however, can also be expressed as 223.68.100.1/16.1°
The /16 at the end of the address means that the first
16 bits, in this case 223.68, designate the address of
the network where the system can be found. This means
that routers use only the 223.68 part of the numerical
string when looking up this address until the message
arrives at the network designated by 223.68, at which
point it looks up 223.68.100.1 within that network.

When |IPv4 addresses were first created, the engineers
who designed the system believed that it would provide
more than enough addresses to meet any future require-
ments. After 30 years, however, addresses were already
in restricted supply. This was due to the very rapid ex-
pansion of the internet’s user base and to the very con-
siderable increase in the number of devices which can
be connected to the internet and may require a sepa-
rate IP address (computers, telephones, even domestic
appliances).’* While there are still many individual ad-
dresses left, these are no longer available in large num-
ber blocks. Two technical solutions have been offered
for increasing the availability of addresses. One techni-
cal solution, which is widespread, is network address
translation (NAT). The other solution is IPv6. Additionally,
efforts are underway to recover lost IPv4 addresses and
discussions are ongoing about methods of allowing a
market to develop in IPv4 addresses.

For many years, several ranges of private addresses have
been used by corporate networks and home networks.
These addresses can only be used in one sub-network
and may not be routed beyond this. Many readers, for ex-
ample, will be familiar with an address like 192.68.100.1,
which is the default address found in most of the home
routers sold on the open market.

While a very successful technology for allowing the
internet to grow in the face of IP address distribution
problems, NAT has raised several challenges of its own.
One of the most frequent complaints against NAT net-
works is that they interfere with the end-to-end nature
of the network, because the system at the edge of a
private network is responsible for translating the private

13 This form of addressing was first defined in An Architecture for IP
Address Allocation with CIDR (www.ietf.org/rfc/rfc1518.txt) and is
still the fundamental organising structure for IPv4 addresses.

14 While it is possible to assign an address to every possible object,
the wisdom of doing so is being questioned by many internet
technical specialists. For example, in a home, is it important
that every device be globally addressed? Or is it preferable that
the control module be globally addressable with the devices
themselves hidden from the outside network?
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address into a public globally unique address. As a re-
sult, many protocols have embedded these IP addresses
in their messages, in itself possibly a breach of the end-
to-end principle. On the other hand, NAT technology has
allowed the internet to grow and can be said to keep
translation at an edge as close as possible to the user.

However, NAT alone cannot solve the need for large
countries with rapidly expanding internet customer bases
— such as Brazil, China, India and Russia — to have access
to very much larger blocks of IP address numbers. This
has created impetus for the deployment of IPv6.

IPv6 will increase the number of addresses available
and allow greater flexibility in their use. IPv6 addresses
are longer and have a slightly different internal structure
from those in IPv4. Because its addresses are longer,
the IPv6 addressing system can be used to facilitate a
greater number of systems without needing the NAT lo-
cal addressing techniques necessary in IPv4. There is
concerted effort among the internet policy community
and some parts of the technical community to foster a
transition to |Pv6.

The meaning of IP addresses has historically been com-
plex. They signify both the identification of the system
and its location, referred to as overloading. In the days of
the fixed internet this was not much of an issue, as the
IP identity of a machine could easily be associated with
its location, though it did create some problems for the
routing architecture in terms of multi-homed systems.
With the advent of the mobile internet, where systems/
devices move location, this has become much more of a
problem. When a system/device moves from one loca-
tion in the network to another or even from one network
to another, it should not have to change its IP identity
simply because it has moved to a different location. Re-
search is underway on how to achieve decoupling of
identity and location to suit this new environment.

Routing

The rudimentary principles of routing data through the
internet were described earlier in this chapter. Routing
can either be static or dynamic:

In static routing, the identity and location of every
other router is configured into the system, allowing
the router to produce a map of the network overall.

In dynamic routing, protocols are used by the sys-
tems to discover paths through the network.

While there are many types of dynamic routing protocol,
two types currently predominate: distance/cost vector
protocols and link state protocols. Distance vector pro-
tocols are most often used to connect one independent
network, known as an autonomous system, with another.
They involve each of a pair of neighbouring routers in-
forming the other about all the interconnections in the
network of which it is aware. Border Gateway Protocol
(BGP-4) is the variant of this type of protocol used on
the internet today. In link state protocols, most often
used to describe the internal map of an autonomous sys-
tem, each router in the network or sub-network informs
every other system in that network or sub-network what
it knows about all its neighbours.

All of the explanations in this chapter have been simpli-
fied in order to keep the content brief. The internet is a
rich and dynamic system that is constantly growing and
changing. Due to the design principles and the organi-
sational constructs described above, many people with
varied interests can work on the network and produce
results that can be used by others. The technologies that
tie the network together — naming, addressing and rout-
ing — are dynamic, but they also form the core of what
has enabled a collection of independent networks to be-
come the internet we know today. It is the standards that
define these technologies that have enabled the loose
association that is the internet to hold together and pro-
vide the rich diversity of services with which internet us-
ers have become familiar.
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Chapter 19
INTERNET SERVICES

Lead author David Souter

The range of services available through the internet has ex-
panded continuously during the period since the internet
became widely used in business and by individual citizens
in the 1990s. This chapter discusses the arrangements
which connect users to the internet in different societies,
and then briefly describes the most important services
which are available and their implications for public policy.

Accessing the internet

At the time of writing (mid-2008), approximately 1.5 billion
people in the world were estimated to have access to the
internet, about 25% of the total world population.’ Partici-
pation rates in the internet were, however, highly skewed
towards industrial countries, as shown in Figure 19.1.

Figure 19.1: World internet penetration rates, 2008
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Penetration rates are based on a world population of
6,676,120,288 for mid-year 2008 and 1,463,632,361 estimated
internet users.

Source: Internet World Stats www.internetworldststs.com/stats.htm

The internet is accessed by these end-users in a variety
of different ways:

* In some industrial countries, nowadays, the major-
ity of citizens have internet access at home, using
personal computers and, in some cases, other de-
vices. This may be dial-up access (at relatively slow
speeds), but is increasingly often broadband ac-
cess (at much higher speeds).

1 It should be remembered that 17% of the world population is
aged fifteen or under, and that the figure for developing countries
(excluding China) is 34%. Population Reference Bureau 2007 World
Population Data Sheet www.prb.org/pdf07/07WPDS_Eng.pdf

*  Many people, again particularly in industrial coun-
tries, use the internet at work and gain access
through workplace computers.

» School and university students often use comput-
ers at their educational institutions to gain access.

* In developing countries, however, internet users
who do not enjoy workplace access often access
the internet at cybercafés or telecentres. In most
cases, particularly in urban areas, these are private-
ly owned businesses which often provide internet
access alongside other services (including telepho-
ny and office services). In some cases, particularly
in rural areas, they are subsidised by government
departments or development agencies.

*  Wireless devices, such as mobile phones, are be-
ginning to be used significantly for internet access
in some contexts, and are increasingly thought like-
ly to provide the main initial platform for internet ex-
pansion in low-income developing countries where
wireless infrastructure is much more pervasive than
fixed networks. This is already the case for most us-
ers in China and some other countries.

The underlying technological aspects of the internet,
including the ways in which internet data are routed
through communications networks, are discussed in
Chapter 18 of this handbook, while policy issues related
to internet access are discussed in Chapters 20 and 21.

The next section of this chapter is concerned with tech-
nical issues of internet access. For simplicity, it looks at
this primarily from the perspective of the individual sub-
scriber, i.e. the individual who subscribes to the internet
from home. However, the principles concerned are much
the same for businesses and, in many ways, for those
who make use of public internet facilities.

Access requirements

In order to access the internet, a potential user has four
main technical requirements:

*  Equipment — particularly a computer (or other de-
vice that can connect with the internet and display
internet content) and either a modem (for dial-up
access) or a router (for broadband access). The

The APC ICT Policy Handbook / 121



modem or router (as appropriate) translates data
received over communications links into readable
form.

Internet access software on a computer or other
access device, in particular a web browser to ac-
cess the World Wide Web.

Connectivity — usually a telephone line, but some-
times an alternative communications line such as
one provided by a cable television company.

Subscription to an internet service provider — i.e. a
business which provides internet access over the
communications lines which are available to end-
users — either individually or through an intermedi-
ary such as a workplace or telecentre.

In addition to these technical requirements, end-users
have a number of other requirements in order to make
effective use of access. These include:

Money to pay for subscription to an internet service
provider and for communications line connectivity.

Skills, including literacy in relevant languages, key-
board skills, knowledge of relevant software pro-
grammes, and research skills which enable them to
make effective use of the information resources to
which the internet gives access.

The balance of costs for internet access varies between
different types of access:

Dial-up access (which is slower) usually involves
two sets of charges: subscription charges for an
internet service provider, and subscription and us-
age charges for a telephone line. In the case of dial-
up access, telephone usage charges are usually
incurred for every unit of time (second, minute) dur-
ing which a computer is connected to the internet.

Broadband access (which is faster) also involves
two sets of charges. Subscription charges for inter-
net service provision are usually considerably high-
er than those for dial-up access. With broadband
access, the internet connection usually remains
open at all times for a flat fee, so that no usage
charges are incurred for the telecommunications
line. (However, there remain subscription charges
for telephone access. These are often bundled with
internet access into a single subscription charge.)

The net effect of this balance of costs is that, while
broadband subscription charges are usually higher, the
overall costs for broadband internet access are often
lower than those for dial-up access. This is usually the
case in industrial countries — where broadband provision
is competitive and broadband charges are usually low
— unless the extent of internet access over a particular
communications line is very modest. The greater speed
of broadband access also means that content (including
web pages) can be downloaded much more quickly than

with dial-up access, so increasing efficiency for the user.
However, broadband access is not widely available in
many developing countries, and this is one of the factors
that causes internet access in developing countries to
be more costly than is typical in industrial countries.

From the users’ point of view, the most important busi-
nesses are those which provide them with access to
the internet. In the case of public facilities, these are the
owners/managers of the cybercafés, telecentres or edu-
cational facilities they use. For business and individual
subscribers, however, the most important businesses
are their internet service providers or ISPs.

There are a number of different types or tiers of ISP,
distinguished primarily by scale and by the financial ar-
rangements which they have with other ISPs. Wikipedia
succinctly defines these as follows:

Tier 1: A network that can reach every other network
on the internet without purchasing IP transit or paying
settlements.

Tier 2: A network that peers with some networks, but still
purchases IP transit or pays settlements to reach at least
some portion of the internet.

Tier 3: A network that solely purchases transit from other
networks to reach the internet.?

“Peering”, in this context, refers to arrangements for the
exchange of internet traffic between ISPs. Peering ar-
rangements between larger ISPs usually do not involve
the exchange of money, but this is less common among
smaller ISPs.

Internet users usually purchase internet access through
subscription to an ISP. This may be an international busi-
ness such as AOL or Yahoo; a telecommunications busi-
ness such as BT or Telkom South Africa; a specialist ISP
business, large or small, international, national or local;
or even a general retail business, such as the supermar-
ket chain Tesco in the United Kingdom. Users have con-
tracts with ISPs, which usually last for a stated period
of time, and these contracts may offer different levels of
access — for example, the speed of broadband available
or limits to the amount of data which can be downloaded
each month.

The remaining sections of this chapter describe some
of the main services which are available to users of the
internet today (mid-2008), and relate these to other
communications services. This is not a comprehensive

2 Wikipedia “Tier 1 network” accessed 24 October 2009
en.wikipedia.org/wiki/Tier_1_network
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list of internet services, nor does it refer back to those
services which were commonly used before the World
Wide Web and mass market internet.

Electronic mail

Electronic mail, or email, was the first “mass market”
service to become available through the internet, initially
within small scientific and academic user communities in
the 1970s. During the 1980s and 1990s, it became the
principal internet service for the majority of internet users.
While it may now have been eclipsed by web browsing in
industrial countries, it remains the principal use of inter-
net for many in developing countries, particularly where
limited bandwidth and slow download speeds make web
browsing a frustrating experience. Today, email addresses
and services are provided directly by ISPs, as part of their
normal internet service, though many users prefer to use
“webmail” services, such as Hotmail, which are hosted by
major internet content providers.

Email replicates the service provided by traditional
postal services, i.e. it provides direct person-to-person
written communications (including communications be-
tween individuals and organisations), with the additional
capacity to include (“attach”) digitised text, audio and
video content (comparable to parcel services). Email
has a number of significant advantages over traditional
postal services, however. In particular:

It enables written communications to be exchanged
almost instantaneously (comparable with telepho-
ny), and so with a high degree of interactivity (not
quite comparable with telephony).

This can be achieved at much lower cost than by
using traditional postal services, and often at zero
marginal cost (for example, over broadband con-
nections which are paid for on a subscription rather
than usage basis).

It can be received through a computer or other device
(including mobile phone) at a location convenient to
the recipient rather than a specific delivery point.

It allows the same message to be sent to large
numbers of correspondents simultaneously with
very little effort.

Postal services retain some advantages over email. They
are more universal, in most countries, although this is
becoming much less so in industrial countries. They
can convey physical goods (i.e. goods which cannot be
digitised or which are required in physical form), which
cannot be achieved through email. Indeed, the use of
parcel services has been increased in some countries
as online purchasing of goods has grown. Email also has
some disadvantages over physical mail in certain legal
and contractual contexts, where legislation has not been
enacted to give electronic documents the same legal
status as their physically signed equivalents.

The most significant public policy issue concerning
email is its abuse in the form of “spam”, i.e. unsolicited
email. In its most innocuous form, spam is equivalent to
direct mail advertising of the kind carried by traditional
postal services. The majority of spam, however, is at
best on the fringes of legality (advertising pornography,
potentially dangerous pharmaceuticals, etc.) and much
is malicious (e.g. “phishing” and “419" emails which
solicit financial details to be used in fraud and identity
theft; dissemination of viruses and other malicious pro-
grammes, including programmes that enable hacking
or use recipients’ PCs as spam engines or “trojans”).
By early 2008, spam accounted for over 90% of email
traffic worldwide, with significant negative impact on
bandwidth availability in lower-income countries. It is
discussed further in Chapter 21.

Another important issue where email is concerned is pri-
vacy. Internet service providers can retain email records
indefinitely, and some governments have sought to re-
quire them to do so in order to facilitate possible future
criminal or terrorist investigations. In some countries,
governments also wish to use email records for purpos-
es of political repression. These issues are discussed in
Chapter 31.

Bulletin boards, listservs
and other user groups

Since its earliest days as a communications medium
for specialist groups of scientists and academics,
the internet has enabled distribution networks for in-
formation and opinion. In the early days of the inter-
net, these were often called bulletin boards, and did
much to build a sense of corporate identity amongst
internet users. Bulletin boards were usually closed
user groups, accessed through peer group consent.
However, an open access equivalent known as news-
groups, which uses a protocol called Usenet, was (and
continues to be) used for a wide variety of purposes:
for example, on the one hand, as a forum for highly
specialised discussion about internet technology is-
sues, and, on the other, as a distribution channel for
internet pornography.

Listservs and their equivalents are now widely used by
civil society organisations and others to share infor-
mation on restricted, automated email lists. (“Listserv”
was the name of the first automated email application,
initially distributed as “freeware” in 1986.) Alongside
more recent developments such as instant messaging
and internet telephony (see below), they have provided
ways for networks of people with common interests to
share views, argue and develop common platforms and
activities. Many civil society organisations have therefore
seen them as an empowering tool, enabling non-govern-
mental bodies to coordinate in ways that were previously
not open to them.
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Most recently, some organisations have used “wiki"
technology to facilitate online collaboration, including
online content development. Wiki technology is most
notably used to develop content for the online encyclo-
paedia Wikipedia.

Instant messaging

Closely related to email are the instant messaging or
“chat” services maintained by a number of internet busi-
nesses, including Microsoft (MSN), Yahoo (Yahoo Mes-
senger) and Skype (Skype Chat). Like email, these allow
instantaneous written communications between remote
correspondents, and can transmit document, audio and
video attachments.

The main difference between email and instant mes-
saging services is that, while the former replicate postal
services, with messages being transmitted between cor-
respondents at different points in time, instant messag-
ing provides a live one-to-one connection between cor-
respondents, comparable to that provided by telephony
(although with written text). This live connection can be
extended to multiple correspondents, so allowing text-
based conferencing. Some civil society organisations,
including APC, make extensive use of instant messaging
in order to enable them to work internationally without
requiring office premises.

More recent versions of the operating software for in-
stant messaging also allow video transmission between
computers with attached cameras (“webcams”), so ef-
fectively providing a video- and audio- (rather than text-)
based alternative to telephony, including primitive video-
conferencing. During 2008/2009, the short-message
instant messaging service Twitter, which is in many ways
a mass-audience instant messaging variant of SMS tex-
ting on mobile phones, also became widely popular.

Internet telephony

A distinction should be drawn between the terms “voice
over Internet Protocol” (VoIP) and “internet telephony”.

“Voice over Internet Protocol” refers to the use of
packet-switched Internet Protocol (IP) networks
(and so IP, the Internet Protocol) to transmit tele-
phone traffic. IP networks are now extensively used
by telecommunications operating companies in
place of traditional public switched telephone net-
works (PSTNs) and are the basis for “next genera-
tion networks” (see Section 4 on telecommunica-
tions). VolP is therefore, for the most part, undertak-
en within mainstream telecommunications, where it
provides an opportunity for substantial cost and
tariff reductions to be made by telecommunications
network and service providers.

“Internet telephony” services such as Skype, by
contrast, provide an opportunity for internet users
to bypass the traditional telecommunications net-
works, using their own internet connection to make
telephone calls via their ISP and internet telephony
provider. Such calls can be made from computer
to computer (usually free) or from computer to tele-
phone (usually at a charge per minute well below
that for conventional telephony, at least for interna-
tional calls). Internet telephony handsets can also
be used to make the experience more like that of
conventional telephony. (Some conventional tele-
phone operating companies, such as Britain's BT,
now also offer their broadband customers the op-
portunity to use their own internet telephony service
rather than their PSTN network.)

The low prices charged for internet telephony have
made it particularly attractive for internet users in loca-
tions with high international telephony charges, espe-
cially if they have broadband connections. By the end
of 2008, Skype, for instance, had over 150 million reg-
istered users worldwide. However, internet telephony
services compete for the delivery of voice traffic with
telephone operating companies — particularly fixed net-
work operators which, in some countries, have exclu-
sive rights to deliver telephone traffic. Where this is so,
the use of internet telephony services may be unlawful.
This has been a significant issue in deregulation, nota-
bly in Africa.

Another public policy issue that sometimes arises with
internet telephony concerns consumer expectations. For
example, the quality of internet telephony is generally
(but not always) lower than that of PSTN connections.
In addition, some of the supplementary services which
consumers associate with telephony are not available
with internet telephony, most notably access to emer-
gency services numbers (fire, police and ambulance).
This has raised concerns about maintaining the univer-
sality of emergency services.

World Wide Web

The World Wide Web is, alongside email, the most
widely used internet service today, and is probably more
widely used than email in industrial countries.

“The Web", as it is known for short, was first developed
by the British computer scientist Tim Berners-Lee and
colleagues at the European Organisation for Nuclear
Research (CERN) in Switzerland at the beginning of the
1990s. It revolutionised internet content in two main ways:

It provided an automated and easy-to-use way of
moving from one location/computer on the internet
to another — and so from content held on one com-
puter to content held on another. This process relies
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on what are known as “hyperlinks”, which contain
the URL (unique resource locator) for a website or
page and instruct the user's web browser to ac-
cess that site and page.

The Web also provided a standardised graphically
based means of presenting content over the inter-
net, built around simple design and programming
protocols. The most notable of these, HMTL (hy-
pertext markup language), enables pages to be de-
signed and to incorporate not only straightforward
text material but also images, tables and interac-
tive forms. It greatly simplified the presentation of
information on the internet and made it attractive
and pleasant to use, rather in the way that graphical
user interfaces transformed the experience of using
computer programmes (see Chapter 8).

Since the early 1990s, the World Wide Web has be-
come the most important single information resource
in the world, enabling vast quantities of information to
be accessed by internet users almost anywhere in the
world. In early 2007, it was estimated that there were
over 100 million separate websites and some 30 billion
web pages available.® The opportunity to access infor-
mation on the Web is therefore enormously greater than
could be provided in the past by even the largest librar-
ies (the Library of Congress, for example, holds around
130 million items including some 30 million books; the
British Library around the same, increasing at about
three million items a year). The Web’s interactivity has
also led to it becoming a major locus for transactions,
enabling people to buy goods and services that were
previously inaccessible to them (see below).

The availability of an enormously increased range of con-
tent to people located anywhere in the world is widely
regarded as one of the most important enhancements
of human potential resulting from ICTs. It has, however,
also raised a number of problems. These arise partly
from the universality of the internet — especially the fact
that content located in one jurisdiction can be readily
accessed in another. Not all of those who post content
on the internet are concerned with the advancement of
human rights, the welfare of their fellow citizens or the
accuracy of what they say, nor do they necessarily re-
spect the intellectual property rights of others. As well
as extending access to reliable and socially valuable in-
formation, therefore, the World Wide Web has also been
extensively used to bypass legal constraints and moral
norms. One of the most dramatic changes arising from
this, which is discussed in Chapter 21, is an unprec-
edented expansion in the distribution of both softcore
and hardcore pornography.

The internet has also enabled new types of information
service to become available, including services whose

3  See www.boutell.com/newfag/misc/sizeofweb.html

content is generated by user communities rather than
professionals. The best-known example of this broad-
ening of content provision is the online encyclopaedia
Wikipedia, named after “wiki" technology which en-
ables collaborative content development (see above).
Wikipedia articles — over ten million by mid-2008 - are
written by individuals around the world and open for
editing by others within the “Wikipedia community”.
The range of content generated by this open editing
process has enabled Wikipedia to become the most
used encyclopaedia in the world. However, it is also
open to abuse, and many professionals and academics
criticise the variable quality and reliability of Wikipedia
content. Beneath this debate, for some participants,
lies a deeper philosophical argument about the nature
of objectivity and expertise.

The expansion of information on the internet may also
be altering the ways in which people access and make
use of information. Most people have historically ac-
cessed most of the information which they use from
intermediaries, particularly trusted intermediaries such
as successful peers, teachers, health workers, news-
papers and radio stations. Information, in other words,
has reached them through a process of selection by
others choosing what they believe is most likely to be
valuable to provide or broadcast. On the one hand, this
selection of information weeds out much that is not
useful or helpful and so increases the ease of access
to information that is valuable to its recipients. On the
other hand, selection can be used to restrict access to
information which people would genuinely find useful
or which would enable them to challenge those in posi-
tions of authority.

Search engines

The independent access to information which the World
Wide Web has made available challenges this historic
information intermediation in many ways. The use of in-
formation requires more than simple access, but also re-
search and interpretative skills. Much information on the
internet, for example, is out of date. Much of the content
provided on web pages is inaccurate, either deliberately
or unintentionally. Publication on the internet does not
imply truth: it is as open to propaganda and libel as it is
to carefully nuanced research and analysis. To make ef-
fective use of the wealth of new information available on
the internet, users need to know how to find what they
are looking for and how to discriminate between what is
useful/true and what is not.

The importance of research and analytical skills, along-
side access, is a challenge in many development con-
texts. The World Wide Web, for example, enables the
publication of data on factors such as soil fertility and
rainfall patterns in local communities in ways that were
previously not possible. Farmers, however, have usually
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lacked the scientific knowledge needed to make effec-
tive use of such data, and have relied on advice from
agricultural extension workers, suppliers and other inter-
mediaries to guide them on the interpretation of such
data, particularly where their own farms are concerned.
The evidence suggests that, while publication of data on
the internet is useful, it does not reduce the need for pro-
fessional advice services along these lines or the desire
of farmers to have access to them.

Some of the biggest businesses on the internet today
are or began as search engines, i.e. as web-based ser-
vices whose purpose is to trawl available internet sites
in response to queries by end-users and provide them
with URLs that most closely match their need. In the
mid-1990s, there were a number of competing search
engines including such companies as Yahoo! and Alta-
Vista. Since the turn of the century, Google has become
the pre-eminent search engine, with an estimated 65%
share of search enquiries made by internet users, and
more than 90% market share in many countries. This
makes it (and its national variants) the most used inter-
net site in the world, and it has also become one of the
world's largest companies by value.

Search engines potentially wield enormous power be-
cause they are able to direct internet users towards
particular content. This power is also extremely valuable:
a company whose products appear first on a search
engine's response page is likely to achieve a much
higher market share of the demand expressed in rele-
vant searches than one whose products appear fifth or,
worse still, not on the first page of “hits” revealed. There
has therefore been much controversy over the criteria
used to determine the order in which results appear on
search engine pages, and also to clarify which, if any, re-
sults have contributed advertising revenue to the search
engine company involved.

Web design and hosting

The increasing importance of the World Wide Web has
led more and more organisations and individuals to devel-
op their own websites, either using specialist web design
firms or personal web design software marketed by Mi-
crosoft and other companies. While basic sites can often
be developed by individuals using commercial HTML soft-
ware, most businesses have preferred to use professional
web designers to create more complex sites. Some sites
are also now developed using blogging software.

Web hosts are companies which make space available
for rent on large servers, on which individuals and busi-
nesses can locate their own websites and make these
available to web users. Some web hosting services are
provided by ISPs and by email/messaging providers,
with small sites often hosted free. Other web hosting
firms specialise in areas like e-commerce.

Internet transactions

As internet use became more widespread, in the early
1990s, it became increasingly attractive as a marketing
environment for commercial businesses. At the highest
level, large businesses had been using the internet for
some time to manage supply chains and provide ser-
vices to one another (see Chapter 27). The accessibility
and ease of use of the web, however, enabled the in-
ternet to become an interface for transactions between
businesses and end-users, including individual custom-
ers. This potential has been exploited by both existing
and new firms, often competing against one another.

There are significant differences between the ways in
which the internet can be used to market different types
of goods and services:

The most easily tradable goods and services on
the internet are those which can be traded in digi-
tal form, i.e. where no physical product is involved
or where a virtual download can substitute for a
physical product. These goods and services in-
clude computer software, text and image (includ-
ing digitised books), music, video, and travel and
entertainment services which can be delivered by
“e-tickets”.

A second group of goods and services is readily
tradable by combining internet purchasing with mail
order delivery. These are physical goods where the
quality is either irrelevant or guaranteed by standar-
disation of the product (e.g. books, CDs and elec-
tronic equipment), or where the supplier has a high
reputation for delivering goods of high quality (e.g.
some clothes suppliers). In practice, internet retail-
ing has revitalised the market for mail order goods,
which was previously based around catalogues of
goods and services. In some countries, the use of
local delivery vans has also extended internet re-
tailing of this kind into perishable goods, including
food.

Some goods are less readily tradable over the in-
ternet. These include many perishable goods and
goods whose quality can only be judged by person-
al inspection, such as original artworks, or where
quality is highly variable and customers are unfamil-
iar with suppliers.

Many established international and national businesses
now retail extensively over the internet, and even those
which do not do so illustrate their products online for po-
tential customers to “Windows-shop”. Some new busi-
nesses have gained very high market shares by retailing
goods and services over the internet — notably Amazon.
com, which began as an online bookseller but now sells
a wide range of goods, and Apple's iTunes, which is
the best-known retailer of music in digital form. Some
traditional high-street businesses, however, have been
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badly hit by digital competition, particularly CD shops
and travel agents.

The nature of internet transactions has also opened up
new areas of business activity:

Goods which were previously only sold (or even le-
gal) within certain jurisdictions are now being sold
(legally or otherwise) across national boundaries,
with complications for customs and fiscal regimes.
The nature of gambling, for example, has been
substantially changed by the internet, with internet
gambling websites taking business from conven-
tional gambling outlets and also enabling people
to gamble directly against one another rather than
through traditional bookmakers and casinos.

Internet businesses like Amazon.com provide mar-
ketplaces for other vendors to sell the same goods
as it sells itself alongside and in competition with
itself.

Auction sites like eBay offer individuals and busi-
nesses the opportunity to sell goods directly to
many more customers than they could have done in
the past, creating an internet equivalent to the clas-
sified advertisements found in many newspapers
and magazines.

The security of financial transactions is, naturally, critical
to the viability of internet e-commerce. Purchases need
to be made by credit or debit card, often across inter-
national borders. The capacity and willingness of banks
to handle such transactions is therefore important (and
some banks in developing countries have been slow to
recognise this shift in purchasing behaviour). Most im-
portant, however, is the need for customers to have con-
fidence in the security of their card data. Fears about the
security of internet transactions are generally believed to
have held back their spread. However, the use of secure
encrypted transaction processes is now widespread.
Where it is available, it may well provide a higher level of
security than physical card transactions in retail shops.
It is not, however, universal, and not all vendors on the
internet are honest, efficient or secure.

File sharing

The internet allows the exchange of goods with or with-
out transactions. This is particularly easy where goods
can be transferred in digital form as, for example, with
software, music and video.

The sharing of music beyond the limits permitted by in-
tellectual property rules has been commonplace since
the audio cassette became widely available in the early
1970s. The internet has greatly expanded the scope
for copyright bypass, however, because it no longer re-
quires physical contact, and because music and video
files can be distributed online.

This has provided scope for two forms of intellectual
property bypass:

Some web businesses have exploited differences
in intellectual property regimes — notably in Rus-
sia — to sell digital music outside normal intellectual
property rules and at much lower prices.

Other websites have provided peer-to-peer file-
sharing environments whose users transfer files
between themselves using software which simulta-
neously uploads and downloads content.

Sites of both kinds have been targeted by the music in-
dustry, which is seeking to maintain intellectual property
rights in an increasingly uncontrolled market for music
distribution. Music industry sources suggest that only a
minority of music downloads are now paid for and com-
ply with intellectual property rights.

The video content site YouTube combines some of the
characteristics of file sharing with social networking (see
below). YouTube enables individual internet users to up-
load videos for global viewing. While intended for distri-
bution of personal materials, it has also become widely
used to distribute copyright material, resulting in legal
disputes with copyright owners comparable with those
concerning music-sharing sites.

Web 2.0

The internet is often described as a forum in which any-
one can say anything (and can do so, if they wish, anon-
ymously). Forums such as Usenet newsgroups have
provided open spaces for free expression (and for the
distribution of illegal material such as child pornography)
since the internet first became publicly available. Recent
years, however, have seen increasing use of the internet
to express personal views and identities, and to create
new opportunities for collaboration. This is sometimes
described as “Web 2.0” (although some internet experts
question the term as the capabilities inherent in Web 2.0
have always been part of the internet). Two new internet
services — blogging and social networking — have been
particularly important in this development.

Blogs

“Blogs” — the term is short for “web logs” — originated
as, in effect, online diaries: websites which were main-
tained by individuals to record their lives and to express
their views or personalities, though in a rather more pub-
lic way than the private format of a written diary. Blogs
also offer opportunities for comment by their readers.

Some bloggers have used this opportunity to participate
in political or other public activity, either as “citizen jour-
nalists”, recording life in the communities in which they
live, or as partisan activists. Citizen journalist bloggers
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have become significant sources of information for news
media, particularly for dissenting views in countries sub-
ject to repression. Other people have used blogs to dis-
tribute content which they think of value to a wider com-
munity — for example, to distribute music by musicians
who are not signed to any label. Many blogs, however,
are highly personal accounts of life which may be of in-
terest only to the blogger's intimates.

Social networking

Since its early days, the internet has also provided op-
portunities to create social networks with greater reach
than was previously possible when contact had to be
maintained through meetings or by post. Listservs and
Usenet newsgroups, for example, supported social or
professional networks of this kind. Sites based around
“lost” social groups, such as Friends Reunited in the UK
and Classmates in the United States became popular in
the late 1990s.

A new kind of social networking website emerged, how-
ever, in the middle years of the first decade of this cen-
tury. These sites — including MySpace, Facebook and
Bebo — enable individuals to create online identities for
themselves (which may or may not reflect their real per-
sonalities); create and manage groups of “friends” who
share some common interest (who may or may not be
their real friends); upload content which they feel re-
flects their personalities or which they wish to share with
others; and establish, join and withdraw from interest
groups ranging from political activism to fan clubs and
social bullying. The mass audience instant messaging

service Twitter joined this mix of services in 2008/2009.
Social networking sites have also been used for market-
ing purposes, notably by unsigned musicians — some of
whom have become major stars following exposure on
them.

Social networking sites are particularly popular among
the young in industrial countries, and have begun to sup-
plant the use of email and other internet services in some
cases. By late 2006, MySpace had over 100 million us-
ers and was gaining about 230,000 new subscribers
each day. By the same time, YouTube users were ac-
cessing more than a million videos a day. While popu-
lar, these sites have also raised concerns — particularly
about bullying, about the vulnerability of personal data,
and about potential paedophile abuse.

This chapter has briefly discussed some of the most im-
portant services which are available on the internet. It
is not, and is not intended to be, comprehensive. The
experimental character of the internet provides a space
in which new services continually appear. Some of these
are successful, while others disappear rapidly. Many are
difficult to predict: few in the internet community, for
example, predicted the rise of social networking sites.
What is clear is that the internet will continue to provide
a space for experimentation and innovation — particularly
in areas where it can enable services that are not other-
wise available because they are economically or techni-
cally unfeasible, or because they are prevented by legal
barriers and social norms.
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Chapter 20

Lead author

The internet has grown rapidly during the final quarter of
the 20th century and the first decade of the 21st cen-
tury. By March 2008, World Internet Statistics reported
that there were almost 1.5 billion internet users world-
wide, with internet density rates (number of users per
100 population) of around 50% or more in three con-
tinents: Europe, North America and Oceania. The num-
ber of users had grown by almost 300% worldwide in
the period from 2000 to 2008, with the highest growth
rates (over 1,000%) in Africa and Asia, reflecting their
relatively low density levels in 2000. Usage levels are
illustrated in Chapter 19.

The implications of the growth of the internet for society
and the economy are profound and widespread. Some
argue that it provides the basis for transition from an
industrial global economy, based on the production of
manufactured goods, to a knowledge economy, based
on the exchange of information. It is important to remem-
ber, however, that the internet’s very rapid development
is taking place alongside other major changes in global
politics, economics and society, including the globali-
sation of agriculture, manufacturing and business; the
growth in the international economic and political power
held in China, India and some other rapidly growing low-
er-income countries; the challenges of climate change
and environmental sustainability, of energy and food pro-
duction; and continuing contests between rights, free-
doms and political and religious ideologies.

Internet policy and governance have become important
and controversial areas of ICT policy since the turn of the
century. Internet governance, in particular, dominated the
second phase of the World Summit on the Information
Society (2003-2005), which in turn led to the establish-
ment of an annual Internet Governance Forum. Yet there
is still a good deal of confusion about the meaning of the
term, its scope and the range of institutions that are in-
volved. This chapter seeks to place internet governance
in its historical perspective, and briefly describes the main
internet governance bodies and debates. A range of inter-
net policy issues is discussed in Chapter 21.

The internet has developed rapidly, through a number of
different phases, since the notion of a global network of
computers was raised by the computer scientist J.C.R.
Licklider in the early 1960s. His concept — summarised

as “a network of [computers], connected to one another
by wide-band communication lines” which would offer
the functionality of libraries “together with anticipated
advances in information storage and retrieval”’ — de-
scribes the core functionality of an internet.

The 1960s, of course, pre-dated the distributed comput-
ing environment we know today. At that time, computing
was based around very few, very large mainframe com-
puters in government, business and academic institu-
tions (see Chapter 8). Very few people anticipated the
rapid and widespread distribution of desktop and laptop
computers that represents most computing today. The
origins of the internet therefore lie in the work of com-
puter scientists, and it took many years for its social and
economic implications to be fully understood by policy
makers.

The capacity to network computers was of particular in-
terest to the US defence establishment because of the
opportunity it provided to make command-and-control
systems less vulnerable to catastrophic failure in the
event of war. |t was, as a result, in the United States’
Defense Advanced Research Projects Agency (DARPA)
that much of the initial work on computer networking was
undertaken; and it was this agency which developed and
implemented the early ancestor of the internet, known as
ARPANET, in the late 1960s.

As well as new developments in computing, the late
1960s and early 1970s also saw crucial developments
in communications architecture which facilitated the ar-
rival of the internet. These included the development of
packet switching, i.e. the technique of dividing informa-
tion streams into small packets of data which could be
transmitted over communications networks, including
the existing telecommunications network, and reassem-
bled at the receiving end of a connection; and, in the
early 1970s, the design of the TCP/IP protocols which
enabled effective interconnection of disparate networks.

Technical aspects of internet developments are de-
scribed in Chapter 18. Their practical impact was to en-
able interconnection between the ARPANET and other
computing centres, including universities. Developing
the nascent internet became an important area of activ-
ity for computer scientists. It was at this stage, too, that

1 Wikipedia “History of the Internet” accessed 24 October 2009
en.wikipedia.org/wiki/History_of_the_Internet
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applications were developed to facilitate the practical
use of the interconnectivity that had become newly avail-
able. The most important of these, electronic mail, was
introduced in 1972. Other applications introduced in the
1970s included bulletin board systems, file transfer pro-
tocols (FTP) and Usenet newsgroups.

Computing in general and these early internet applica-
tions continued to spread during the 1980s, particularly
within the academic and scientific communities. With
the possible exception of email, however, they were dif-
ficult to use, and they did not begin to spread into the
wider community, even into large business use, until two
developments in the later 1980s: the introduction of the
personal computer and the invention of the World Wide
Web. This initial concentration of internet design and
development within the computer science community
meant that many crucial decisions that still affect the in-
ternet today were taken by computer scientists without
the engagement of public policy decision makers: an
important factor in current debates about internet gov-
ernance.

As discussed in Chapter 8, the introduction of personal
computers in the 1970s has had a transforming effect
on the relationship between computing and society.
Before PCs, computing was expensive and could only
realistically be deployed within organisations of sub-
stantial size. PCs enabled individuals to own and use
their own computers. Although originally the province
of hobbyists, in the 1980s ease of use improved suf-
ficiently for PCs to begin to be quite widely owned by
professionals in industrial countries. At the same time, it
became cheaper and more efficient for large organisa-
tions to replace mainframe computers with networks of
interconnected PCs, distributing control over the use of
computers within the organisation away from specialist
IT personnel towards end-users.

The most important single factor making computing
easy to use, for the first time, was the development of
the graphical user interface or GUI, firstly in the Apple
Macintosh and subsequently in Microsoft's Windows
operating system (see Chapter 8). PC usability was dra-
matically enhanced by GUIs, allowing the PC to become
a flexible tool which could be used by many people for
a variety of purposes, both professional and personal.
This provided an important platform for the subsequent
growth of the internet.

The internet equivalent of the GUI - in terms of making
a dramatic enhancement in usability, sufficient to enable
widespread use by non-specialists as well as specialists
— was the invention of the World Wide Web. This was
first developed at the end of the 1980s by Tim Berners-
Lee at the European Organisation for Nuclear Research
(CERN) in Geneva, and released for public use in 1992.
Before the Web, content on remote computers could
be accessed through programmes such as FTP, but the

process was difficult for users to understand and unat-
tractive to use. The World Wide Web enabled the shar-
ing of information through simple procedures (hyper-
links) and visually attractive media (web pages viewed
through browsers).

Most internet observers would agree that the Web has
been one of the two most important drivers of internet
use since the early 1990s — the other being the intro-
duction of higher-speed (including broadband) commu-
nications networks which have allowed much larger data
files to be shared between ordinary users at affordable
prices (at least in industrial countries). The World Wide
Web provides the principal platform for the wide range
of new services which have become available in recent
years — including electronic commerce, e-government
services, peer-to-peer file sharing and social networking.
These services are described in Chapter 19.

As well as new services, the period since the introduc-
tion of the World Wide Web has seen major changes in
the principal users of the internet. The internet is now
far removed from the tool that computer scientists and
academic researchers created for their own use in the
1970s. In industrial countries, it has become a central
feature of both social and economic life. Email has taken
over many of the historic functions of conventional mail
and telephony. Goods are widely bought online, and
many people manage their bank accounts and complete
their tax returns over the internet. The World Wide Web
has become a source of information which far exceeds
the potential of past libraries, newspapers and other in-
formation resources. Crime, too, has spread across the
internet — with the World Wide Web and other internet
services offering new ways for citizens to bypass con-
straints on pornography, gambling and pharmaceuticals;
while criminals have also been able to exploit weak-
nesses in internet security through hacking, spam, online
fraud and a range of new criminal techniques.

The most important structural change, however, may be
the transition which has occurred from an internet led by
computer scientists, up to the period of rapid adoption
of the World Wide Web; and the period since, in which
the private sector — in particular, its increasing use of the
internet as a platform for transactions and for managing
relationships between business and consumers — has
become predominant. The transformation of the internet
from a technical tool for the few to a commercial tool for
business and a social tool for citizens has profound im-
plications for internet governance, which are discussed
later in this chapter.

The internet is perhaps unique, as a social and eco-
nomic phenomenon, in having developed to the
point where it is pervasive in many societies without
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substantial involvement by governments or intergov-
ernmental organisations.?

The architecture of the internet, the protocols and struc-
tures which enable it to work, the services it delivers
and the overall ethos of internet development were all
led, in the internet's early days, by computer scientists
whose focus lay on designing technical rather than po-
litical solutions. Internet standards have been developed
in relatively informal internet-specific standards bodies,
notably the Internet Engineering Task Force (IETF) and,
more recently, the World Wide Web Consortium (W3C),
rather than in formal standards bodies like those for tele-
communications (such as ITU-T, see Chapter 28). Public
policy considerations played little part in internet design,
although a good many of those involved shared a liber-
tarian ethos, seeing the internet as a space for individual
empowerment that should be exempt from government
intrusion. An extreme expression of this libertarian ethos
can be found in the one-time Grateful Dead lyricist Jean
Perry Barlow's “Declaration of the Independence of
Cyberspace”?

As internet use has become widespread, the range of
those involved in the design and development of inter-
net standards, protocols and services has become more
diverse, including not just individual scientists but also
organisations and, in particular, large businesses.

Internet access is provided through a hierarchy of in-
ternet service providers (ISPs, see Chapter 19), which
make use of (and are sometimes owned by) telecom-
munications network operators. The markets for internet
access tools (in particular web browsers and search en-
gines) have become highly lucrative and the major play-
ers in these markets (particularly Microsoft and Google)
are among the world’s largest businesses. Many com-
panies, large and small, are involved in the development
and provision of internet services, either for internet us-
ers in general (e.g. Skype, eBay) or for marketing goods
directly to consumers (e.g. Amazon.com, lastminute.
com). Some of these companies have developed within
the internet, others have built internet businesses along-
side established traditional business models. As a result
of their involvement, the private sector has been respon-
sible for much of the dynamic growth and new service
provision within the internet in the 1990s and 2000s,
both technical and economic.

The increasing range and reach of internet services has
also meant that it intersects more and more with other

2 It should be noted, though, that there was significant US
government research funding in its very early days.

3 Accessible at homes.eff.org/~barlow/Declaration-Final.html
It famously begins: “Governments of the Industrial World, you
weary giants of flesh and steel, | come from Cyberspace, the
new home of Mind. On behalf of the future, | ask you of the past
to leave us alone. You are not welcome among us. You have no
sovereignty where we gather!

areas of public policy. For example, the use of the inter-
net for trade across international borders — whether by
individuals or by businesses — cuts across national fiscal
regimes (customs and excise duties, sales taxes). The
ease with which digital files can be transferred over the
internet, openly or anonymously, challenges the enforce-
ment of copyright and other intellectual property rights
(see Chapter 33). The opportunity which the global in-
ternet provides to bypass national legislation has been
widely used — both by citizens seeking to avoid politi-
cal censorship and by those seeking to access services
or content which are banned or restricted in their home
markets (such as pornography and gambling). The in-
ternet has provided many new ways in which individual
citizens can express their views, organise or seek to in-
fluence public opinion — some of which have been wel-
comed as new opportunities by civil society, while oth-
ers (the dissemination of racist and extremist ideologies,
organisation of criminal and terrorist activity) are seen
as threats by many governments and citizens. Criminals
have also made extensive use of the internet, often tak-
ing advantage of its openness or of gaps in its security
- ranging from networks of child pornographers to the
distribution of spam, to “phishing”, “419 scams” (both of
which seek to obtain financial information by deception),
and other forms of fraud.

The internet, in short, might be said to have been de-
veloped initially as a tool within the computer science
and academic communities, but to have evolved, very
rapidly, into a medium which is used, by every part of
those societies in which it has become widespread, to
improve opportunities and to achieve objectives. It is
important to governments and businesses, to civil soci-
ety groups and to criminals, to citizens old and young,
rich and poor. Initially designed by technical specialists,
it is now driven by commercial interests and by user
demand. In such circumstances, it is not surprising that
the design and governance paradigms of the internet’s
early days have been challenged by governments and
governance institutions dealing with wider issues of
public policy, so that governance of the internet has
become controversial. Before looking at some of the
debates surrounding internet governance at WSIS and
since, the following paragraphs seek to provide a basic
structure for understanding internet governance as it
stands today.

The meaning of the term “internet governance” is itself
contested. The two broad approaches to understanding
what it includes are as follows:

A “narrow” definition of internet governance in-
cludes only those areas of governance which are
explicitly concerned with the internet itself — i.e.
with the physical architecture of the internet, the
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The terms “government” and “governance” have distinct
meanings, but are sometimes used as if they were inter-
changeable. This has caused confusion, and is a particular
problem when the texts of legal or international agree-
ments are translated. The following definitions are used in
this handbook.

The term “government” refers to the exercise of decision
making and enforcement powers by a constituted
administrative authority, at national or local level, through
the determination and implementation of policy, making
use of legislation, regulations and other legally enforceable
mechanisms. Government may, of course, be democratic
or non-democratic in character.

The term “governance” refers to the establishment of
rules, regulations, conventions and norms that manage

the way in which organisations conduct themselves, both
internally and externally, and the principles and processes
underlying such instruments. Governance mechanisms
exist in most organisations and structures — for example,
technical standards set by government agencies,
international organisations and private sector bodies;
“corporate governance” in business; constitutional rules
within trade unions; the norms governing behaviour within
civil society groups — and are not confined to relations

between governments and other social actors.

In many areas of life, there is considerable overlap between
government and governance. In the early days of the in-
ternet, there was relatively little overlap as there was very
little government involvement, but the extent of overlap has
grown as the internet has become more important in other
social and economic policy areas.

protocols and standards which enable it to func-
tion, and the technical and financial interfaces be-
tween actors in the internet space, including busi-
nesses and citizens. It excludes all issues that are
generally known as “public policy”. Internet gover-
nance in this narrow sense is largely undertaken by
bodies which are wholly or very largely concerned
with the internet alone. It is sometimes referred to
as governance “of” the internet.

A “broad” interpretation of internet governance
— sometimes referred to as governance “on” the
internet — also includes those areas in which the
internet intersects with other areas of public policy,
which have their own established governance ar-
rangements and institutions. This includes:

— Some technical issues which are not confined
to the internet, such as the standards which in-
terface between the internet and telecommuni-
cations networks.

— Public policy issues which are concerned pri-
marily with the internet and its generic role
within society, such as access to the internet,
bandwidth pricing and the internet’s availability
in diverse languages.

— Issues which are concerned primarily with mat-
ters of public policy that lie (usually mostly)
outside as well as within the internet, such as
crime, security and pornography.

Some of these issues as such are discussed in Chapter
21. Our concern in this chapter is with the structure of
governance.

“Narrow” and “broad” definitions of internet governance
are, of course, not firmly demarcated. There is a con-
tinuum between them, with some areas of governance,
some issues and some governance institutions located
more towards the “narrow” or “internet-specific” end of
the spectrum and some more towards the “broad” or
“internet-related” end. This continuum is illustrated, to-
gether with some internet governance bodies and is-
sues, in Figure 20.1.

Within this continuum, it is also important to understand
that the architecture of internet governance is highly
distributed, i.e. that a great many different entities play
some part in governing aspects of the internet, often
without much in the way of coordination:

Some of the organisations involved are highly tech-
nical or specialist (such as the World Wide Web
Consortium, W3C), while others have a wide range
of concerns (such as the Internet Society, ISOC).

Some are based wholly within the internet space
(such as the Internet Corporation for Assigned
Names and Numbers, ICANN), while others are
primarily concerned with non-internet activities but
also deal with areas on which the internet impinges
or where it changes the character of their principal
concerns (such as the World Intellectual Property
Organisation, WIPO).

Some, like the Telecommunications Standardisa-
tion Bureau of the International Telecommunication
Union (ITU-T), are concerned with standards in-
cluding those at the interface between the internet
and other communications technologies and media.
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Figure 20.1: The internet governance continuum
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¢ Some, like ITU-T and WIPO, have considerable
governmental involvement, but many — particularly
those which have developed from the early days of
the internet — have been built around the engage-
ment of interested individuals and organisations or
businesses, with little or no direct government in-
volvement.

There is considerable diversity in the types of gover-
nance instruments agreed through internet governance
bodies. These range from very strict and enforceable
regulations (such as those necessary to ensure that
domain names and numbers are unique), through stan-
dards (which set an agreed framework on which innova-
tion in technology and service provision can proceed),
to broad policy agreements and statements of principle,
and to behavioural norms.

Most internet-specific governance bodies build their
decision-making processes around consensus. Con-
sensus decision making — best known in the process of
“rough consensus and running code” developed in the
IETF — requires both broad agreement between those in-
volved in the decision-making process and the absence
of strong opposition from anyone within the group to a
particular course of action. A number of different stages
where consensus must be achieved are usually involved,
with widening circles of participation (starting with those
directly involved in developing a standard or policy and
ending with the broad community of participants in the
governance body concerned). Where consensus cannot
be reached, proposed standards or policies are either
rejected or referred back to their originating parties for
further work.

This process differs from majoritarian or democratic con-
ventions in which the will of the majority may (and often

Child
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does) override strong objections by minorities. It adds a
significant cautionary element to the broadly experimen-
tal character of internet technical development, but has
also been adopted in policy-making processes, for ex-
ample, by the Regional Internet Registries (RIRs). How-
ever, its appropriateness in policy decisions — where dif-
ferences are likely to arise from ideological convictions
rather than judgements of technical effectiveness, and
where choices between incompatible options are more
likely to be necessary and immediate — can be difficult
and contentious.

Participation in internet-specific governance bodies is
usually quite open. The IETF, for example, has no mem-
bership structure and anyone can participate in any of
its work. Most other internet governance bodies — for
example, W3C and the RIRs — have some form of mem-
bership structure, but allow anyone who has an interest
in a standard- or decision-making process to participate
irrespective of their membership status. ITU-T, however,
is more restrictive, confining participation in its standard-
setting work to governments and sector members of the
ITU Standardisation Bureau.*

Internet governance entities

At the time of writing (mid-2008), no one had complet-
ed a comprehensive map of entities engaged in internet
governance. However, the diagram in Figure 20.2 posi-
tions a number of the most important internet governance

4 The chapter author has undertaken work on information and
participation arrangements in internet governance bodies for APC,
the Council of Europe and UNECE. The report of this work can be
found at www.apc.org/en/node/9443
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Figure 20.2: Internet governance issues and organisations
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agencies within a framework or matrix of governance,
which is also used in Chapter 28 to illustrate the roles of
a wider range of international telecommunications agen-
cies.® The following paragraphs then briefly describe the
roles of these particular bodies — though it should be re-
membered that they are only the most important of very
many entities that have a role to play.

Names and numbers entities

Internet Corporation for Assigned Names
and Numbers (ICANN)

ICANN is a non-profit private sector corporation which
has responsibility, at a global level, for managing the In-
ternet Protocol (IP) addressing system which enables ac-
cess to the internet (i.e. the domain name system and the
numbering system which underlies this). ICANN was cre-
ated in 1998, establishing greater distance between the
domain name system and the government of the United
States which had previously overseen it. Its status as a
corporation registered in the United States — and so, po-
tentially, in the eyes of some, susceptible to US govern-
ment intervention — remains controversial, and the Joint
Project Agreement between it and the US Department
of Commerce, a key instrument of ICANN governance,
was under highly contentious review at the time of writ-

5  The diagram is developed from work originally undertaken by Don
MacLean, David Souter et al. for the G8 DOT Force report Louder
Voices, available at www.panos.org.uk/?lid=324
It was developed for the internet by Don MacLean in an article
entitled “Herding Schrédinger’s Cats”, which can be found at
www.unicttaskforce.org/perl/documents.pl?id=1321

ing (mid-2009). ICANN has a Board of Directors repre-
senting different stakeholders, and a highly complex set
of arrangements for the involvement of different constitu-
encies and interests. A Government Advisory Committee
(GAC) provides input from governments.

ICANN manages the Internet Assigned Numbers Au-
thority (IANA), which oversees global IP address alloca-
tion, root zone management for the domain name system
(DNS) and other aspects of IP management.

Regional Internet Registries (RIRs)
and Number Resource Organisation (NRO)

RIRs are the organisations which oversee the allocation
of IP numbers (delegated to them by IANA, see above)
at a regional level. There are five RIRs: AfriNIC (Africa),
APNIC (Asia-Pacific) ARIN (North America and part of
the Caribbean), LACNIC (Latin America and part of the
Caribbean) and RIPE NCC (Europe, Middle East and
Central Asia).

The NRO is the association of RIRs.

Standards bodies
Internet Engineering Task Force (IETF)

The IETF describes itself as an “international community
of network designers, operators, vendors, and research-
ers concerned with the evolution of the Internet architec-
ture and the smooth operation of the Internet”” It has no
membership arrangements. Anyone who wishes to par-
ticipate in the IETF's work, particularly standard setting,
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may do so, through groups which work both online and
in regular meetings (the latter being seen as part of work
that is primarily organised online). Although many partici-
pants work for governments or businesses, they partici-
pate in the IETF as individual experts. Standards are de-
veloped through a process known as “rough consensus
and running code” (see above).

W3C, which was founded by the World Wide Web's de-
signer Tim Berners-Lee, emerged from the IETF in 1994
as “an industry consortium dedicated to building con-
sensus around Web technologies,’ and so to developing
vendor-neutral standards for the World Wide Web. Its
role is comparable in many ways to that of the IETF, but
it is structured around formal organisational membership
arrangements and full-time technical staff.

Policy forums

ISOC is a non-profit organisation which was set up in
1992 “to provide leadership in internet related stan-
dards, education, and policy!” It is a membership organi-
sation, which has local membership chapters in many
countries; a clearinghouse for information, education
and capacity building; and a forum for discussion of in-
ternet policy and technical issues. It provides an organi-
sational home for the Internet Engineering Task Force
(see above) and the Internet Architecture Board.

Some other international organisations concerned with
interactions between the internet and public policy are
discussed in other chapters of this handbook, particu-
larly those concerned with rights and development is-
sues. The Internet Governance Forum is described later
in this chapter.

Internet governance was a largely specialist concern un-
til the first phase of the World Summit on the Information
Society (WSIS), which began in 2002 and led up to the
first (Geneva) WSIS summit at the end of 20083.° Dur-
ing that period, however, internet governance became a
major issue of debate within WSIS, and it was subse-
quently the predominant issue during the second WSIS
phase (2004/2005, leading to the second summit in
Tunis in November 2005). At the time of writing (mid-
2009), many of the arguments that arose in that debate
were still unresolved.

6  WSIS is described in detail in Chapter 29.

Two main tensions concerning internet governance
emerged during the first phase of WSIS. These are some-
times confused, but it is important to recognise the differ-
ences between them, which remain important today.

Firstly, some governments — including the majority of de-
veloping country governments — challenged the role of
the United States in relation to the internet, in particular
the location of the majority of root servers (the core of
the system for directing requests for particular domains)
in the United States and the status of ICANN as a non-
profit corporation subject to US jurisdiction.

These governments argued that this gave the govern-
ment of the United States the ability to control the in-
ternet — even, if it wished, to cut off internet service to a
particular country. They therefore sought the establish-
ment of an international governance body to oversee the
internet, or at least the root server and domain name sys-
tems. Some civil society organisations sympathised with
these governments’ concern about the US role within
the internet.

Their position was opposed, however, by the majority
of industrial country governments and by most private
sector internet bodies, which argued that the present
arrangements did not in practice threaten the internet’s
development or accessibility and that an international —
for example, a United Nations — body would be cumber-
some and hinder internet development.

There was in this debate some confusion over the role
of ICANN, to which some participants attributed more
power over the internet than its relatively narrow role in
the domain name system. On the other side of the de-
bate, some participants feared that ICANN's opponents
wished to transfer powers over the internet to the ITU,
whose requirements for intergovernmental agreement
and formal standardisation they believed would stifle in-
novation.

Secondly, some governments — again including many
developing country governments — believed that the in-
ternet was too “ungoverned” and felt that it should be
brought within the conventional governance structures
of nation-states and intergovernmental cooperation. This
was a more general argument about the relationship be-
tween the internet and the state, rather than a specific
argument about the relationship between the internet
and the United States.

This argument was also opposed by the majority of in-
dustrial country governments, as well as by most of the
private sector and the internet technical community. Its
opponents argued that a lack of government control
had been fundamental to the rapid, innovative and ex-
perimental nature of the internet and that this innovative
ethos would be lost if it were managed - at national
or international level — like telecommunications or any
other business sector. They also pointed to the intrinsic
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difficulty of managing a global communications medium
through national legislation.

Civil society organisations also generally opposed
the argument for greater government control. They
were concerned in particular that greater government
control would stifle the internet’s ability to empower
citizens and civil society organisations, would facili-
tate censorship and access controls, and would allow
governments to snoop on citizens’ and organisations’
internet use.

However, it was widely recognised in this debate that
the internet’s increasing importance in social and eco-
nomic life brought internet governance into more and
more frequent juxtaposition, and sometimes conflict,
with conventional governance - particularly in areas
such as intellectual property, crime and commerce. This
implied at least the need to integrate rules, regulations
and governance norms, and therefore some rethinking
of governance approaches in both internet and conven-
tional governance communities.

These arguments were not resolved during the first
phase of WSIS, which invited the United Nations Sec-
retary-General to set up a Working Group on Internet
Governance, which could make recommendations to
WSIS' second phase. The Working Group (WGIG, for
short) comprised 40 individuals with diverse experience
of the internet — from governments and international or-
ganisations, business, civil society and the internet tech-
nical community. Uniquely for a United Nations forum,
these participants were asked to work as individuals
rather than representatives of particular interest groups.
WGIG is therefore regarded by many, particularly in civil
society, as a model for multi-stakeholder engagement
with the internet.

WGIG agreed a definition of internet governance which
was subsequently adopted by WSIS, and which can
therefore be taken as a definition which has international
consent. This definition is as follows:

Internet governance is the development and application by
governments, the private sector and civil society, in their
respective roles, of shared principles, norms, rules, deci-
sion-making procedures, and programmes that shape the
evolution and use of the Internet.”

The second phase of WSIS was overwhelmingly con-
cerned with internet governance issues, and almost
broke down because of failure to reach agreement on
these. The final outcomes of WSIS, so far as internet
governance was concerned, were threefold.

Firstly, WSIS agreed a set of basic principles, some-
times called the “WSIS principles”, relating to participa-
tion in internet governance debate. This text has formed

7  Tunis Agenda for the Information Society, para. 34

the basis for much subsequent discussion about multi-
stakeholder participation in internet governance. lts prin-
cipal paragraph reads as follows:

The international management of the Internet should be
multilateral, transparent and democratic, with the full in-
volvement of governments, the private sector, civil society
and international organisations. It should ensure an equi-
table distribution of resources, facilitate access for all and
ensure a stable and secure functioning of the Internet, tak-
ing into account multilingualism.®

Secondly, compromise text was agreed which called on
the United Nations to promote “enhanced cooperation...
to enable governments, on an equal footing, to carry out
their roles and responsibilities, in international public pol-
icy issues pertaining to the Internet, but not in the day-to-
day technical and operational matters, that do not impact
on international public policy issues! This text allowed
a consensus to be reached between those who wanted
to maintain the status quo regarding what had become
known as “critical internet resources” (the root server and
domain name systems) and those who wanted to bring
about changes in the role of ICANN, the location of root
servers, etc. This effectively postponed the issue. In prac-
tice, however, by the time of writing (mid-2009), little or
nothing had resulted from this WSIS outcome.

Thirdly, WSIS asked the UN Secretary-General to es-
tablish an Internet Governance Forum — a “multilateral,
multi-stakeholder, democratic and transparent” forum
which would “build on the existing structures of Internet
governance, with special emphasis on the complemen-
tarity between all stakeholders involved in this process
— governments, business entities, civil society and inter-
governmental organisations’

This Forum — which had been suggested by WGIG
— would have no decision-making powers, but would
provide a space for the discussion of the internet and
internet-related issues for all who were interested in par-
ticipating. It has become a forum of significant engage-
ment for APC.

The first three meetings of the IGF were held in Athens
(2006), Rio de Janeiro (2007) and Hyderabad (2008),
with further meetings scheduled for Egypt (2009)
and Lithuania (2010), pending a decision, to be taken
through the UN General Assembly, on whether the
Forum’s initial five-year mandate should be extended.
These have been organised by a small secretariat and a
Multi-stakeholder Advisory Group (MAG) appointed (fol-
lowing nominations) by the UN Secretary-General.

8  Geneva Declaration of Principles, para. 48; this text is reiterated in
the Tunis Agenda for the Information Society, para. 29

9  Tunis Agenda for the Information Society, para. 69
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The Forum’s mandate includes a wide range of issues
for discussion (see box below), but, as noted above,
without decision-making powers.

Discussions at the IGF have been organised around ple-
nary sessions which have addressed a number of the-
matic areas — initially “access”, “diversity”, “openness”
and “security”, with attention also paid to the broad
cross-cutting themes of “capacity building” and “devel-
opment”. Workshops, organised by multi-stakeholder
partnerships of interested organisations, have been held
around the plenary sessions and provided an opportu-
nity for more focused debate.

Fourteen multi-stakeholder “dynamic coalitions” had
also been formed by 2008, providing an opportunity for
those interested in particular issues to work together
between IGF sessions. The issues addressed by these
coalitions ranged from spam to freedom of expression,
and from child protection to climate change.

The first IGF was generally regarded as successful
and valuable in stimulating discussion across tradi-
tional stakeholder boundaries. The second attracted
more criticism on the grounds that it did not move
discussion forward as much as many participants had
hoped.

Some have argued that the IGF should move towards
a more definitive or decision-making role. However, this
is strongly resisted by many in industrial countries and
the private sector, and by many in the internet techni-
cal community where detailed governance decisions are
made. The future of the IGF will be reviewed before its
fifth scheduled meeting in 2010 and may well depend
on its ability to bridge the divide between those who be-
lieve it is most valuable as a space for debate and those
who wish it to play a more dynamic role.

The mandate of the Forum is to:
Discuss public policy issues related to key elements
of Internet governance in order to foster the sustain-
ability, robustness, security, stability and develop-
ment of the Internet.
Facilitate discourse between bodies dealing with dif-
ferent cross-cutting international public policies re-
garding the Internet and discuss issues that do not
fall within the scope of any existing body.
Interface with appropriate intergovernmental organi-
zations and other institutions on matters under their
purview.
Facilitate the exchange of information and best prac-
tices, and in this regard make full use of the expertise
of the academic, scientific and technical communi-
ties.
Advise all stakeholders in proposing ways and means
to accelerate the availability and affordability of the
Internet in the developing world.

Strengthen and enhance the engagement of stake-
holders in existing and/or future Internet governance
mechanisms, particularly those from developing coun-
tries.

Identify emerging issues, bring them to the attention
of the relevant bodies and the general public, and,
where appropriate, make recommendations.
Contribute to capacity building for Internet gover-
nance in developing countries, drawing fully on local
sources of knowledge and expertise.

Promote and assess, on an ongoing basis, the em-
bodiment of WSIS principles in Internet governance
processes.

Discuss, inter alia, issues relating to critical Internet
resources.

Help to find solutions to the issues arising from the
use and misuse of the Internet, of particular concern
to everyday users.

Publish its proceedings.

Source: Tunis Agenda for the Information Society, para. 72.
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Chapter 21

Lead author

The internet has become a major force in society within
a very short period of time. Although the ARPANET, gen-
erally considered the starting point for today’s internet,
was first developed by computer scientists and used by
academics at the end of the 1960s, it was not until the
mid-1990s, following the introduction of the World Wide
Web, that it began to reach a mass market in industrial
countries. Since then, however, it has grown both in
scale and scope:

The estimated number of internet users worldwide
has grown from about 360 million at the end of
2000 to around 1.5 billion by the end of 2008. Es-
timates of internet users reach as high as 85% of
the population in Canada and 73% in the United
States, although they remain low in other countries,
with penetration rates below 1% estimated in some
sub-Saharan African countries in mid-2008."°

The use of the internet has diversified from the
scientific and academic communities in which it
originated, not just into mass markets, but also in
government and business, with many government
functions now performed and many commercial
transactions now conducted online.

This very rapid development has raised a number of im-
portant policy issues, for three main reasons:

The diversification of internet use has meant that
it has increasingly impinged upon and intersected
with areas of social and economic life — and policy
concerning these — which were not relevant in its
early days and which were therefore not consid-
ered by early internet designers and policy mak-
ers. When the internet was a medium for dialogue
within narrow specialist communities, it could be
largely self-contained and self-regulated. Now that
it is a major forum for government and business,
norms and rules that govern the internet need to be
consistent with those governing the rest of social
and economic life. These intersections between
the internet and what might be called “mainstream”
policy areas lie at the heart of many internet gover-
nance debates.

10 Figures from www.worldinternetstats.com, December 2008

Governments and intergovernmental organisations
have played very little direct part in the develop-
ment of the internet. By the time it had come to
play a significant role in social and economic life,
therefore, towards the end of the 1990s, they were
poorly placed to influence its direction or to inte-
grate internet standards and behaviour into national
and international law. For some governments, this
is primarily a matter of political authority. Other gov-
ernments are concerned not so much about author-
ity (indeed many industrial country governments are
keen to maintain private sector leadership within
the internet), but about the need to ensure consis-
tency between the judicial, commercial and other
rules governing internet and non-internet behaviour.
Most businesses and civil society organisations
share this latter concern, although some libertar-
ians have argued that the internet should become,
in effect, a government-free space.

Historically, most transactions and interactions
have taken place within national boundaries, mak-
ing them liable to national laws and norms. Interna-
tional interactions — such as international trade and
telecoms links — were, in effect, treated in the past
as exceptional circumstances and governed by in-
ternational treaties and agreements (for example,
by the international trade rules within GATT and
more recently the WTO, by international intellec-
tual property agreements managed by WIPO, and
by international standardisation processes such as
those managed by the ITU or the Universal Post-
al Union). “Cyberspace”, however, is essentially
global rather than national. That is, although partly
organised at a national level (e.g. through national
domains or ccTLDs), internet content — and the in-
teractions and transactions it enables — take place
in a global rather than national context (goods can
be bought and sold across traditional frontiers, and
people can use internet services to bypass national
legal constraints and prohibitions). This globalisa-
tion poses substantial problems for traditional mod-
els of governance and law.

Institutional aspects of the governance challenges raised
by these factors are discussed in Chapter 20. This chap-
ter looks briefly at some of the main policy issues under
discussion within internet governance. It is not intended
to be comprehensive, but to provide a basic introduction
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to some of the more important issues. Many of these is-
sues are complex, and this chapter can offer only a brief
introduction to them, and to issues which are of particular
interest to APC. More information can be found in sourc-
es cited in the “Further Reading” section of the handbook.

Narrow and broad interpretations
of internet policy

Internet policy issues can be divided in a number of ways,
and several of these are discussed at different points within
this chapter. As noted in Chapter 20, however, a fundamen-
tal distinction is often drawn between “narrow” and “broad”
policy questions. This distinction has become important in
discussions about internet governance in general, with
some participants advocating a narrow interpretation of in-
ternet governance over policy issues and others wishing to
extend discussion of governance more broadly.

The fundamental distinction is as follows:

= Narrow issues of internet policy are those concerned
with the internet itself — i.e. with the way internet ar-
chitecture and standards are developed, with the
way domain names and numbers are managed, and
with the way that users interface with the technology
and management functions of the internet.

* Broad issues of internet policy are concerned with
interfaces between the internet and other areas of
social and economic life and policy, i.e. with the
ways in which the internet enables changes in the
ways that other things are done within society —
for example, the ways in which businesses interact
with consumers; in which governments deliver ser-
vices; in which criminals exploit their victims; and in
which citizens relate to the state and other citizens.

Figure 21.1: The internet governance continuum

Routing
standards

Domain
names

The boundary between narrow and broad policy issues
is not always clear, as illustrated by Figure 21.1, which
also appears in Chapter 20.

Spam, for example, is in some ways a narrow, technical
challenge for the internet: a matter of how protocols and
other technical facets of the internet can be developed in
order to reduce the waste of internet resources (including
bandwidth) involved in spam distribution. But spam also af-
fects people and organisations in ways that extend beyond
the narrow confines of the internet — by wasting people’s
time, by enabling fraud, by wasting energy resources, etc.

Quite a number of areas of internet policy, like spam, have
both narrow technical and broad socioeconomic causes
and consequences, and require input both from internet
specialists and those primarily concerned with wider
social and economic developments if they are to be re-
solved. As indicated in Chapter 20, there have often been
paradigm gaps between internet specialists. Some mem-
bers of the internet technical community are reluctant to
open up discussion of technical issues to policy consider-
ations — arguing, for example, that the internet should be
developed on the best technical basis for the internet it-
self, without looking at impacts outside the technical field.
Others, usually from a more policy-focused background,
have argued that all technical decisions have policy impli-
cations, and that technical and policy fields cannot and
should not be divorced from one another, even that the
distinction is a spurious one. Much internet governance
debate is concerned with findings ways of bridging the
gaps between technical and public policy fields.

Nevertheless, the distinction between narrow, or inter-
net-specific, issues and broader socioeconomic implica-
tions/impacts is a useful one. The next section of this
chapter is primarily concerned with the former; later sec-
tions discuss some of the broader policy issues.
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Although the texts of the World Summit on the Informa-
tion Society (WSIS) praised the potential of the internet
in many social and economic fields, discussion about
the internet in the summit’s meetings focused on a small
number of relatively narrow issues of internet gover-
nance, especially those concerned with how the domain
name and root server systems should be organised.

The principal issues here — the relative lack of govern-
ment involvement in internet governance, and the per-
ceived predominance of the United States where domain
names and root servers are concerned — are discussed
in Chapter 20. As well as establishing the Internet Gov-
ernance Forum as a debating chamber on the future of
the internet, the WSIS outcome documents also called
for “enhanced cooperation... to enable governments, on
an equal footing, to carry out their roles and responsibili-
ties in international public policy issues pertaining to the
Internet, but not in the day-to-day technical and opera-
tional matters that do not impact on international pub-
lic policy issues!" In practice, however, little had been
achieved along these lines by the end of 2008.

In the meantime, existing internet governance bodies —
standards bodies such as the Internet Engineering Task
Force (IETF) and the World Wide Web Consortium (W3C);
and administrative bodies such as ICANN, the Regional In-
ternet Registries and national registries — have continued
to deal with emerging technical issues. Among those which
have proved particularly significant in the middle of the first
decade of the 21st century have been the following:

The transition from IPv4 to IPv6, i.e. from one
version of the Internet Protocol to its successor:
IP version 4 has been the dominant version of the In-
ternet Protocol since the early 1980s. However, the
number of IP addresses which it can provide is limited
(to a little over 232 or 4 billion), and this has begun
to constrain internet growth because of the need to
organise numbers into rational blocks which can be
used by different actors. IP version 6 can support 228
internet addresses, more than ten billion billion billion
times as many as version 4 — though it is not so much
the number of addresses that is important here as the
capacity for systematic, hierarchical structuring of ad-
dresses. Internet community entities such as the IETF
were determining, during the first decade of the 21st
century, how best to migrate the internet as a whole
from IPv4 to IPv6, although progress had been slower
than anticipated and migration was posing some chal-
lenges for developing countries.

Expanding the domain name hierarchy: Origi-
nally, there were very few top level domains — .com,
.edu, .gov, .int, .org, .net — used at a global level. To-
gether with national domain names or country code

11 Tunis Agenda for the Information Society, para. 69

top level domains (ccTLDs) — such as .uk (United
Kingdom), .de (Germany) and .za (South Africa) —
these were the only top level domains that could be
made available to users. A limited expansion in the
number of top level domains — including, for example,
.bizand .info — took place in 2001. Fierce debate has
surrounded questions such as whether a .xxx domain
should be created for pornographic sites; about
whether ccTLDs should be complemented by do-
main names based on cities, regions, etc.; and about
the relationship between domain names and trade
marks. An ICANN meeting in 2008 approved a re-
laxation of the rules governing domain names which
would enable public and private entities to register
new strings of letters as top level domains.

ccTLD management: In the early days of the inter-
net, when it was significant for few people, the man-
agement of ccTLDs was granted to a wide variety of
different types of organisation in different countries.
Some of these were government departments, but it
was common for the national registry role to be held
by private businesses, non-profit organisations, uni-
versities or even private individuals. In some cases,
the national registry was managed by an individual or
organisation outside the national territory concerned.
As the internet has become more important, some
governments have been concerned that something
which they see as a national resource is owned and
managed by a private sector or non-governmental
body rather than by a government agency, and have
sought to “nationalise” ccTLD management. This has
led to a number of significant disputes. Other govern-
ments have preferred to see domain name manage-
ment remain a private sector service.

Domain name disputes: As the internet has be-
come more widespread and more commercially sig-
nificant, so the potential value of domain names has
increased.'? Companies regard domain names that
signify (or appear to signify) their identities or brands
as a form of intellectual property and this has led to
disputes of several kinds. In some cases, for exam-
ple, individuals or organisations have registered do-
main names which appear to be those of well-known
brands, in order to sell those names to the brands
concerned. The practice of registering but not us-
ing domain names is known as “cyber squatting”. In
other cases, individuals with a grievance against an
organisation have registered a domain name in order
to use it as a forum for hostility to the organisation
concerned — or perhaps to deceive browsers. Cases

The U in URL, of course, stands for “unique”, and domain names
have historically been allocated to first-comers. Thus, for example,
www.bbc.org is the website not of the British Broadcasting
Corporation, but of a computer club in the Canadian city of
Victoria; www.igf.org is not, as might be expected, the website of
the Internet Governance Forum, but of the Royal Society for the
Relief of Indigent Gentlewomen of Scotland.

The APC ICT Policy Handbook / 140



such as these can be political as well as commercial
in character.

A process for resolving top level domain name dis-
putes of this kind, known as the Uniform Domain
Name Resolution Policy, has been agreed between
ICANN and the World Intellectual Property Organi-
sation (WIPO). Disputes at national level are dealt
with by national registries.

Spam and malware: Spam is unsolicited bulk email.
By 2008, it accounted for over 90% of all email, and
was regarded by many as one of the most serious
problems on the internet. Although most internet ser-
vice providers (ISPs) and users deploy some spam filter
software in their email systems, and so do not see the
majority of spam emails that they receive, the high vol-
ume of spam makes unnecessary use of bandwidth and
so significantly slows the internet in locations — such
as developing countries — where bandwidth is scarce.

The distribution of spam is closely associated with or-
ganised crime. Much of it is generated by “botnets”, i.e.
networks of ordinary personal and business computers
which have been infected by malicious software which
uses them as “spam engines”. Much of it also facilitates
various forms of online fraud. It is therefore not just a
technical problem, but also an important problem of in-
ternet and financial security, and is considered further,
in this context, below.

Spam is also associated with the distribution of vari-
ous other forms of “malware” — i.e. malicious soft-
ware — which can enable outsiders to monitor com-
puter use and/or obtain information from infected
computers, for example, by stealing data held on lo-
cal computers or by using keystroke logging to iden-
tify credit card numbers and other sensitive data.

The vulnerability of internet-connected computers to
malicious programmes results from the very openness
which gives the internet its value, in particular the abil-
ity to access material, including programmes, from
remote computers and to control what one computer
does from another which is not directly connected
with it. The latter half of the first decade of the 21st
century saw increasing debate about whether the in-
ternet would be able to sustain its historic levels of
“generativity”'® in the face of continuing onslaught by
spam engines, viruses and malware.'* The continued
rapid expansion of access also notably provides con-
tinuing new opportunities for those seeking to exploit
the internet for malicious purposes.

“The ability of a self-contained system to provide an independent
ability to create, generate or produce content without any input
from the originators of the system” Wikipedia “Generativity”
accessed 24 October 2009 en.wikipedia.org/wiki/Generativity

On this debate, see for example Jonathan Zittrain, The Future of
the Internet — And How to Stop It New Haven: Yale University
Press, 2008 futureoftheinternet.org/download

Net neutrality: The concept of “net neutrality” is
based on the principle that all internet traffic should
be treated equally, i.e. that there should be no discrim-
ination between different types of traffic according to
the nature of that traffic. This principle underpinned
the early development of the internet, and is strongly
advocated by many internet pioneers and many mem-
bers of the internet technical community. At its heart
lies the perception of the internet as a neutral vehicle
for content, the value of which content is determined
by end-users rather than by intermediaries.

The following statement, from leading advocates,
presents the case for net neutrality in its simplest form:

Net neutrality means simply that all like Internet content
must be treated alike and move at the same speed over
the network. The owners of the Internet’'s wires can-
not discriminate. This is the simple but brilliant “end-
to-end” design of the Internet that has made it such a
powerful force for economic and social good.'®

The principle of net neutrality has become more
controversial as the internet has expanded its reach
and provided a vehicle for more bandwidth-hungry
services, some of which (such as video streaming
and voice telephony over the internet) require con-
tinuity of transmission in ways that are not required
by more traditional applications such as email, file
transfer or general web browsing. The popularity of
video-sharing sites such as YouTube and of peer-to-
peer file exchange has raised attention to the issue,
including the risk that high-bandwidth services used
by a minority may jeopardise quality of access for
the majority, particularly where bandwidth is in short
supply. Opponents of net neutrality, including some
significant internet business figures, argue that it is
preferable to allow internet businesses to offer varied
tiers of internet service to customers, including traffic
prioritisation. Some argue that movement away from
net neutrality is also necessary to maintain the at-
tractiveness of future internet investment.

The internet is now so significant and pervasive in indus-
trial countries that its use intersects with almost every
area of public policy. Although it is not so pervasive in
developing countries, its use is growing rapidly and it
has the same potential impact there as it already has in
industrial countries. The governments and citizens of all
countries, therefore, face challenges associated with in-
teractions between the internet and established policies,
laws and rules, and with the ways in which government,
business and personal relationships are conducted.

15 Lawrence Lessig and Robert McChesney in the Washington
Post, 8 June 2006, cited at en.wikipedia.org/wiki/Network_
neutrality#Definitions_of_network_neutrality
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These interactions between the internet and society/
economy can be divided up in different ways. The fol-
lowing paragraphs describe two ways of dividing them
which readers of this handbook may encounter.

The diplomatic training agency Diplo, in its widely used man-
ual on internet governance,'® divides the issues dealt with
in internet governance into five broad “baskets”, as follows:

Infrastructure and standardisation - including the
basic architecture and structure of the internet (for
example, the domain name and root server systems)
and some technical issues which more directly affect
users (such as spam, security and encryption). (These
are mostly “narrow” issues, as defined above.)

A legal “basket” — which is concerned with ways in
which the internet intersects with legal frameworks
in areas such as intellectual property, crime, privacy
and data protection.

An economic “basket” - including issues such as
electronic commerce, consumer protection and
taxation.

A development “basket” - including access, the
“digital divide" and the use of the internet to over-
come developmental barriers.

A socio-cultural “basket” — including issues of con-
tent, diversity and human rights.

From its inception, the Internet Governance Forum (IGF)
adopted a more abstract thematic division of issues, into
four main categories:

Access
Diversity
Openness
Security

with overarching themes of “development” and “capacity
building”. These four thematic terms were used to struc-
ture debate in both plenary and workshop sessions at
the first and second meetings of the IGF. The third meet-
ing of the IGF, in 2008, focused on the following main
themes during its plenary sessions:

“Reaching the next billion”

“Promoting cyber security and trust”
“Managing critical internet resources”
“Emerging issues — the internet of tomorrow”.

The final section of this chapter briefly describes a selec-
tion of the policy issues that have been raised in these
debates. Before doing so, however, it is worth noting an
underlying question about internet governance and its
relationship with other areas of governance.

16 Jovan Kurbalija and Eduardo Gelbstein Internet Governance:
Issues, Actors and Divides (Malta: Diplo Foundation, 2005)
www.diplomacy.edu/ISL/IG

It has been noted elsewhere in this handbook that some
within the internet community have seen the internet as
a potential “government-free” space, in which govern-
ments would not be able to enforce legal or social norms
on users. This libertarian or anarchist conception of the
internet was quite widely held among internet pioneers,
but has become much less prevalent as the internet has
become more and more important in social and eco-
nomic life. Certainly, many users exploit the internet's ca-
pacity to bypass legal and normative constraints — most
obviously in accessing pornography and bypassing intel-
lectual property rules on audio and video files. However,
no governments, very few businesses and few consum-
ers now envisage the internet developing into a parallel
social and economic environment which is exempt from
government and legal jurisdiction.

The central challenge here for policy makers lies in find-
ing ways of integrating the internet and its modalities
with the outcomes of policy making and legislation that
were developed in pre-internet economies and societ-
ies. A particular concern is consistency: how to make
the handling of copyright on the internet consistent with
that in non-internet media, for example; how to make the
management of internet and non-internet transactions
consistent, for example, with regard to taxation and con-
sumer rights; how to ensure that internet fraud is pros-
ecuted consistently with more traditional fraud. At the
same time, governments and businesses are concerned
to avoid imposing restrictions on the internet that will
prevent it maximising its value to them and to end-users.

This raises a critical question about legal mechanisms
— in essence, a question about whether internet circum-
stances require:

Different legislation which is specific to the internet.

Adaptation of existing legislation to meet new re-
quirements.

No new legislation at all but merely the application
of existing law (perhaps with some interpretation of
new circumstances).

An example of this question is that of whether pre-inter-
net copyright law is sufficient to handle internet copy-
right issues, or whether new copyright law needs to be
written in order to deal with them.

Central to discussion of this question has been the ex-
tent to which the internet makes a difference to social or
economic behaviour and the degree to which it changes
that behaviour. This question is important in many differ-
ent areas of internet activity, and different jurisdictions
have taken different views in different areas of policy, al-
though there has been an increasing preference to apply
and adapt existing law rather than to develop new law for
the internet as such.
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The following paragraphs look briefly at some of the
broader policy issues raised within discussions in the
Internet Governance Forum. These paragraphs are not
intended to be comprehensive or detailed, but to identify
and illustrate some of the issues under consideration.
They therefore represent only a sample of the issues
in debate. Additional material on issues of current im-
portance will be incorporated in this handbook as they
become significant to the work of APC and its partners.

Access

Access to the internet is considered by most commenta-
tors to be a positive good within society, and of impor-
tance to all social groups in all countries — in particular, to
rich and poor, and to men and women. However, access
is constrained my many factors which are discussed
elsewhere in this handbook — in particular by the avail-
ability of infrastructure, including communications net-
works and computers (more available in industrial than
developing countries, and in urban than rural areas); by
the cost of computers, connectivity and internet access
(likewise); and by the availability of relevant skills, includ-
ing literacy (more available to the rich than to the poor).
Some of the issues raised within the access debate are
discussed in other chapters of this handbook.

The status of communications infrastructure

There has been some debate in recent years about
whether internet infrastructure should be treated as a
“public good”, where this term is interpreted to mean
something that is of such value that it should be equally
available to all. (In economic terms, “public goods” are
also expected to be “non-rival”, i.e. undiminished in value
by the number of actual users, which is not the case
with internet infrastructure.) APC has been among those
organisations advancing this position. The issue raises a
number of debates, including the relationship between
private and public provision of infrastructure, the viability
of competitive infrastructure provision, and the relative
value to citizens of communications and other infrastruc-
tures which may or may not be treated as public goods
(e.g. power and water infrastructures, health and educa-
tional resources).

International bandwidth availability and costs

The international bandwidth available in a particular
country determines the quality of access which internet
users can enjoy when trying to access websites outside
the country (and also within the country if it has no IXP,
see below). A country/ISP with a great deal of available
international bandwidth will be able to offer its citizens/

customers internet access which is both faster and
cheaper than one in a country where a much lower level
of bandwidth has to be shared between consumers. In
practice, as a result, internet users in industrial countries
generally benefit from much faster and cheaper internet
access than users in most developing countries. The
shortage of international bandwidth is particularly acute
in sub-Saharan Africa.

Many commentators argue that the accounting arrange-
ments between global internet businesses and com-
munications businesses in developing countries exac-
erbate this problem. The volume of data sent between
industrial countries (particularly the United States and
Europe) and developing countries (particularly in Africa)
is asymmetric: internet users in, say, Malawi are much
more likely to make use of websites in the United States
than vice versa. As a result, developing country commu-
nications businesses effectively pay for transit of such
internet traffic in both directions. Many believe that this
substantially increases the cost of internet access for
end-users, although this impact has been disputed.

National bandwidth costs and IXPs

Internet traffic in almost all countries is generated by
a number of different ISPs. Some of this traffic can be
contained within the country, because it is concerned
only with local email addresses or with the use of local
websites. Unless local ISPs have made arrangements
between themselves, however, it is likely to be routed
through major international hubs, adding to international
transit costs (see above). A national internet exchange
point (IXP) reduces these costs by ensuring that traffic
between internet users/websites within a country does
not transit and so incur costs beyond national boundar-
ies. Cost savings from this can be considerable. IXPs
can also be implemented at a regional as well as national
level.

Diversity and language

Issues of diversity are essentially about inclusiveness,
i.e. of making internet access (and also the opportunity
to use the internet to express opinions and seize op-
portunities) meaningful as well as available to all. This
depends on factors which go beyond the availability
of physical infrastructure, including a number of social,
economic and cultural issues.

One of the most prominent of these issues is language.
From its early days, the majority of content on the internet
was in English, and English today remains the dominant
language on the Web. The predominance of English is
partly a result of historic and cultural factors, in particular
that the internet was first developed in the United States
and that English has become the predominant language
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of international discourse. As well as these socio-cultur-
al factors, however, it was exacerbated by the linguistic
norms of the early internet, which relied on a subset of
the Latin alphabet in such areas as the internet address
space. Considerable effort has been made by internet
engineers in recent years to design and incorporate non-
Latin alphabets into internet addresses, and these con-
tinue. Other internet commentators and activists focus
on the development of more diverse — including linguisti-
cally diverse — content and on access to the internet for
those with disabilities.

Openness and rights

Discussions about openness, too, are particularly con-
cerned with issues of content — of who can gener-
ate content or access it, under what terms, with what
constraints and within what jurisdiction. As well as be-
ing concerned with opportunity, the openness agenda
strongly connects with concerns about human rights and
freedom of expression. Since the foundation of the IGF,
there has been considerable debate within it about the
relationship between established social and economic
rights and rights on the internet. These have included
suggestions about the possibility of moving towards an
“internet bill of rights”, which have proved controversial
amongst rights activists, some of whom are concerned
that any new rights agreement may be more restrictive
than existing rights conventions. More on these topics
can be found in Chapter 5.

Political censorship

The internet opens up new spaces for both political in-
formation and engagement. In societies where access to
political information is restricted, external news sources
can add considerably to people’s understanding of what
is happening in their own country. The internet also pro-
vides channels for unofficial news gathering and com-
munication, and for political organisation, through in-
dependent websites, blogs, bulletin boards and social
networking services.

Censorship of the internet is not simple, because of the
immense diversity of content, though it is easier to imple-
ment where ISPs are either government-owned or tightly
controlled. Some governments have placed emphasis
both on preventing access by end-users to particular
websites — including major news sites such as that of
the BBC and campaigning sites such as that of Amnesty
International — and on identifying and arresting bloggers
and citizen journalists. The relationship between gov-
ernments and internet businesses has been particularly
contentious in this context, as some governments have
sought to require ISPs and search engines to monitor
internet use and reveal the identity of their customers
on demand.

Another issue raised within this context is that of “hate
speech”, which Wikipedia defines as speech (or text) “in-
tended to degrade, intimidate or incite violence or preju-
dicial action against a person or group of people based
on their race, gender, age, ethnicity, nationality, religion,
sexual orientation, gender identity, disability” or any of a
number of other characteristics.!”

In some cases, “hate speech” and related content is
easy to identify: for example, incitement to violence
against particular social groups or instructions on how
to make terrorist materials. In others, however, different
countries have very different perceptions of acceptable
and unacceptable behaviour. In the United States, very
high levels of free expression are guaranteed by the First
Amendment to the Constitution. In France and Germany,
which also have high levels of free expression, the sale
of Nazi memorabilia is nevertheless prohibited by law.
In some countries, there are severe sanctions against
criticism of religion or advocacy of the rights of women
or sexual minorities. There is, in short, no common global
understanding of “acceptable” content, or of the bound-
ary between “hate speech” and legitimate political or
religious debate.

Social censorship

The issue of “hate speech” lies at the boundaries be-
tween political and social areas of expression and or-
ganisation. The most prominent policy debates in this
area, however, have taken place around pornography,
particularly child pornography.

The internet has greatly increased the availability of
pornography worldwide; indeed, it is probable that
access to pornography was one of the principal driv-
ers of the internet’s transition from a specialist to a
public medium in the mid-1990s. The level and type
of pornography permitted by national legal jurisdic-
tions is highly variable, and so content which is legal in
many countries will be illegal in many other countries
(and vice versa). With the exception of child pornogra-
phy related to younger children, there is, as with hate
speech, no common global understanding of what is
or should be permitted and what should not. As a re-
sult of this, and the ability of internet users to remain
(largely) anonymous in most jurisdictions, the internet
enables citizens to bypass national regulations. Again,
as with political views, some governments have sought
to impose blanket restrictions on access to certain
websites. In other countries, the burden of responsibil-
ity has been placed on internet service providers or on
internet users themselves.

17 Wikipedia “Hate speech” accessed 24 October 2009
en.wikipedia.org/wiki/Hate_speech
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Intellectual property

The openness of the internet for the production, distri-
bution and use of written, audio and video content has
challenged many of the assumptions previously under-
pinning the enforcement of intellectual property rights.
A high proportion of music downloads worldwide, for
example, fall outside the “fair use” provisions of estab-
lished intellectual property agreements. Other issues
raised by open content include the misrepresentation,
unauthorised amendment and misattribution of material.
Issues concerning the internet and intellectual property
are discussed in Chapter 33.

The role of ISPs

ISPs provide the means by which internet users access
content. Their relationship to that content is therefore im-
portant, and has been interpreted in different ways. Most
ISPs would argue that their role is similar to that of postal
services, i.e. that they convey content but have no knowl-
edge of what is contained in what they convey. Some pol-
icy makers, however, have regarded them as more analo-
gous to newsagents or even publishers, which do have
control over what they make available. Similar arguments
are applied to social networking and file-sharing sites.

This is important in a number of legal areas, including
intellectual property but also pornography, hate speech
and libel. The internet depends in practice on ISPs act-
ing as channels of communication between internet
users. It would not be practical for ISPs to vet all of
the content which they convey or for social network-
ing sites to vet all of the content that is uploaded to
them. These practical constraints have not always been
understood in political debate, but it has become the
norm today for ISPs to be treated as having no respon-
sibility for content transmitted by them unless and until
they are notified that content infringes legal or intellec-
tual property constraints, after which point they can be
deemed responsible if they fail to take down content
they know to be illicit.

Security

Concerns about security within the internet fall into three
main categories:

Concerns about the security of the internet itself
(for example, about potential vulnerabilities within
its architecture).

Concerns about the security of internet users’ data
and internet behaviour (and their potential vulner-
ability to cyber crime and to state scrutiny).

Concerns about the use of the internet to threaten
security outside the virtual world (for example, by
facilitating terrorism).

These concerns have some common linkages but are
often confused with one another.

The security of the internet

Concern about the vulnerability of the internet itself has
focused on the distribution of spam and malware, which
is discussed earlier in this chapter. One of the princi-
pal reasons for the internet’s success has been the way
in which it facilitates interactivity, including the sharing
of data files between remote computers. However, this
openness has been increasingly exploited by some ac-
tors in the internet space, including criminal organisa-
tions, to distribute malicious software and potentially
gain control of a distributed network of individual users’
PCs around the world. Some commentators have ques-
tioned whether the internet can sustain the current level
of abuse of this kind, suggesting that increasing risk may
lead users to take refuge in more “guarded” spaces,
comparable to the proprietary information-sharing spac-
es (such as Compuserve) which the internet displaced
in the 1990s."®

The security of the user

One of the principal objectives of criminal engagement
with the internet is to obtain data — from individuals or
organisations — which can be used for fraud, identity
theft, etc. The internet offers many opportunities for
criminal activity of this kind, based around security fail-
ings in hardware and software and poor security be-
haviour on the part of users. Relevant issues include
spam-related fraud such as “419 scams” and “phish-
ing"” (which solicit user data by offering spurious finan-
cial opportunities or by masquerading as organisations
that might legitimately seek data); malicious software
which can extract financial data from infected comput-
ers; and the abuse of credit card information (similar
to that experienced offline). Data protection techniques
such as encryption, anti-virus and anti-spyware soft-
ware can deal with some, but not all, of the technical
hazards, but weak user security — for example, poor
password selection and security, outdated antivirus
software, unsupervised computer use by children and
third parties, and browsing of suspect websites — will
continue to present opportunities for abuse. The rapid
growth of access to the internet ensures a continuous
supply of inexperienced users who are more vulnerable
to sophisticated criminal attack than established users.

18 See for example Jonathan Zittrain, The Future of the Internet
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The security of the state

Many governments have become concerned in recent
years about the potential use of the internet to undermine
state security. Particular concerns have included the risk
of criminals and terrorists hacking into government and
other official computer facilities and the use of the inter-
net by criminal and terrorist organisations to organise and
to transfer finances. Some governments have sought to
take substantial powers to oversee internet use as a re-
sult of these concerns, raising questions about civil lib-
erties within their jurisdictions. The potential value of a
statement of internet rights and principles — which might
also cover issues such as access — has, partly as a result,
become a matter of contention within the Internet Gover-
nance Forum. These issues are considered in Chapter 31.

The internet and climate change

The relationship between the internet and the environ-
ment, particularly climate change, was raised exten-
sively during the 2008 Internet Governance Forum.
Access to and use of the internet and other ICTs is
one of the fastest growing contributors to greenhouse
gas emissions. At the same time, some uses of the
internet and other ICTs have the potential to reduce
greenhouse gas emissions in other economic sectors.
The balance between these first and second order
impacts of the internet on the environment is of in-
creasing significance in internet policy debate, and is
discussed in Chapter 34.
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Section 6
ICTs and development



Chapter 22

ICTs, SOCIETY AND THE ECONOMY

Lead author David Souter

An overall introduction to the relationship between ICTs
and development was set out in Chapter 7. That chap-
ter identified a distinction between two types of impact
which ICTs may have on society and the economy: the
impact which they have in their own right, and the im-
pact which results from interventions which are explicitly
aimed at making use of them to achieve development
outcomes. This chapter is concerned with the former, i.e.
the impact of ICTs on society and the economy. Chapter
23 looks in more detail at the relationship between ICTs
and development interventions.

ICTs and society

The role which information and communications play
in society, in particular in social relationships, was dis-
cussed in Chapter 2. As that chapter puts it, our ca-
pacity to achieve much of what we want to do depends
on us working and communicating with others: to agree
common objectives, to issue and receive instructions, to
learn and to share what we have learnt, to express our
aspirations and concerns. Societies — from the smallest
villages to the largest nation-states — are held together
by shared information and communication between all
who take part in them: governments, businesses, civil
society groups and individual citizens.

ICTs enable us to extend the range and quality of infor-
mation and communications in two main ways:

* By increasing our capacity to observe, store and
analyse information.

* By extending the reach of our communications both
geographically and over time.

Today’s new ICTs - television, mobile telephony, com-
puting and the internet — are the latest in generations
of technological enhancements to our information and
communications capabilities, and a starting point for fur-
ther generations of enhancements yet to come.

There is, therefore, an underlying continuum of change
and adaptation in the development of information and
communications and their impact on society. Many peo-
ple see the present rapid expansion in the range and
role of ICTs as a step change, perhaps amounting to an
“Information Revolution” (see Chapter 7), but even those
who emphasise this level of transformation recognise
that ICTs are building on pre-existing information and
communications patterns, are influenced by human be-
haviour as much as by technology, and that their impact
varies considerably from place to place and time to time.

Chapter 2 summarised the dimensions of information
and communications behaviour, and their relationship
with new ICTs, as illustrated here in Table 22.1."

Table 22.1: Communication skills and ICT applications

Communication skills ICT applications

Observation by satellite (GPS), etc.

Memory
Thought/analysis

Research

Calculation

Organisation

Speech and writing

Influence

Data monitoring and collation; applications including remote sensing, global positioning

Data storage; applications such as databases
Data manipulation; applications such as spreadsheets
Databases; digital libraries; the World Wide Web

The original functions of the “computer”; data manipulation;
applications such as spreadsheets

Management information systems and other
“information technology” applications

Communications ICTs, including telephony, email, etc.

Mass communications ICTs, including broadcasting and the internet

1 This table draws on work by David Souter and James Deane for
the United Nations Development Programme and by David Souter,
Jacqueline Davies and Ellen Helsper for Plan International.
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The following paragraphs look at some of the issues
raised by these changes, firstly in terms of the individual,
and then in terms of the dynamics of communities.

Individuals, it might be said, seek to gain information in
order to achieve better outcomes for themselves (and
those dependent on or associated with them), and to
communicate in order to maximise these gains. The out-
comes desired may be social or economic, concerned
with personal well-being or the accumulation of wealth
and power. Information and communications, in this
sense, are “ethically neutral”. They have the capacity to
empower, but how that capacity is used is determined
by people's objectives, not by technology; and how
available that capacity is to people is determined by so-
cial structures as much as infrastructure networks.

People adapt to new technologies and new resources in
different ways, according to their own needs, priorities
and capabilities. Some people are much more experi-
mental in their approach than others, who are tempera-
mentally more cautious. Changes take place in human
behaviour much more slowly than they do in information
and communications technology; and it is the pace of
change in human behaviour that ultimately determines
the pace at which new technologies are adopted and
integrated in society.

Research on information and communications behaviour
suggests that people are most likely to use new resourc-
es if they add significant new opportunities in areas that
are of high value to them or enable them to do things
that they value highly either significantly more easily or
at significantly lower cost. More complex resources and
those which are more difficult to use or offer less ad-
ditional value will be adopted more slowly. What might
be called “habituation” is also important — the degree to
which confidence in using new resources builds up with
experience. So are network externalities — the extent to
which the use of networked communications resources
depends on the number of relevant other users on the
network (see Chapter 15).

These issues were well illustrated in a study of the adop-
tion of telephony in low-income communities in India and
Africa which was undertaken in 2004. This study found
that mobile telephony was most highly valued amongst
the poor for two purposes which were highly prized
but previously unavailable: for seeking help urgently in
an emergency; and for maintaining contact with family
members living away from their communities (either as
migrant workers or in the global diaspora). These uses
were much more important than seeking information (for
which broadcasting and face-to-face communication
with trusted individuals were preferred) and making mon-
ey (which was only important to some higher-income in-

dividuals). It is likely that, in time, as people have become
habituated to and more confident with telephones, their
use for information gathering and income generation has
increased, but the initial drivers for adoption of this new
technological resource in the communities researched
were these two highly prized specific roles.?

This has a number of important implications where the
social dynamics of ICT adoption are concerned. The
evidence suggests that, within any community, certain
social groups are likely to be early adopters of new tech-
nology and to make use of new technologies in more
innovative ways. These social groups will be determined
partly by individual characteristics, but also by owner-
ship of assets which are relevant to ICT use (money,
literacy, education) and by power and status within the
community.

Early adoption of ICT use therefore tends to focus on
those who are wealthier, better educated and more open
to new ideas, and this can have significant implications
for the distribution of power and resources. On the one
hand, for example, it can reinforce and widen the divi-
sions between those who have and those who have not:
between rich and poor, educated and uneducated, men
and women. On the other hand, it can disrupt estab-
lished social dynamics by increasing opportunities for
some otherwise disadvantaged groups: the young, for
example, are often better educated and more experi-
mental than older generations, take more advantage of
new technologies and gain resources through them with
which they can contest established authority.

The use of broadcasting and telephony is relatively
“democratic”, especially now that they are widespread,
because their use requires relatively little skill or money —
but this is much less true of higher-cost, higher-skill ICTs
like computing and the internet. Because computers and
the internet are more expensive to use and require higher
skill levels, they are likely to be more substantially used
by the more prosperous, the more successful, the more
educated and the young than by other social groups. In
some countries, the location of internet access facilities
may also favour men and boys and disadvantage wom-
en and girls. As well as impacting on social dynamics
and distribution in themselves, these implications pose
challenges for those designing ICT-based interventions
which are intended to improve service delivery or ad-
dress community needs.

2  David Souter et al. The Economic Impact of Telecommunications
on Rural Livelihoods and Poverty Reduction (CTO for DFID,
2005) www.telafrica.org/R8347/files/pdfs/FinalReport.pdf
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At national level, industrial societies have become very
dependent on new information and communications
technologies. Television has become the most important
source of news and entertainment for most people. It
has not replaced radio, newspapers and books, but has
led to significant changes in the role they play and the
ways in which they are marketed. Music recording and
public entertainment have been transformed by the in-
troduction of permanent media (the gramophone, radio,
cassettes, CDs, downloading; the cinema, television,
DVDs). Successively, telephones, mobile phones and
the internet have become fundamental means of com-
munication — to the extent that most people who have
them cannot imagine how they lived without them. The
internet has replaced textbooks as the first recourse for
children’s homework (with mixed results). People use
computers at home and at work; use them to manage
their finances and store their photographs; and even find
their cars controlled by them. Government databases in-
creasingly compile information about individuals and co-
ordinate the delivery of public services and the manage-
ment of state security. All of this, together, can arguably
be described as social transformation.

Middle-income countries, too, are rapidly reaching this
level of dependence on new ICTs. Their reach is less
extensive, however, in lower-income developing coun-
tries. Urban elites in Nairobi and Mexico City use ICTs
as extensively as their counterparts in Paris and New
York, but — with the exception of radio, television and
the mobile phone — ICTs have not yet attained the same
prevalence in lower-income urban communities or, es-
pecially, rural areas. The impact of ICTs on society as a
whole, at present, is therefore less pervasive and more
unevenly distributed in developing countries than it is in
richer countries. However, it is increasing and changing
over time, in ways that businesses, governments and
civil society have all found difficult to predict.

The relationship between ICTs, productivity and eco-
nomic growth is often thought to be straightforward.
ICTs improve individual productivity, it is said, and this
will be translated into improved productivity in business-
es in general, and so at national level. Improved national
productivity will enhance national competitiveness and
so foster economic growth. Failing to invest in ICTs, by
contrast, will make countries fall further behind their in-
ternational competitors and risk economic decline.

In practice, the picture is somewhat more complicated.
While there are well-known examples of countries and
regions in which ICT investment has generated wider
economic growth — South Korea, for instance, and the
cities of Bangalore and Hyderabad in India - their ex-

perience has not yet been widely repeated elsewhere.
In fact, for a long time, it proved difficult for economists
to demonstrate significant links between ICT investment
and increased productivity and economic growth at na-
tional level in industrial countries. This paradox was sum-
marised by the economist Robert Solow in 1987 in the
words “you can see the computer age everywhere but in
the productivity statistics."

The problem here lies with the relationship between IT in-
vestment and other factors in the production process. In-
formation technology alone is insufficient to generate eco-
nomic growth; it needs to be associated with complemen-
tary changes in other areas, such as human capacity and
process management, and to occur within an economic
environment which fosters innovation and enterprise.

The “Solow paradox” was not convincingly “resolved”
until recent studies conducted by the Organisation for
Economic Co-operation and Development (OECD).
These showed that investment in information technology
does, normally, lead to increased productivity and eco-
nomic growth at national level, but that it takes a number
of years for this to happen in industrial countries, and
may take longer in developing countries.* Three main
reasons were identified for this:

Only some parts of the economy see high levels
of ICT investment. Within any supply or production
chain — the process of turning raw materials into
exportable goods and services — the impact of ICT
investment in some parts of the chain, which are
susceptible to ICT investment, will be diluted by
that in other areas where there is (or can be) less
ICT investment. More generally, some areas of the
economy (such as the service sector and high-end
manufacturing) have much more scope for ICT in-
vestment than others (such as low-end manufactur-
ing, mining and agriculture).

While individual firms can show rapid and sub-
stantial gains from ICT investment — for example,
in productivity, turnover and growth — this does not
mean that these generate economic growth at na-
tional level. Many of the gains made by individual
firms are likely to be made at the expense of other
firms with which they compete (perhaps those that
do not invest in ICTs), rather than representing new
business gained by the country overall. One cannot
calculate national gains, in short, by adding up the
gains of individual firms.

3  Robert Solow “We'd Better Watch Out” New York Times Book
Review 12 July 1987

4 Organisation for Economic Co-operation and Development /CT
and Economic Growth: Evidence from OECD countries, industries
and firms (OECD, 2003) browse.oecdbookshop.org/oecd/pdfs/
browseit/9203031E.PDF and David Souter /CTs and Economic
Growth in Developing Countries (OECD, 2004) www.olis.oecd.org/
olis/2004doc.nsf/LinkTo/NTOOO090CE/$FILE/IT00175866.PDF
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ICT investment alone does not increase productiv-
ity. It can only do so if it occurs in conjunction with
other factors. In particular, ICT investment is only
likely to improve performance at the level of the firm
if it is accompanied by changes in the way the firm
does business that enable it to realise its advantag-
es — for example, automating processes that were
previously done by hand. Workforces also need to
be reskilled in order to manage new technologies.
These processes take time and money. They are
also often affected by policy issues at a national
level — for example, how easy it is for a company to
set itself up in business or to market a new service.

These OECD findings are positive about the relationship
between ICT investment and economic growth, but also
challenging for developing country markets:

Most developing country markets depend much
more on agriculture and raw material extraction in-
dustries — which benefit less from ICT investment
— than on services and manufacturing.

IT-led companies generally have higher skill require-
ments than the rest of the economy. Highly skilled
labour may not be available, particularly if IT skills
are specifically required. The benefits of IT invest-
ment may also be less apparent in low-wage econo-
mies where the balance between capital investment
and unskilled labour costs favours the latter rather
than the former.

Business regulation is often much more rigid in de-
veloping countries than industrial countries, making
it more difficult for entrepreneurs to initiate new
businesses or establish innovative services.

It is hard to find good statistical evidence about ICTs and
growth in developing country economies. In particular, it
is often difficult to establish causality. For example, there
is usually (as noted in Chapter 6) a strong association
between GDP per capita and teledensity. Some have
argued that this implies that higher levels of telephone
use increase GDP per capita, though it is more usually
argued that higher income levels (for which GDP per
capita is a proxy indicator) enable more people to buy
telephones. Each may contribute to the other, while the
effect of network externalities in the growth of telephone
networks (see Figure 15.2 in Chapter 15) is also likely
to be influential.

It is clear, however, that it must take time for changes in
ICT investment to have an impact on macroeconomic
indicators. The OECD’s work suggests some ways in
which governments might encourage ICT investment
and business innovation. These include, for example,
measures to increase education and training in ICT-re-
lated skills (including low-level skills and maintenance as
well as high-end skills such as programming and web
design); measures to reduce ICT costs (such as remov-

ing tariffs on computer equipment and liberalisation of
telecoms markets); and measures to foster innovation in
the business use of ICTs (such as removing restrictions
on new business formation and the promotion of ICT
business zones or clusters). Although these are policy
areas outside the ICT sector itself, they can have a pow-
erful impact on the potential of ICTs within society.

A number of countries have sought to use IT businesses
as drivers for economic growth, in some cases in manu-
facturing but more often in the service sector. Countries
which have developed significant manufacturing sectors
in ICTs tend to be larger, middle-income countries rather
than small low-income countries. Examples include Brazil,
South Korea and Malaysia; and, more recently, India and
China. The large size of these countries means that they
have large workforces, including significant numbers of
skilled and highly skilled workers, as well as scope for lo-
cal component industries and perhaps significant domes-
tic as well as export markets for their products.

A larger group of countries have sought to create — or
are seeking to create — service sector industries built
around call centres, back-office functions or business
process outsourcing (BPO) and, at the higher end of
this market, software design and production. The ex-
amples of the Indian cities of Bangalore and Hyderabad
are often cited in such plans. These cities have estab-
lished clusters of ICT-focused businesses, many with
high-level expertise and production. They have achieved
significantly higher economic gains than other cities of
comparable size in India. In most cases, BPO plans aim
to deliver outsourced services to industrial country busi-
nesses at lower cost than can be obtained in those busi-
nesses’ home markets, by trading on the lower labour
costs which developing countries can provide.

Back-office outsourcing is not, however, an opportunity
available to all countries. Those that have been success-
ful in establishing call centres and BPO have been able
to combine a number of critical factors that have given
them a competitive advantage — in particular, an abun-
dant supply of people with relatively high qualifications
(particularly in the English language) and low labour
costs. Low-end call centres (such as those involved in
marketing rather than in technical support) are highly
vulnerable to business churn, as the businesses that hire
them move on to newer, cheaper locations.

Within developing countries, as elsewhere, there is sig-
nificant demand for IT skills in business — both in inter-
national firms (such as banks) and in support for smaller
enterprises. This has provided opportunities for a lively
and entrepreneurial small business ICT sector to devel-
op in the cities of most developing countries, providing
installation and maintenance services, ICT training and,
at the higher end, software tailoring and web design.
However, maintenance and other ICT skills are often in
short supply in rural areas.
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A good deal has been written about the opportunities
which ICTs can provide for small businesses in develop-
ing countries to improve their management and incomes.
Small businesses, for example, can make use of com-
puter programmes to manage their accounts, use the
internet to market their services, or use the telephone
to check market prices and negotiate better terms with
intermediaries. A good deal of anecdotal evidence has
been published about these potential impacts, although
there has been relatively little systematic analysis.

ICTs undoubtedly provide a lot of opportunities for small
businesses, but the extent to which such businesses
can take advantage of them depends on many other
factors. Computer accounting programmes, for exam-
ple, are only cost effective for businesses with sufficient
scale to afford the necessary investment in equipment
and training. Small-scale farm produce and craft busi-
nesses may not have the necessary capital, skills or
bookkeeping experience to make them useful without
significant support from government or other agencies.
Internet marketing also has its limitations: only certain
goods are easily marketed on the World Wide Web,

and international markets require high web design and
production standards to generate buyer confidence —
something that is more likely to be achieved by coopera-
tives or government marketing agencies than by small-
scale entrepreneurs.

More evidence is needed, too, about the ways in which
ICTs can change the dynamics of markets for small pro-
ducers in developing countries. There is a good deal of
evidence of cases in which the ability to find out informa-
tion about market prices in different places has enabled
producers to negotiate better terms with intermediaries.
However, small producers are rarely in a position to by-
pass wholesalers altogether and sell directly to the fi-
nal consumers of their produce. More information can
reduce the asymmetries of information within markets
and help small producers negotiate better terms — but it
cannot always overcome the disadvantages which many
small farmers have in markets which have a very small
number of potential buyers (which are, in economic
terms, monopsonistic or oligopsonistic). The relation-
ships between producers and intermediaries in this kind
of market are discussed further in Chapter 27.
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Chapter 23

Lead author

A broad introduction to development issues and their
relationship with ICTs can be found in Chapter 7. This
chapter builds on that introduction by describing some
of the current priorities of international and national de-
velopment thinking, and relating these to debates con-
cerned with ICD and ICT4D. Its opening sections reiter-
ate some of the key points which were discussed in the
earlier chapter.

The meaning of the term “development” is explored brief-
ly in Chapter 7. The word is not easy to define, and its
meaning has been contested over the years. At different
times, for example — and in different places and by dif-
ferent actors — more or less emphasis has been placed
on macroeconomic growth, or on social factors such as
health and education, or on individual and community
livelihoods and empowerment. Lengthy and unresolved
debates have continued about whether development
is best driven from above (by government action or by
large-scale infrastructure) or from below (through com-
munity action and an emphasis on the basic needs of
the poor); about the impact of trade relations and the
effectiveness of international aid; about the importance
of “good governance” and the detrimental impact of
corruption and civil conflict; and about the best ways
to measure developmental change. In development, as
in other areas of public policy, fashions also come and
go, with emphasis being placed at different times on dif-
ferent issues — for example, on industrial growth in the
early 1960s; on the agricultural changes of the “green
revolution” in the later 1960s and early 1970s; on “basic
needs” in the later 1970s and 1980s; and on structural
adjustment (economic liberalisation) in the 1980s and
1990s.

A difference in emphasis can often be found in these
debates between those who prioritise economic growth
(i.e. overall growth in production and national econo-
mies, measured for example by national income or GDP
per capita) and those who prioritise poverty reduction
(i.e. a reduction in deprivation, measured for example by
the proportion living in absolute poverty, equivalent to an
income level of around USD 1 per day). In recent years,
emphasis has been placed by donors on the establish-
ment of national Poverty Reduction Strategies, although
in practice these are often as concerned with macroeco-

nomic growth as they are with the lives and livelihoods
of the poor.

Many different factors play a part in determining whether
“development” (however defined) “is taking place”, and
many different indicators are used for this. In practice, it
is rare in any society to find all of these indicators mov-
ing in the same direction at the same time. High rates
of economic growth are often associated, for example,
with (at least short-term) increases in economic disparity
(the gap between rich and poor). Social and economic
changes need to be measured over a significant period
of time in order to determine whether the long-term trend
in indicators is “positive” or “negative” (as determined by
development objectives). Positive economic growth and
poverty reduction outcomes can easily be jeopardised,
in countries which are heavily dependent on particular
commodity exports, by changes in global economic cir-
cumstances. Previously unanticipated problems, such
as HIV/AIDS and climate change, have major impacts
on development potential. Development gains are also
vulnerable to political disruption and civil conflict.

Views about the role of information, communications
and ICTs within overall development thinking vary widely,
both amongst proponents of “ICD" and between them
and the wider “development community”.

A distinction was drawn in Chapter 7 between the im-
pact which ICTs have in society by virtue of their avail-
ability and use (regardless of development objectives)
and their conscious use, by governments and other ac-
tors, for developmental purposes.

Many governments and development agencies include,
within their thinking about ICTs in development, the
importance of creating or retaining an enabling envi-
ronment that encourages the deployment and use of
ICTs in ways that will maximise the social and economic
gains made through their availability and use. Interven-
tions in this area — including institutional reforms such
as the liberalisation of communications markets and in-
dependent regulation — seek to take advantage of the
general value of ICTs in building more informed, more
diverse and (it is hoped) more prosperous and more
equal societies.
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A further distinction was drawn in Chapter 7 between
two main strands of thinking within development agen-
cies about the role of information and communications
in development:

One strand, which is much older and which (in this
handbook) is referred to as “ICD”, emphasises the
value of information and communications within de-
velopment, irrespective of technology. This strand
argues that:

— Those who are better informed are better able
to make choices about their lives — what to
plant, when to sell, how to maintain good hy-
giene, how to plan parenthood, etc. — and so to
improve their lives and livelihoods.

— Those who are able to share their experiences
and communicate their concerns and needs are
better able to influence decisions by those in
authority in their favour.

Proponents of ICD, as so defined, emphasise communi-
cations rather than technology, and continuity between
people’s experience of old and new communications
media. They are particularly concerned with information
and knowledge sharing, education, responsive interac-
tion between development actors and local communi-
ties, and empowerment initiatives (such as local and
community radio). They stress the importance of human
behaviour and are often wary of the claims made for new
technology's potential.

The second strand, which is more recent and which
(in this handbook) is referred to as “ICT4D", em-
phasises the role of new technologies in enhanc-
ing the information and communications resources
which are available to individuals and communities.
This strand argues that:

— New ICTs make a profound difference to the
availability and potential value of information
and communications.

— Those who have access to them are thereby en-
abled to understand their environments, share
their experiences and exploit their knowledge
more effectively than they were before ICTs be-
came available or than are other citizens without
access to comparable ICT facilities.

Proponents of ICT4D, as so defined, put much greater
emphasis on technology, and on discontinuities be-
tween old and new communications media. Some are
particularly concerned with the value of access to infra-
structure, new technology and digital services, espe-
cially the internet. Like governments concerned with the
macroeconomic impact of ICTs, they stress the impor-
tance of big decisions (for example, about technology
deployment and investment) as well as those rooted in
communities (such as public access facilities and local
content). Others are particularly concerned with the po-

tential which ICTs have for changing the nature of ser-
vice delivery.

While ICD thinking (as defined here) has played a sig-
nificant part in development policy over many years,
ICT4D has been much more recent and more contro-
versial. Until the mid-1990s, it would be fair to say that
much mainstream development thinking dismissed tele-
communications as being of little interest to the poor,
and therefore unimportant to development intervention,
particularly that funded through development aid. It was
only in the late 1990s — when mobile telephony and the
internet began to play a powerful role in industrial coun-
tries — that their potential for development began to be
seriously explored, and not until the turn of the century
that any real evidence began to be accumulated about
what might be happening.

By the time of the first session of the World Summit on
the Information Society in 2003, however, ICT4D had
attracted numerous advocates and become something
of a movement. Strong advocates of ICT4D could be
found in multilateral development agencies like the
World Bank and UNDP, in bilateral donor agencies such
as the Swiss Agency for Development Cooperation,
and in civil society organisations like the International
Institute for Communications and Development (IICD).
OECD countries had established a Digital Opportuni-
ties Task Force (DOT Force) with developing countries,
the private sector and civil society organisations, to
develop an overall approach to ICT4D, backed up by
specific interventions.! An international advocacy coali-
tion, the Global Knowledge Partnership, had significant
impact projecting the potential of ICTs across a broad
development field. The United Nations established a UN
ICT Task Force as a multi-stakeholder discussion forum.

However, there are still many development specialists, par-
ticularly in “mainstream” development fields such as health,
education and agriculture, who are unconvinced about the
potential of ICT4D, especially about whether it can play
a transformational role in their areas of work. Although it
took place at much the same time as the second phase of
WSIS, the Millennium Review Summit in 2005 paid virtu-
ally no attention to ICTs as instruments for delivering the
Millennium Development Goals (see below). ICT4D plays
little part in most Poverty Reduction Strategies.

Is there is a “paradigm gap” between the thinking of
ICT professionals and advocates of ICT4D, on the one
hand, and the mainstream development community, on
the other? ICT professionals and ICT4D advocates, ac-
cording to many mainstream development personnel,
give too much credence to the potential of technology
and pay too little attention to the difficulties of success-
fully deploying technological solutions in difficult social,

1 The DOT Force worked between the G8 summits in 2000
and 2002.
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economic and geographical environments. Mainstream
development professionals, according to many 1CT4D
activists, overestimate the challenges and underestimate
the potential of the new. There are few forums in which
ICT4D advocates and mainstream sceptics interact, and
WSIS notably failed to bring them together.

One of the underlying difficulties here is the weakness
of the present evidence base concerning ICT4D. De-
velopment professionals are used to making decisions
on the strength of past evidence about what works and
what does not. The evidence base for ICT4D, how-
ever, is very weak in comparison with that concerning
other development interventions. Partly this is because
ICT4D is relatively new, and there has been little time
yet in which its impact (positive or negative) can be as-
sessed. In addition, the pace of technological change
is such that the technology which might be deployed in
future is almost never the same as that which has been
previously deployed. It is also true, however, that much
of what has been presented as evidence for ICT4D has
been anecdotal rather than analytical, and this has failed
to convince development professionals who are used
to more substantial and sophisticated evidence. ICT4D
agencies are coming to understand the need for more
critical and analytical evidence to be produced.

One outcome of these debates — which has become
increasingly important in development agency thinking
about ICT4D - concerns the principle of “mainstreaming”

“Mainstreaming” is a well-used term within develop-
ment policy. Over the years, there has been much dis-
cussion and there have been many changes of practice
concerned with, for example, mainstreaming gender or
environmental issues within established areas of devel-
opment practice (such as health or rural development).
Mainstreaming essentially sees particular issues as be-
ing of “cross-cutting” importance in development — rel-
evant in all areas and so requiring incorporation in all
areas of development thought and practice.

In the case of ICD and ICT4D, mainstreaming has been
used to differentiate between two possible approaches
to the role which ICTs might play in development policy
and practice:

One possible approach would emphasise the ICT
sector as such, in particular the availability of access
(network deployment, low-cost services, facilities
such as telecentres, diversity in broadcasting, etc.).
This approach sees ICTs as having broad transfor-
mational power within society, but has become less
prevalent in development agencies during the pres-
ent decade and particularly since WSIS.

The alternative approach is to see ICTs as having pri-
marily instrumental value, i.e. to regard them as tools
which can help to achieve other established devel-
opment objectives. This approach has been par-

ticularly associated with the mainstreaming of ICTs
within development. On the one hand, it sees the
value of ICTs as essentially cross-cutting, applicable
(to some degree) in all development sectors. On the
other, it sees that value as essentially secondary —
the servant of each established development sector
rather than a major contributor to its transformation.
Mainstreaming has been particularly associated with
the drive in all development agencies today to focus
on poverty reduction and achievement of the Millen-
nium Development Goals (see below).

Most multilateral and bilateral development agencies
now see ICTs primarily as mainstream tools within the
broad development agenda rather than as instruments
which they can use on their own to achieve widespread
social and economic transformation. However, they also
recognise the significance of the changes in information
and communications behaviour which ICTs are driving in
societies in general, and some remain interested in pro-
moting an enabling environment which may accelerate
their impact. There has, nevertheless, been a significant
reduction in the amount of donor agency funding com-
mitted explicitly to ICD in the period following the World
Summit on the Information Society (i.e. since 2005).

The remainder of this chapter discusses some of the ma-
jor issues within development policy and practice today,
and relates these to these ICD/ICT4D debates.

Thinking about international development today, at
governmental level, is dominated by three international
agreements — the Monterrey Consensus, the Paris Dec-
laration and the Millennium Development Goals — and by
a consensus between donors and developing country
governments about the importance of building national
development programmes around Poverty Reduction
Strategies. Those who are concerned to promote the
role of ICTs within development need to understand
these international priorities, and to think about how
ICTs and ICT4D can engage effectively within them.

The Monterrey Consensus
and the Paris Declaration

The Monterrey Consensus is the outcome of a United
Nations Conference on Financing for Development,
which was held in Monterrey, Mexico, in 2002. It rep-
resents an agreement between governments (rich and
poor) and international financial institutions about ways
of financing development, which seeks to draw together
six main sources of potential funding:

Domestic capital

Foreign direct investment (private sector capital)
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Finances generated by international trade
Financial and technical cooperation (overseas aid)
Debt relief

Steps to change international trade and finance
systems in ways that will increase their contribution
to development.

Although the Monterrey Consensus does not link par-
ticular funding sources with particular investment sec-
tors, the view has been prevalent since the early 1990s
in international development agencies that investment in
the ICT sector, including infrastructure networks, should
be led by the private sector. Issues of infrastructure fi-
nance were discussed by the Task Force on Financing
Mechanisms which met between the two phases of the
World Summit on the Information Society (see Chap-
ter 29) and rejected calls for new, ICT-specific funding
mechanisms.?

The Paris Declaration is an international agreement,
reached in 2005, which is concerned with one of these
financial flows, bilateral and multilateral aid. The aim of
the Declaration is to improve the quality and impact of aid
in contributing to overall development. It pays particular
attention to the ownership of development processes,
emphasising that development plans should be based
on priorities which are determined by national govern-
ments. It also seeks to achieve more harmonised and
predictable disbursement of aid, better integration of the
efforts of donors and beneficiary governments, and the
untying of aid from procurement in donor countries.

The Monterrey Convention and the Paris Declaration
establish an overall framework for how relationships are
expected to work between development partners, i.e.
between developing countries and those governments
and international agencies that are engaged with them
(as investors, donors, etc.). In particular, after decades
in which donor countries and multilateral agencies were
accused of seeking to impose social, economic and
political values on aid beneficiaries, these agreements
emphasise the importance of national policy owner-
ship and partnership between industrial and developing
countries.

One outcome of this is that any emphasis on ICTs within
national development policies has to come from the gov-
ernments concerned, and will not be externally imposed. A
global summit such as WSIS, for example, can advocate
that greater attention should be paid to ICTs in national
development plans, but its advocacy will not translate into
international action unless the demand for international
support arises from within national governments.

2  The Task Force report is at available at www.un-ngls.org/doc/wsis-
tffm-final-report.doc

The Millennium Development Goals

The Millennium Development Goals (MDGs) were
agreed by the United Nations in 2000 and set targets
for the reduction of poverty, usually by measuring the
movement of selected proxy indicators between 1990
and 2015. The MDGs are summarised in a series of
eight goals and eighteen targets, which are set out in
Table 23.1.

The MDGs and the targets associated with them have
become the benchmarks by which social development is
measured, and therefore the main focus of most interna-
tional development activity. Achieving them will be difficult.
Although some developing countries — notably India and
China — are ahead of most MDG targets, others — notably
in Africa — are lagging well behind. This has tended to in-
crease the priority which governments and donors attach
to them, and made it less likely that development funding
will be used for purposes outside the MDGs.

As Table 23.1 shows, ICTs do get a mention in the
MDGs (goal 8, target 18). However, this goal and target
are not readily measurable and so receive little attention
when progress towards the MDGs is being discussed.
For example, ICTs received very little attention in the re-
ports and discussions during the 2005 Millennium Re-
view Summit, which looked at progress at the halfway
point between 1990 and 2015. The absence of more
specific ICT targets from the MDGs makes it more diffi-
cult for the international development system to prioritise
ICT-specific interventions during the MDG period than
might otherwise have been the case.

Much of the discussion within development agencies
about ICTs and the MDGs has therefore been con-
cerned with ways in which ICTs can be used to help
achieve the MDGs. This has contributed to the emphasis
on mainstreaming ICTs in development agency thinking,
and this emphasis may grow further as the term date for
MDG achievement gets nearer. Issues concerned with
the relationship between ICTs, the MDGs and develop-
ment applications are discussed in Chapter 25.

Poverty Reduction Strategies (PRS)

Poverty Reduction Strategies and comparable national
development strategies have been introduced in many
countries since 1999. PRS were instigated by the
World Bank, responding to criticism that it had sought
to impose inflexible economic strategies on developing
countries in the past — strategies which were felt to have
paid too little attention to the needs of the poor and the
impact on them of economic change.

PRS were promoted by the World Bank, with the sup-
port of other donors, as means to bring a new set of
priorities to development thinking, focused on develop-
ment'’s impact on the poor; increased national ownership
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Goals

1. Eradicate extreme poverty and hunger

2. Achieve universal primary education

3. Promote gender equality and empower women
4. Reduce child mortality

5. Improve maternal health

6. Combat HIV/AIDS, malaria and other diseases

7. Ensure environmental sustainability

8. Develop a global partnership for development

Targets

1. Reduce by half the proportion of people living on less than a dollar a day.
2. Reduce by half the proportion of people who suffer from hunger.

3. Ensure that all boys and girls complete a full course of primary schooling.
4. Eliminate gender disparity in primary and secondary education.

5. Reduce by two thirds the mortality rate among children under five.

6. Reduce by three quarters the maternal mortality ratio.

7. Halt and begin to reverse the spread of HIV/AIDS.
8. Halt and begin to reverse the incidence of malaria and other major diseases

9. Integrate the principles of sustainable development into country policies
and programmes; reverse loss of environmental resources.

10. Reduce by half the proportion of people without sustainable access to safe
drinking water.

11. Achieve significant improvement in lives of at least 100 million slum
dwellers.

12. Develop further an open, rule-based, predictable, non-discriminatory

trading and financial system, including commitment to good governance,
development and poverty reduction.

13. Address the special needs of the least developed countries.

14. Address the special needs of landlocked countries and small island
developing states.

15. Deal comprehensively with the debt problems of developing countries.

16. Develop and implement strategies for decent and productive work for
youth.

17. Provide access to affordable essential drugs in developing countries.

18. In cooperation with the private sector, make available the benefits of new
technologies, especially information and communications.

of development policy; and participative engagement in
policy design, implementation and management. Five
core principles were established for their development.
These indicated that PRS should be:

Country-driven and -owned, predicated on broad-
based participatory processes for formulation, im-
plementation, and outcome-based progress moni-
toring.

Results-oriented, focusing on outcomes that would
benefit the poor.

Comprehensive in scope, recognising the multidi-
mensional nature of the causes of poverty and mea-
sures to attack it.

Partnership-oriented, providing a basis for the ac-
tive and coordinated participation of development
partners (bilateral, multilateral, non-governmental)
in supporting country strategies.

Based on a medium- and long-term perspective for
poverty reduction, recognising that sustained pov-
erty reduction cannot be achieved overnight.®

3 See World Bank and International Monetary Fund Poverty
Reduction Strategy Papers—Operational Issues (Washington:
World Bank and IMF, 1999)

Poverty Reduction Strategies, in one form or another,
have been introduced in more than 60 countries, and
form the basis for development partnerships between
those countries and major donors, including the World
Bank. A good number of countries were implementing
their second PRS by the time of writing (mid-2008).
However, very few Strategies have placed emphasis on
information, communications or ICTs.

A significant number of countries have also adopted
national ICT strategies in recent years. The relationship
between these, PRS and other national development
strategies is discussed in Chapter 24.

One of the implications of the absence of substantive
ICT initiatives in major development policy statements
like those described above is that it is more difficult for
ICT interventions to secure development funding than
areas of development activity which are prioritised in the
MDGs and PRS. Any allocation of development funds
to ICT or ICD programmes — other than mainstreaming
— is seen by many development professionals to imply a
corresponding reduction in the funds available for those
more established priority areas.
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Some ICT4D advocates argue, against this, that ICTs
contribute to the delivery of all development goals and
so should not be seen as competing for development
funds with other sectors such as health and education.
While appealing to ICT4D advocates, this argument is
not considered convincing by mainstream development
specialists. Most development sectors — agriculture,
health, education, employment, governance, etc. — are
interlocking and contribute to achieving one another's
goals. Investment resources are limited and need to be
prioritised. What matters most in this prioritisation is
maximising impact with the funds available, and ICT4D
proposals have to be compared in terms of proven ef-

fectiveness with other potential uses of scarce funds.
Many development goals are also short term, and the
impact on health and education outcomes, for example,
that might be attributed to increased ICT access is likely
to be achieved only in the longer term.

The relationship between ICTs and overall development
policy is therefore still in something of a state of flux.
Many hold high hopes for ICTs to make a major con-
tribution to development, but more evidence is needed
before these hopes will be widely shared within the
mainstream development community, which is currently
preoccupied with efforts to meet targets that were set at
an earlier stage of ICT development.
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Chapter 24

NATIONAL ICT AND ICD POLICIES

Lead author David Souter

The increasing potential of ICTs in social and economic
development has led many governments to develop
national ICT policies and strategies. The development
of these has been encouraged by a number of inter-
national organisations, including United Nations agen-
cies — notably the UN Economic Commission for Af-
rica (UNECA) through its African Information Society
Initiative (AISI). They provide an obvious point of entry
for civil society organisations into the national debate
about the directions in which the deployment and use
of ICTs should move. This chapter aims to categorise
these policies and strategies and to summarise experi-
ence to date.

Policy and strategy

There is sometimes some confusion in people’s minds
about the difference between policy and strategy. The
difference might be summarised as in Table 24.1.

Policy making precedes strategy development. It sets
out the overall purpose which officials and others sub-
sequently seek to achieve. The policy-making process
should include the establishment of core objectives for
social and economic development (for example, low-
cost communications access or the creation of a busi-
ness process outsourcing sector) and the identification
of alternative approaches which might be taken (for
example, liberalisation or the establishment of special
investment zones). It should include consideration of
available resources (human and financial), and choices
between broad objectives and approaches according
to the likelihood that they will achieve desired results.
Once these broad objectives are agreed, it is possible
to develop a strategy which will seek to achieve them in
the most efficient and effective way. It is at this strategic
level that decisions need to be taken about, for example,
how markets should be liberalised or what incentives
might be used to attract investors.

Table 24.1: Policy and strategy

The illustration of a policy and strategy process present-
ed in Figure 24.1 is taken from an ICT policy develop-
ment plan which was designed for the Pacific islands re-
gion. lt illustrates both the sequence of decision-making
processes involved and the content which needs to be
considered at strategic level.

The fundamental sequence of decision making here
moves from policy to strategy to implementation. The
primary decision makers in policy making for ICTs/ICD
are national politicians and senior officials in communi-
cations ministries. Those responsible for strategy devel-
opment are more usually technical experts (often includ-
ing external consultants as well as ministry officials and
regulators), whose final recommendations may also re-
quire ministerial or parliamentary approval. Implementa-
tion is generally led by local officials, under the guidance
of responsible ministries and regulators.

It is often observed that policy making is easier than
strategy development and that both are easier than
implementation. It is certainly true that a number of
countries have agreed national policies in ICTs/ICD,
but failed subsequently to deal with these at a strategic
level. There has also been a good deal of criticism that
national strategies have been poorly translated into ac-
tion on the ground. Some of the possible reasons for this
are discussed later in this chapter.

The rapid pace of change in communications technol-
ogy and markets poses particular problems where the
translation of policy into strategy and implementation
is concerned. It is difficult to predict technological or
market developments with any confidence more than
three or four years ahead. As a result, policies and
strategies are naturally obsolescent, i.e. they have a
short lifespan and will become obsolete within a short
period of time. Policies therefore need to be translated
into strategies and action quickly if they are not to be-
come inappropriate. They also need continuous review
in order to take account of new developments. Unless

Policy

Purpose
objectives

Determined by
ministries

To establish the broad direction of national

Politicians/policy makers in government

‘ Strategy

To set out the ways in which agreed objectives
should be pursued

Technical experts
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Figure 24.1: The structure of policy making and implementation

Guiding principles

Policies

Strategies

Activities
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this happens, they can lock governments and other ac-
tors into approaches which are no longer appropriate
in a changed environment for ICT development and
deployment.

Prioritisation and sequencing

One area which has caused significant difficulty in trans-
lating policies into strategy and implementation involves
decisions about prioritisation and sequencing.

The word “prioritisation” is used with two distinct meanings:

* In one sense, it means choosing between a number
of objectives or courses of action (all of which may
be desirable) on the basis of which has more or
most importance. In this sense, it leads to resourc-
es being focused on certain objectives or courses
of action at the expense of others (which there may
be insufficient resources to pursue at all).

* In another sense, it means determining the se-
quence or order in which particular actions are
pursued. This recognises that some interventions
must precede others if the latter are to become
viable: for example, rather obviously, the deploy-
ment of network infrastructure must precede the
establishment of e-government service delivery in
a locality.

The former sense of prioritisation is essentially a mat-
ter of policy; the latter of strategy. Nevertheless, there
is often confusion between the two. This confusion
is exacerbated if the resources available for strategy
implementation are unclear. A number of national ICT
policies/strategies, for example, present possible/de-
sirable activities for which no resources are currently
available but to which governments hope to attract do-
nor funding. The uncertainty that surrounds strategies
as a result of this makes coherent implementation more
difficult to achieve and weakens the integration of dif-
ferent interventions.

ICT and ICD policies and strategies

The second important distinction that affects national
policies and strategies concerns their overall purpose.
Here, too, there is often some confusion.

National policies and strategies in this area can be di-
vided into two main groups:

*  Some, which are referred to in this handbook as
ICT policies or strategies, are concerned primarily
with the ICT sector - i.e. with the deployment of in-
frastructure, the structure of communications mar-
kets, their regulation, and the relationship between
national and international ICT businesses.

*  Others, which are referred to in this handbook as
ICD policies or strategies, are concerned primar-
ily with the application of ICTs to social and eco-
nomic development — i.e. with issues of access,
including local access; administrative change and
service delivery, including e-government; content
and empowerment.

The emphasis in these two kinds of policy or strategy is
fundamentally different. The former are oriented primarily
towards the ICT sector, the latter towards development
(particularly ICT4D). However, ICT sector and develop-
ment-oriented ICD policies and strategies inevitably in-
teract, and many governments have sought to include
both within a single policy and strategic framework. This
can have the advantage of achieving greater coher-
ence and integration, particularly where implementation
needs to be carefully sequenced. However, it can also
lead to confusion and contests over powers and respon-
sibilities — for example, over whether a combined ICT/
ICD strategy is led by the ministry of communications,
the ministry of finance, development sector ministries, or
an overarching governmental institution like the office of
the president.

A more nuanced categorisation of the objectives included
in national policies and strategies is set out in Table 24.2,
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Strategic approach

ICTs as contributors to
macroeconomic growth

ICTs as a productive sector in their
own right

ICTs as cross-cutting instruments of
development

ICTs as enabling instruments for

initiatives and applications

ICTs as tools for empowerment and
voice

Prime objective

To develop the ICT sector as an important focus for
economic growth, including employment and participation
in the global economy

To develop the ICT sector itself in order to create
employment, exports and income substitution

To use ICTs in all development sectors in order to improve
the administration and delivery of development activities

To use ICTs as the primary instrument for delivering
specific ICT services, including both existing services and
new services only deliverable with ICTs

To enable individuals and communities, particularly the
poor, to articulate their concerns and bring them to the
attention of decision makers

Key stakeholders

Macroeconomic ministries
ICT ministries and regulator
ICT sector businesses

Macroeconomic ministries
ICT ministries and regulator
ICT sector businesses

Mainstream development
ministries and actors

Selected development

ministries and actors

Civil society organisations
Media organisations

which results from analysis of a significant number of re-
cent policy and strategy documents. A version of this table
can also be found in Chapter 7."

The table suggests that five main approaches have been
taken in policy and strategy documents to the role which
ICTs and ICD may play within national social and eco-
nomic development. These are not mutually exclusive:
policies and strategies often include more than one, but
very rarely, all of these approaches. The table also identi-
fies key stakeholders who tend to be identified in the
documents concerned.

Finally, the scope and scale of ICT/ICD policies and strat-
egies varies considerably from country to country. Some
policy documents are relatively brief — a matter of 30
pages or so — and leave the detail to be worked out later.
These may or may not have led to subsequent strategic
plans. Some strategies, on the other hand — particularly
those developed with consultancy support from UNECA
— are wide ranging and comprehensive, including many
detailed commitments in several hundred pages.

Poverty Reduction Strategies (PRS) have been estab-
lished in many countries, particularly LDCs. These seek
to focus both national policy and donor resources on
efforts to reduce the incidence of poverty within an over-
all framework of national economic growth. They are de-
scribed in Chapter 23.

The development of PRS is usually led by central govern-
ment ministries with wide-ranging responsibilities, such
as ministries of finance or development planning. This is
partly because these ministries have primary responsibility
for negotiating with international financial institutions (like

1 The table is derived from work by David Souter and Abiodun Jagun
for the World Bank in 2006.

the World Bank) and bilateral donors. Input is sought into
strategies from other government departments (includ-
ing those responsible for sectoral development policies)
and from other stakeholders; and strategy development
should also be informed by participatory poverty assess-
ments which seek to accumulate evidence on the poor's
own perceptions of the causes of poverty, its impact and
measures that may increase prosperity and opportunity.

Information and communications ministries have not usu-
ally been significantly involved in the development of PRS,
and few PRS pay much attention to ICTs or ICD. One
consequence of this is that, where a country has both a
PRS (or similar national development strategy) and an
ICT/ICD policy or strategy, the two may not be well inte-
grated. For example, the ICT/ICD strategy may prioritise
areas which are not included within the PRS, may require
the commitment of local officials to tasks which are not
included in the PRS, or may seek donor funding for pur-
poses which are outside the PRS. Conflicts between
PRS and sectoral strategies (for ICTs or other sectors)
are likely to prove difficult within government, and more
productive outcomes are likely to be achieved if there is
congruence between them — even if this means that less
priority is given to ICT/ICD objectives.

Strategy development

The development of ICT/ICD policies and strategies is
generally approved — though not necessarily prioritised
— within international development agencies. However,
there has been a good deal of criticism of the way in
which many policies and strategies have been drawn up
and implemented. Some of these criticisms have already
been mentioned in this chapter. The main problem areas
identified are:

Lack of coherence between ICT/ICD strategies and
national development strategies such as PRS.
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Lack of attention to prioritisation, resource con-
straints and limits to the viability of ICT solutions in
challenging environments.

Lack of consultation with relevant stakeholders, in-
cluding development professionals in mainstream
areas (such as health and rural development) and
end-users.

Focus on policy and strategy at the expense of
implementation.

The tendency for policies/strategies to lock imple-
menting agencies into approaches which become
outdated as a result of change in technology, mar-
kets and services.

None of these problems — except perhaps the last — is
in any way unique to ICTs or ICD. Some are discussed
in more detail elsewhere in this handbook (for example,
in Chapter 25 on ICD applications). This chapter con-
cludes with a brief discussion of two key areas in which
civil society organisations, in particular, can play a role.

It is generally agreed that successful policy and strat-
egy processes pay close attention to all of the different
phases involved in policy and implementation, from the
initial selection of objectives and strategy design to the
implementation of projects on the ground and the feed-
back of results into subsequent policy cycles. The World
Bank summarises the way in which most experts feel this
should be undertaken in Poverty Reduction Strategies in
four phases, as follows: 2

Phase 1 Poverty diagnostics (“understanding the
nature of poverty”)

Phase 2 Strategy design and development
(“choosing poverty reduction objectives”
and “defining the strategy for poverty re-
duction and growth”)

Phase 3 Implementation and management

Phase 4 Monitoring and evaluation.

Each of these phases needs to be coherently linked
into those preceding and succeeding it, and the whole
encompassed by feedback mechanisms which enable
policy and strategy to be adjusted in the light of experi-
ence and changing circumstances. Circumstances here
may change because of changing needs or because
of changes in the technology and services that can be
made available.

2 See World Bank PRS Sourcebook web.worldbank.org/WBSITE/
EXTERNAL/TOPICS/EXTPOVERTY/EXTPRS/0,,content
MDK:20175742~pagePK:210058~piPK:210062~theSite
PK:384201,00.html

This four-phase approach to strategy design and im-
plementation applies as much to the development of
ICT/ICD strategies as to strategies in other areas. The
importance of feedback loops is particularly important
in the case of ICT/ICD strategies because of the very
rapid changes which are taking place in communica-
tions technology and markets and, thereby, in commu-
nications behaviour and in the scope for ICT-enabled
service delivery.

It is important to pay particular attention to the first, diag-
nostic, phase in ICT/ICD strategy design. While in many
areas (such as health and education) there is a good
deal of background knowledge available about both
general issues and local circumstances, comparable
background knowledge about information and commu-
nications is often lacking. Many ICT/ICD strategies have
therefore made assumptions about the existing com-
munications environment, and about the ways in which
people will respond to new communications opportuni-
ties, which have not always proved justified.

There is, therefore, increasing agreement that more at-
tention needs to be paid to understanding the commu-
nications environment in the design phase of ICT/ICD
strategies. This is not simply a matter of technology.
Among the issues which need to be considered — and
this list is not exhaustive — are:

The availability of communications networks.

The affordability of communications products and
services (newspapers, radios, telephones, comput-
ers, the internet).

The availability of skills required for making use of
different information and communications types.

Patterns of communications behaviour (including
face-to-face communications with peer groups as
well as communications mediated through net-
works and devices).

Patterns of information acquisition (how people
gain information that they need in particular areas
of life, the role of information intermediaries).

Identified preferences for information and commu-
nications.

Perceptions of existing resources (and of gaps in
provision).

People's propensity to make use of new products
and services that may become available.

Communications audits which ask about these issues
often find considerable differences between different
local communities and between different social groups
within communities (women and men, poor and rich,
those with low and high educational status or income
levels, old and young, etc.). National strategies need
to be sensitive to these differences if they are to be
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responsive to the needs of local communities, and it is
increasingly felt that more attention needs to be paid to
them in strategy design and implementation.

Stakeholder participation

It is also increasingly agreed that the participation of diverse
stakeholders is important in the design and implementation
of ICT and ICD policies and strategies. Many early ICT and
ICD strategies were drawn up by government officials or
external consultants with relatively little input from those
who would be required to implement them or from those
who would be affected by their implementation.

The stakeholder communities involved here are wide-
spread, and also differ significantly between ICT and
ICD strategies (as defined within this chapter). Figure
24.2, for example, illustrates some of the main stake-
holder groups which are concerned with ICT policies.

Figure 24.2: ICT stakeholder communities

These stakeholders are principally concerned with the
ICT sector. ICD strategies, however, are much more
substantially the concern of development sector stake-
holders, as illustrated in Figure 24.3

Participatory assessment processes can do much
to elucidate the needs and preferences of individual
consumers and local communities in strategy design.
There are many different ways in which these can be
undertaken, ranging from household surveys and fo-
cus groups to more extensive community development
dialogue.

The involvement of development professionals from ser-
vice delivery sectors, such as health and education, is
also crucial if the design of ICD strategies is to match
the reallities of service delivery in real communities. The
relationship between ICT-enabled service delivery and
mainstream development applications is discussed fur-
ther in Chapter 25. »
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Chapter 25

Lead author

As discussed in Chapters 7 and 23, ICTs have impact
on the societies in which they are used both in their own
right and through their specific use within social and
economic development initiatives.

Most of the impact of ICTs on society results from the
use which businesses, organisations and people make
of them to achieve their own objectives — whether that
involves using a street-corner ATM to obtain cash or a
computer database to manage the payroll of a multina-
tional company; listening to a weather forecast on the
radio, blogging about last night's concert or telephoning
to ask a family member for advice.

The vast majority of ICT use results from choices of this
kind, rather than from development interventions. It de-
pends on the added functionality and value which ICTs
offer for meeting basic human information and communi-
cations needs. And it is this kind of use of ICTs, rather
than development interventions, which has most impact
on social and economic life — from increased efficiency
(and perhaps job losses) in government administration to
the management of global supply chains; from increased
contact within diasporas to the loosening of controls on
access to political information, pornography and gambling.

The majority of the applications which people and or-
ganisations use to meet their information and communi-
cations needs are developed, introduced and supplied
by commercial businesses operating in competitive mar-
kets. These include markets for equipment, software and
services; for broadcasting, telephony and the internet;
for cinema, audio and video entertainment. Much of their
effectiveness depends on the interaction between ICTs
and other aspects of social and economic life, as illus-
trated in the section on mobile banking below.

In addition to this background, generalised adoption of
ICTs and ICT-enabled services, many governments, devel-
opment agencies and NGOs have been making increas-
ing use of ICTs. They have done so in two main ways:

To improve the efficiency and effectiveness of their
own operations — for example, by computerising
payroll or digitising tax and other databases.

To improve the delivery of services to those with
whom they interact — for example, by improving infor-
mation to health workers, teachers, other information
intermediaries and individual citizens; by broadcast-
ing programmes and advertisements aimed at in-

creasing awareness and changing behaviour regard-
ing HIV/AIDS; or by bringing services such as land
registration closer to the citizen at local level.

In addition, some governments, development agencies
and NGOs have supported the provision of access to
ICTs through facilities like telecentres (see Chapter 17),
with a view to empowering citizens and increasing their
ability to create opportunities for themselves.

It is these interventions by governments, development
agencies and NGOs that are usually considered to be
ICT4D. A good deal of attention has been paid to them
in recent years, and issues relating to them are discussed
later in this chapter. It should, however, be remembered
that they are responsible for a relatively small amount of
the change which ICTs are enabling within society, most of
which depends on decisions which people and organisa-
tions make outside the frame of development intervention.

The role of information intermediaries is also particularly
important when assessing the role of ICTs within devel-
opment. Most people in all societies access most of the
information which they need and use through some kind
of intermediary — from teachers and doctors, through
public service and private sector customer support staff
(such as agricultural extension officers and sales clerks),
to radio and newspaper journalists and trusted friends,
family members and successful peers. Much of the infor-
mation that people need requires interpretation based
on experience and expertise, which end-users them-
selves often lack — for example, the knowledge needed
to diagnose a medical condition, or to interpret data on
soil fertility. Most successful development interventions
in the communications field recognise that raw informa-
tion is of little value to the poor if it is not contextually
relevant and if it is not associated with interpretive sup-
port, whether through training of end-users themselves
or of trusted information intermediaries.

Many of the broader changes which ICTs can bring about
within societies have substantial developmental impact
or potential. One area of this kind which was much dis-
cussed at the time this chapter was written (mid-2008)
was that of mobile banking and transactions, services
which were then beginning to become available in some
countries. They provide a useful example of how ICTs
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can interact with other economic sectors in ways that
change, and in this case potentially improve, access to
non-ICT services for citizens and end-users.

Access to capital is a major problem for the poor in
most developing countries. Without access to capital,
including credlit, it is more difficult for the poor to man-
age fluctuating family finances, support their children’s
education or develop business opportunities. Banks in
developing countries are focused on business and more
wealthy clients, and it is difficult for the poor, even in
urban areas, to set up bank accounts. Bank networks
are largely absent from rural areas, making the majority
of people dependent on their own and their neighbours’
resources both for savings and for credit, with funds of-
ten having to be kept in cash. (Savings clubs and micro-
credit institutions mitigate this problem in some cases.)

Financial transactions are also constrained in develop-
ing countries by a number of issues, including security,
which could be ameliorated by more effective financial
institutions at a local level. The increasing scale of re-
mittances between urban and rural areas, and between
industrial and developing countries — now larger in val-
ue worldwide than overseas aid and approximately the
same value as foreign direct investment — has increased
the need for more accessible and more secure financial
institutions for the rural and urban poor.

Mobile telephony has already enabled a number of inno-
vative ways for communications technology to meet la-
tent demand for services beyond mere telephony. SMS
(texting), for example, has provided a very cheap form
of communications which particularly meets the needs
of certain social groups (such as the young), while mu-
sic downloads have greatly increased the possibility of
music ownership (which previously depended on retail
outlets selling physical CDs and cassettes).

Financial services (banking and transactions) provide
another area in which mobile phones have potential of
this kind. The advantages which mobile phones offer
here are threefold:

The networks on which they rely are far more perva-
sive than the physical network of bank branches —
not just the communications network itself, but also
the network of airtime resellers and others who can
act as agents for financial services.

The devices required for use (mobile phones) are
widely available, to both subscribers and non-sub-
scribers.

The service providers involved have robust es-
tablished systems for managing financial transac-
tions, in particular micro-transactions, which can be
adapted or supplemented for banking purposes.

By the end of 2008, a significant number of mobile
banking services had been established in developing
countries, and were attracting a significant number of

customers. These services offered different services in
different places, using different technologies and dif-
ferent business models. There was, therefore, a good
deal of experimentation underway. In their early stages,
users were mostly established telephone subscribers
from higher-income groups, but that is likely to be the
case with any new resource and so does not necessar-
ily indicate the long-term user base. One of the best-
known mobile banking services, Safaricom Kenya's
M-PESA service, gained more than a million subscrib-
ers in the year following its launch in 2007 and has
continued to grow rapidly.

There are a number of obstacles within the wider eco-
nomic environment that need to be overcome in order
for mobile banking and transactions to achieve their full
potential. These include the difficulties of verifying iden-
tity amongst the poor, especially where birth certification
is not universal; and the rigorous regulatory constraints
governing international financial transfers (so limiting
the use of mobile banking for international remittances).
However, the potential for mobile phones to deliver in-
novative solutions through mobile transactions is sig-
nificant, and could have a transforming effect on the
ability of the poor to obtain and manage their financial
resources.

The scope for ICTs to bring about change in social and
economic life is obviously significant and has been much
promoted in forums like the World Summit on the Infor-
mation Society (WSIS). Much of the literature on it is
couched in terms of social and economic transformation.
As the WSIS Declaration of Principles put it: “ICT ap-
plications: benefits in all walks of life!

Development agencies and governments have devoted
significant attention to creating an enabling environment
for these potential benefits to grow — for example, lib-
eralising broadcasting ownership, introducing competi-
tion between telecommunications networks, removing
restrictions on the import of ICT goods, and establishing
legislative frameworks for e-business and e-commerce.
These issues are discussed in other chapters of this
handbook.

ICTs have led to significant underlying changes in the
ways in which development agencies, governments
and NGOs undertake development work. These in-
clude changes in the ways in which agencies commu-
nicate internally and with their stakeholders; the use
of databases to manage development programmes;
ICT-enabled means of supporting public servants and
development workers in the field; and automated ser-
vice delivery. The extent of these underlying changes in

1 Geneva Declaration of Principles, para. 51
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ways of working is often underestimated by develop-
ment actors.

Development agencies, governments and NGOs have
also sought to bring about specific gains through ICTs
in particular areas of social and economic develop-
ment. These are sometimes established as national
programmes, for example, in detailed national ICD
strategies or sectoral ICT strategies. Many, however,
are initiated through pilot projects, intended to provide
evidence of whether an approach is likely to be viable if
it is scaled up from pilot communities to larger groups
or nationwide.

It would be possible to fill many pages with examples
of ICT-enabled development initiatives. They are highly
diverse and range across a wide variety of fields:

Some are primarily concerned with monitoring and
collecting data — for example, on parasite or pollut-
ant levels, meteorological conditions, or education
and health statistics.

Some are primarily concerned with the distribution
of information — for example, with the broadcasting
of information about public health issues (such as
malaria or HIV prevention), or with the distribution
of market prices and other economic information for
small businesses.

Some are primarily concerned with the efficient
provision of citizen services — for example, with the
supply of birth, death and other certificates, or with
accessible forms of land registration.

Some are primarily concerned with particular tar-
get groups — for example, initiatives to help pa-
tients remember to take medication on time (and
so reduce the costs to health services of unneces-
sary readmissions).

Some are primarily concerned to provide services
which enable citizens to fulfil their own priorities
more effectively — for example, in taking advantage
of new income-generating opportunities, or in main-
taining more effective family contact.

Some are primarily concerned with empowerment
— for example, initiatives to promote understanding
of children’s rights through child media and other
ICT resources.

Many projects focus on entirely different areas of de-
velopment from these examples, and they make use
of many different, and rapidly changing, technologies.
There is not the space here to consider these examples
in any detail, and in any event, specific examples rapidly
fall out of date. It is important to remember, however,
that they are highly diverse, and that experience with
one technology in one environment does not neces-
sarily provide substantial evidence about other ICTs in
other contexts.

As discussed in Chapter 23, there is still a good deal
of scepticism amongst mainstream development profes-
sionals about the effectiveness of ICT applications in de-
livering the social and economic gains with which they
are concerned. This scepticism is rooted in uncertainty
about the quality of evidence so far available.

The evidence base for ICT4D is weaker than that in oth-
er development areas. Four main reasons can be given
for this:

The use of ICTs in development practice is rela-
tively new. There has been insufficient time yet for
the impact of ICT4D programmes and projects to
be measured with any reliability.

The nature of ICTs is continually changing. The in-
puts that were used in a particular programme or
project designed three years ago would not be the
same were that programme or project designed to-
day, because of technological change and because
the information and communications environment
has changed (for example, many more people now
have mobile phones). This makes it more difficult to
use past experience to develop future plans.

Most ICT4D initiatives are pilot projects. There is
very limited evidence to date about the impact of
ICT4D initiatives at national level (i.e. for scaled-up
outcomes), or about the impact of ICTs in general
on specific population groups (e.g. children, or the
very poor).

Much of the existing evidence base is anecdotal
and/or compiled by project proponents, who have
a vested interest in demonstrating success, rather
than through independent evaluation.

Assessing the impact of development initiatives is no-
toriously difficult. Impact assessment is concerned with
identifying what lasting changes in people’s lives can be
attributed to an intervention. This differs from evaluation,
which is concerned with whether a programme or proj-
ect has achieved what it set out to do. Programmes or
projects can be successful in terms of evaluation without
having lasting impact on people’s lives; while changes in
people’s lives may be positive or negative, predicted or
unexpected. They also usually result from a complex web
of interactions between interventions and other chang-
es in the environment surrounding a development pro-
gramme or project, which make attribution very difficult.

To date, the majority of the evidence presented by ICT4D
advocates has been anecdotal — based on early evalua-
tions of project achievements rather than the longer-term
assessment of programme impact. The case for “main-
streaming” ICT4D will become more convincing to non-
ICD professionals as the evidence base improves over
time and as longer-lasting impacts can be observed.
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Three issues which will be scrutinised particularly close-
ly by development decision makers are the distributional
impact of ICT4D initiatives, their cost-effectiveness and
their sustainability.

The distribution of the gains resulting from any develop-
ment initiative is an important factor in assessing its im-
pact. Development analysts are usually concerned about
both equity in general — whether the initiative increases
or decreases the gap between the “haves” and “have-
nots” within a community — and about the impact on par-
ticular disadvantaged groups, such as women and girls,
the poor or ethnic minorities. Achieving the inclusion of
the very poor or those suffering from multiple disadvan-
tage — sometimes called “socially excluded” - is particu-
larly problematic.

The distribution of outcomes from ICT4D initiatives rais-
es a number of questions:

Firstly, different ICT products and services require
different resources. ICTs such as radios and mobile
telephones, which are relatively cheap and easy to
use, are much more accessible to the poor and dis-
advantaged than more complex ICTs like comput-
ers and the internet.

Secondly, access to ICT facilities often depends on
social factors as well as income and inclination. Fa-
cilities which are located in government offices, for
example, may be seen as unavailable to those who
are not part of local government circles of influence.
Facilities are often located in environments which
are not accessible — because of social norms — to
women and girls.

Thirdly, while ICT access may increase access to
information and communications opportunities for
all, this does not mean that its impact will be evenly
distributed. The ability of people to make use of new
resources varies, and the outcome of ICT access
and services may redistribute power and income
within communities rather than enabling gains for
the community as a whole. For example, ICT access
may benefit one local business at the expense of its
competitors.

Fourthly, as noted earlier in this chapter, most
people depend on information intermediaries to
interpret much of the information which is avail-
able to them, particularly kinds of information that
require nuanced interpretation and/or were hith-
erto unfamiliar. Some information, such as market
prices, is much easier for users to interpret than
other information, such as soil fertility. Much can
therefore depend on the availability and capability
of local information intermediaries, and on the train-
ing which is provided to them and to end-users in
understanding and interpreting information which
becomes available.

These factors are important because, as many ICT4D
texts recognise, unless steps are taken to make ICTs
more inclusive, they will tend to benefit the rich and better
educated more than the poor and disadvantaged. Ensur-
ing equitable inclusion is an important issue in the design
of ICT4D initiatives, and is particularly challenging where
the very poor and socially excluded are concerned.

The cost-effectiveness of ICT4D initiatives also de-
pends on a number of factors. These include:

The costs of installation, maintenance and regular
upgrading of equipment (hardware and software).

The costs of management time and the training of
managers and users of facilities;

The reliability and cost of required infrastructure
(communications networks, power networks, secu-
rity services, etc.).

The level of demand for services which can be pro-
vided using new facilities, and the added value which
they may provide in addition to these services.

The cost of alternative service provision (set against
any reduction in effectiveness or added value).

The opportunity cost represented by the allocation
of funds and human resources to this rather than
other possible uses.

These issues need to be assessed realistically. Many
ICT4D projects have failed to deliver to the expectations
held of them because they have underestimated main-
tenance and upgrading costs for necessary equipment
or the reliability of power supply; or because they have
overestimated levels of demand, particularly in the early
stages before people become used to the availability of
new ways of doing things. Proposals for ICT4D initia-
tives are often couched in terms of what the initiative
could do in ideal circumstances rather than assessing
potential gains in the context of the real environment in
which they are actually deployed.

ICT4D advocates sometimes argue that ICT4D initiatives,
particularly access initiatives, have cross-cutting value,
particularly in empowering citizens, and so add to the ef-
fectiveness of all development sectors. They suggest that
this means that they should not be seen as competing for
resources with initiatives in other development sectors, but
as complementary to them. This argument has not been
persuasive to mainstream development managers, how-
ever, because in practice they need to make decisions be-
tween competing potential uses of limited funds, and so
tend to place high value on proven cost-effectiveness when
weighing up the risks and potential of competing uses.

A third key issue for consideration is sustainability. Pilot
projects might be said to have three main objectives:

To help determine whether a particular intervention
can deliver what is hoped from it.
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To assess whether it will become self-sustaining
over a period of time, or will require long-term sub-
sidy or other external funding.

To assess whether and how it can be replicated in
other locations or scaled up to regional or national
level.

Financial sustainability is particularly important here.
An initiative — for example, a telecentre — that builds a
constituency of users or establishes a business model
which enables it to remain in place after a given period
of time (say, the three years of a project funding cycle)
has much more lasting impact than one which ceases
to exist after its funding period ends. An initiative that
requires and receives long-term funding to survive locks
up financial resources that could be used for other proj-
ects and/or communities in other locations. The ability
to attain financial sustainability is particularly important
where decisions must be taken about replicating or scal-
ing up initiatives. Scaling up projects to national level
can be very expensive; not doing so, however, runs the
risk of providing advantages to some communities which
are denied to the majority population.

These problems are not, of course, peculiar to ICT4D
programmes and projects, but they are particularly
acute where they are concerned because of the lack of
a strong established evidence base, which means that
many ICT4D initiatives are quite experimental in charac-
ter, and because of the rapid changes taking place in in-
formation and communications technology and markets.

Increasingly, development agencies, governments and
NGOs are learning lessons from experience which they
are applying to the design and development of new
ICT4D initiatives. The following are among aspects of
programme and project design to which more attention
is now being paid.

Communications audit: Agencies are increasingly
conscious of the need to have a thorough under-
standing of the information and communications
environment for which initiatives are proposed. This
includes an understanding of the information and
communications resources which people currently
use, of their preferences and priorities, their skills
and the financial and skill resources which they can
deploy if alternatives become available. The work
required to achieve this understanding is some-
times called a “communications audit”.

Participation: As in other areas of development,
the participation of end-users is increasingly con-
sidered crucial to good programme and project
design. Participation of end-users, sometimes re-
ferred to as “target beneficiaries”, helps to ensure

that initiatives focus on what matters to people and
increases the likelihood that facilities will be well
used, cost effective and sustainable. Participation
processes can be simple or sophisticated, ranging
from one-off surveys and focus groups to long-term
engagement with communities before initiatives are
implemented (“community development engage-
ment”). It is, obviously, important to ensure inclusive
participation within the community, including the
participation of those who are often excluded from
decision making (women and girls in many cases,
the socially excluded, minority ethnic groups, the
young, etc.).

Multi-disciplinary involvement: It is increasingly
clear that programmes and projects are more likely
to be successful if they are designed in partner-
ship between those with expertise in ICTs and
those with expertise in the development sector or
sectors that will make use of them. Programmes to
use ICTs to deliver health outcomes, for example,
will be unlikely to work if they are designed around
technology; they need to be designed to meet the
needs of end-users (patients, citizens) and of the
professionals (doctors, health workers) who deliver
services to them. Input from these professionals
has proved critical to establishing the feasibility of
project proposals, to enabling operational value to
be derived from ICTs, to ensuring that new systems
have their consent, and to enabling the organisa-
tional changes required to make them work.

Assessment of complementary requirements:
Most ICT4D initiatives rely substantially on resourc-
es other than ICTs for their success, in particular
on the reliability of complementary infrastructure
such as power and the availability of expertise to
manage and maintain equipment and communica-
tions links. It is increasingly seen that programme
design needs to include a realistic assessment of
downtime and the provision, where necessary, of al-
ternative ways of maintaining service delivery when
electronic facilities are unavailable.

Assessment of costs: In the past, the cost of
implementing ICT4D initiatives has often been
calculated from initial capital and set-up costs,
and from basic operational costs (such as the
salaries of project managers, property rent, etc.).
In practice, the costs of maintaining equipment
have often been underestimated — for example,
the costs of maintaining and replacing hardware
in difficult environments (such as those affected
by frequent power outages), of buying peripher-
als and antivirus software, and of upgrades to
operating systems and other programmes. Suc-
cessful ICT4D projects have often also incurred
higher communications usage charges than ex-
pected, especially if they are reliant on dial-up
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internet connections. These additional costs of
owning and using computer equipment can easily
exceed the original capital cost of acquisition. It
is now seen as good practice to estimate costs
over the project lifecycle rather than initial capital
costs, to plan for short replacement cycles, and
to factor in post-project costs.

Training and changes in operational systems:
New systems require new skills on the part of both
managers/staff and users. Changes in operational
systems are often also required for the full value of
ICT-led initiatives to be unlocked (data need to be
stored differently, traditional ways of doing things
become redundant, new ways of sharing informa-
tion require changes in staff behaviour, etc.). Train-
ing staff to take full advantage of new systems is
expensive; and it takes time for new systems to be
well adopted. Until this happens, cost savings and
efficiency gains are likely to be below expectations.

End-users also often need to be taught how to make
use of new facilities if they are to gain most advan-
tage from them. The transition to new ways of doing
things therefore needs to be carefully planned, and
old and new systems often need to be maintained
in parallel for a considerable period of time.

A number of agencies are now putting more emphasis
on the sharing of experience in practical design and
implementation of ICT4D initiatives. Some have also
shown more interest in establishing baseline data when
projects begin, and ensuring continuous monitoring of
outcomes — which enables positive achievements to be
recognised and built upon, problems to be identified and
acted on, and changes to be spotted in the communi-
cations environment which may require adaptation of
project plans. Good baseline data and continuous moni-
toring are also crucial to building the stronger evidence
base concerning ICT4D experience which is needed by
development planners.
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Chapter 26

Lead author

E-government refers to the use of ICTs to undertake gov-
ernment processes, including administration and service
delivery. High hopes have been placed on e-government
in many countries. There have also been significant
problems with the delivery of e-government projects. As
in many other areas of ICTs, it is expected that mixed ex-
perience today will improve implementation in the future.

E-government projects can be divided into three main
categories:

Those that are principally concerned with data col-
lection and analysis.

Those that are principally concerned with internal
processes, such as interdepartmental communica-
tions and database management.

Those that are principally concerned with external
processes, such as the delivery of public services.

The quality of many government decisions depends on
the availability of accurate information about the popula-
tion (demographic data), its environment and develop-
ments in society and the economy. Without accurate
data, it is more difficult to predict future developments,
to plan public services and to prepare for new social,
economic and environmental challenges. The collection
of information — both quantitative data and qualitative
data derived from surveys, interviews and focus groups
— is crucially important to the development of Poverty
Reduction Strategies and national ICT/ICD strategies,
as well as to understanding social trends, market condi-
tions, etc.

However, reliable and accurate data are difficult to col-
lect and difficult to analyse. Accurate data collection is
particularly challenging in developing countries because
of the limited financial and human resources available,
and because many of the data types which are valuable
for planning purposes cannot be accurately established
— for example, because citizens are not formally regis-
tered at birth, because few people pay tax, or because
their incomes and expenditure patterns are highly vari-
able from day to day and season to season. In most de-
veloping countries, national statistical offices also have
limited capacity to undertake thorough analysis of the
information which is available.

Computerisation assists in data collection and analysis
in two ways:

Firstly, data collection can be improved by digiti-
sation and computerisation. Rather than relying on
postal returns, for example, local government of-
fices can upload data to centralised computer sys-
tems, ensuring greater accuracy and speed in data
delivery. Some data types can only be accurately
gathered through automated systems, for example,
remote monitoring of pollution levels.

Secondly, data can be much more systematically
and comprehensively analysed by computers. Ana-
lytical programmes enable more detailed disag-
gregation of data (dividing it into particular social
groups) and more extensive analysis of associa-
tions and correlations between different measure-
ments. They also make it easier to identify social
and economic trends.

Data collection and analysis, however, are always de-
pendent on human as well as technical capabilities. In-
formation which is not collected accurately or which is
not representative of the social groups concerned will
lead to false conclusions, no matter how extensively new
technology is used. There is also a danger of information
overload — of data being collected which is not, in fact,
useful for analysis or administration, and which hampers
rather than improves outcomes.

Computerisation enables many government administra-
tive operations to be undertaken more efficiently — for
example, the management of personnel in government-
run services, payroll, procurement and supply-chain
management. Many developing country governments
have implemented substantial e-government projects or
placed e-government initiatives at the heart of their na-
tional ICT strategies.

The computerisation of administrative systems may
help to make government systems more accountable
and less vulnerable to corruption, although the extent to
which this happens will depend as much on how they are
deployed as on technology itself. Computerisation may
also help to identify errors within administration, for ex-
ample, “ghost workers” (employees who have remained
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on the payroll after leaving employment), and so improve
the efficiency of system performance and service deliv-
ery. It should make record keeping more accurate and
simplify access to records.

As well as internally facing administrative changes such
as these, computers are often used to establish digital
databases in place of manual systems. One example that
is often cited is the computerisation of land records. This
seeks to establish an authoritative and readily accessible
information resource which can be used by all parties in
land disputes, transactions and inheritance settlements.
In many cases, this has proved very advantageous. How-
ever, the quality of any land registration database is de-
pendent on that of the information which is uploaded into
it. A database which incorporates one party's interpreta-
tion of the ownership of land that is in dispute can exacer-
bate problems rather than relieving them.

As in business, computerisation of administrative sys-
tems will only yield efficiency savings or improvements
in performance if the human systems and organisational
structures that surround it adapt to new ways of doing
things that take advantage of computers. This usually
takes a significant period of time, during which staff are
retrained to do their jobs in different ways, and new sys-
tems may need to be rolled out gradually when many
different offices are concerned (for example, in different
localities). Very often, it is necessary to maintain paral-
lel systems for a significant period of time, i.e. maintain-
ing old alongside new processes, which adds to roll-out
costs. In the long term, computerisation often involves
significant job losses, and this may be resisted by em-
ployees and their representatives.

One further claim which is often made for e-government
is that it enables better coordination between government
departments — more “joined-up government”, as it is some-
times called. Different government departments can share
management systems and also share information about
citizens, businesses, etc. which could not previously be co-
ordinated. Again, while technology can act as an enabler,
whether this happens in practice is dependent on the rela-
tionships between government departments and officials.
There are often conflicts between different groups within
bureaucracies, some of which will gain and some will lose
from the introduction of new ways of doing things. Some
aspects of integrated digital government also raise privacy
concerns for citizens — for example, the sharing of tax and
health information outside the government departments
specifically responsible for them.

The third main area of e-government is service delivery.
Experience here overlaps significantly with that of other
agencies that use ICT applications in development, as
discussed in Chapter 25.

There are many examples of areas in which governments
have used ICTs for service delivery. These can be grad-
ed by level of complexity, as follows:

At the simplest level, government departments es-
tablish a web presence which provides users with
information and other resources, but has no inter-
activity. This is very similar to a staffed information
kiosk which might be provided in a local authority
office or other public area.

The next level of sophistication offers limited inter-
activity, for example, through email contact, as well
as access to online databases, the opportunity to
download forms for return by post, etc. Again, this
offers what is essentially a digitised service compa-
rable to that offered by staffed kiosks.

The third level offers the opportunity for users to
receive services electronically, through their own
computer devices, and to engage directly in trans-
actions, for example, applications for certificates
and licences. This might be undertaken by users
themselves online, or through government offices
where users can either access services directly or
with the assistance of trained officials (or perhaps
commercial staff or small-scale entrepreneurs paid
by government departments for the purpose). This
may include arrangements for financial transac-
tions. One example of a service of this kind is the
Bhoomi land registration service in Karnataka, India.

Finally, services may migrate entirely or primarily to
a digital delivery model, based around web portals.
This stage is only really feasible where the user
group concerned (whether citizens as a whole or a
more specialised user group like small businesses)
is (almost) universally equipped with relevant ICTs.’

At present, the later stages in this graded hierarchy are
much more widespread in industrial than in developing
countries.

Some of the more frequently cited areas of ICT-based
service delivery include:

Curriculum support to teachers and teacher-training
resources.

Diagnostic support for basic health workers.

The provision of agricultural and meteorological infor-
mation to extension workers and directly to farmers.

The delivery of certificates on demand (including
birth and death certifications, driving licences, land
registration documents, etc.).

Electronic self-assessment and payment of tax
liabilities.

1 This hierarchy is adapted from Subhash Bhatnagar E-Government:
From Vision to Implementation (New Delhi: Sage Publications
India, 2004) and earlier work by Gartner Dataquest.
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It has been widely remarked that most e-government
projects fail, and that more complex projects are particu-
larly prone to failure.? Four main problems have arisen
with the implementation of e-government.

The first problem concerns the overall management of
e-government projects. This can be located in different
areas of government — from the president's office, to the
ministry of finance or a ministry of information technol-
ogy, to a special agency set up to manage e-government
activity. The location and powers of the managing institu-
tion are often contested, particularly where established
government institutions consider themselves threatened
by new ways of doing things or where e-government is
seen as a platform for establishing increased power and
authority within the government establishment.

There is also often tension between IT professionals/
experts and general managers within government. IT
professionals have often taken the lead in e-government
initiatives. Experience suggests that they tend to empha-
sise the “e-" (i.e. the technology) rather than the “-gov-
ernment” in design and implementation, and some gov-
ernments now take care to place e-government activity
under the authority of experienced generalist managers.

The second, which has been raised above, is concerned
with process. In practice, e-government is organisa-
tional change enabled by the use of information technol-
ogy. Simply adding ICTs to inefficient processes will not
make them more efficient. The processes themselves
have to be rethought — “re-engineered” is the term that
is often used — in order to take advantage of the greater
efficiency which ICTs permit. This reorganisation often
includes job losses. It should certainly include retraining
of staff in order to equip them to meet the needs of new
technology and systems. One of the reasons why some
e-government projects fail is that insufficient attention
has been paid to rethinking operational systems and to
training staff to use them.

The third problem concerns design and procurement.
The design of new government systems is complex. Many
different factors need to be taken into account, which
go well beyond technical issues to include operational
systems (see above), and the responses of end-users.
System design has often failed to take these other fac-
tors fully into account, particularly information systems
factors, with the result that e-government implementa-
tion has been delayed, redesign has been required, and
projects have gone significantly over budget. In addition,

2  See for example Richard Heeks /mplementing and Managing
eGovernment: An International Text (London: Sage Publications,
2006) and Danish Dada “The Failure of e-Government in
Developing Countries: A literature review” Electronic Journal of
Information Systems in Developing Countries www.ejisdc.org/
ojs2/index.php/ejisdc/article/viewFile/277/176

officials have often been tempted to buy unnecessarily
elaborate (“over-engineered”) systems from hardware
and software vendors, which are more complex to use
and require much higher training costs.

Problems of this kind are found in all countries. The de-
sign and procurement of a number of major e-govern-
ment projects in the United Kingdom, for example, have
been heavily criticised for exceeding budgets, delays in
implementation and under-performance.

The fourth problem concerns user response. E-govern-
ment systems will only improve efficiency and service
delivery if users are happy to make use of them and find
them valuable. Users in this context include system man-
agers (the government officials concerned), intermediar-
ies (such as shopkeepers who host facilities on behalf
of government) and, especially, end-users (the citizens
whose services are affected). Experience suggests that
people are quick to take up services which are easy to
use and which offer clear advantages over what they had
before. However, people are less responsive where new
services are more complex or require significant chang-
es in the way they must relate to services. This is often
particularly true where people have to make use of unfa-
miliar equipment, and among those who are most vulner-
able (who lack confidence in dealing with new situations
or lack skills which they think will be necessary).

Many service delivery projects have run into difficulties
because they have allowed too little time for users to
adjust to new systems. In practice, it is almost always
necessary to run new and old systems in parallel for a
while, partly because it takes time to roll them out effec-
tively but also because it is important to allow end-users
to become familiar and comfortable with them. E-gov-
ernment systems are usually designed by people who
enjoy experimenting with new technology; many users
do not, especially if they lack skills and confidence, and
those who are already marginalised can be unintention-
ally excluded if system change takes place too quickly.
Attention needs to be paid to training end-users as well
as managers. The need to run two systems in parallel
also means that e-government systems are often more
expensive in the short term, although they may achieve
financial savings over time.

A related problem here concerns the “ownership” of sys-
tems. Delivering services digitally can increase people’s
independence from bureaucracy and thereby prove em-
powering. However, this is not always so. Some new
service delivery projects have been designed in ways
which make end-users more dependent on intermediar-
ies, such as government officials, to provide them with
information. The role of intermediaries is complex and, in
many cases, positive, but overdependence on interme-
diaries, and circumstances in which intermediaries hold
power over end-users which they can exploit, are likely
to be counterproductive.
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The fifth problem which has arisen with e-government
concerns privacy and security. This problem has been
most raised in richer countries, but the rights issues
involved are important in all. Consolidating data about
individuals from different government sources means
that governments can know much more about indi-
viduals' activities than was previously the case. While
consolidation of data can increase citizens’ ability to
access entitlements (to public services, etc.), govern-
ments can also exploit it to exert greater control over
citizens' lives.

Consolidated data are also potentially vulnerable to hack-
ing and to loss as a result of poor organisation and system
control. In the United Kingdom, for example, personal and
financial information concerning half the population was
potentially put at risk when disks containing data from the
child benefit system went astray within the official messen-
ger network. It is difficult for managers to ensure against
operational breaches of security, but the risk to citizens
resulting from them can be high. Financial and medical re-
cords are sources of particular anxiety. These privacy and
security issues are covered in more detail in Chapter 31.
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Chapter 27

Lead author

The word “business” refers to the production of goods
and services for exchange (or “commerce”) between
individuals or organisations (“businesses”), and the
markets through which such goods and services are ex-
changed. It includes the production of the large major-
ity of agricultural produce and almost all manufactured
goods and services in almost all societies today.

The markets through which goods and services are ex-
changed are normally commercial and competitive, i.e.
markets in which a significant number of producers offer
comparable goods to consumers, who choose between
them on the basis of price, quality, value for money, etc.’
Markets are often intermediated (through wholesalers
and retailers, who form part of a supply chain between
producers and consumers). The final (retail) price of
goods and services normally covers all costs of produc-
tion and distribution, plus a margin (profit) which is ex-
tracted at each stage in the supply chain and provides
the income of producers and others in that chain.

Two significant areas of production and exchange of ser-
vices lie outside this business context. These are:

Subsistence agricultural production and craft pro-
duction which is for purely household use, where
produce is not intended for exchange.

Some services — such as health and education -
which are either wholly or partly provided as “pub-
lic services” in some societies, i.e. provided on a
non-profit basis and funded from taxation or other
revenue which is not generated by sales. (Howev-
er, even where “public services” are common, their
provision is often mixed, with both public sector
and commercial provision.)

In addition, some governments have widened the range
of goods and services provided by state institutions to
include what amounts to business activity. Many govern-
ments have done this with network infrastructure goods
and services such as broadcasting, postal services, tele-
communications, transport, power and water, but the
trend beginning in the last quarter of the 20th century
has been for these to move towards competitive com-

1 In some circumstances, known as “natural monopoly” and “market
failure”, competition fails to arise or becomes unsustainable. These
circumstances are described in Chapter 4.

mercial supply. This is particularly true of broadcasting
and telecommunications. A few governments, histori-
cally, have sought to manage almost the entire economy
through public monopoly rather than competitive busi-
ness — notably the communist governments of Eastern
Europe in the latter half of the 20th century. Today, there
are very few examples of this degree of state control.

Business environments are usually complex. Today,
many areas of business are global in character. Multina-
tional companies, some with financial turnovers higher
than the GDP of some countries, play the central role
in many international and national markets, sometimes
acting in many different types of market in different coun-
tries, often selling global rather than national brands. (In-
dian conglomerate businesses are particularly diverse.)
Even without dominance by multinational business,
trade in goods and services is now often global in extent,
with, for example, East African flowers and vegetables
achieving substantial reach in European markets. Yet
the majority of people in many countries are employed
in small and medium-sized enterprises, with up to 250
or so employees, and many in developing countries are
employed in micro-businesses or in the informal sector,
which works on the margins of regulation.

Businesses are also involved in complex supply chains.
Producers sell goods to wholesalers, who sell to retail-
ers, who sell to consumers. But producers are also them-
selves consumers — buying inputs (seeds and fertilisers;
raw materials for craft and industrial production; transport
and communications services; auditors and lawyers) and
hiring staff (through labour markets) in order to make the
goods and services that they go on to sell.

Information is an important aspect of the functioning of
commercial production and exchange:

Producers of goods and services need to under-
stand their own costs, to select the most appropri-
ate and cost-effective inputs, and to make the most
of the demand for their output among consumers.
They make use of information about market condi-
tions, the labour market and other factors of pro-
duction in order to reduce costs and maximise the
return on their investments.
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Consumers need information about goods and ser-
vices to select what suits their requirements best,
according to the criteria (price, quality, variety, co-
lour, reliability, etc.) that are most important to them.
The more information they have, the more likely they
are to manage their expenditure effectively.

Intermediaries, such as wholesalers and retailers,
sit between producers and consumers and need to
understand both supply and demand if they are to
maximise their reach and profitability.

In addition, all actors within markets need to understand
how external factors — such as taxation — affect the
choices that they make.

Communications between market actors are also impor-
tant in reducing transaction costs, i.e. the costs incurred
in managing supply chains. Where supply chains are
lengthy (especially for high-end manufactured goods),
these transaction costs (and the savings that can be
made by good communications) can be very large. A
common example of this in industrial countries during
the late 20th century was the adoption of “just-in-time”
manufacturing, in which improved communications were
used by manufacturers to order inputs as and when they
were required, so avoiding costs for storage and interest
on loans required to maintain inputs in the form of stock.

Information and communications might therefore be de-
scribed as lubricants of the market. Where all actors in a
market are highly informed about all aspects of the market
and the goods and services available within it, then they
are best equipped to make the most appropriate choices
for themselves. If there are no other barriers to market ef-
fectiveness (such as unregulated market dominance by a
single supplier or intermediary), then this high degree of
information is likely to lead to the most economically effi-
cient market, i.e. to a market in which supply and demand
track one another closely with a low final cost for outputs.
Where information is inadequate, by contrast, producers
and consumers have to make allowances for uncertainty
— for the greater risks involved in sales and purchases
and for the higher transaction costs that arise from these.

Two other factors should be borne in mind when thinking
about the relationship between information and markets,
especially in developing countries and where the poor
are concerned:

Information within markets is rarely symmetrical.
Producers, intermediaries and consumers often
have different degrees of information about the
goods and services which are being exchanged.
For example, in agricultural markets, intermediaries
often have better information about market demand
and prices than producers. Consumers may be un-
familiar with the goods they are buying (because
they are occasional or technical purchases) or may
be overwhelmed by choice (for example, of different
mobile phone tariffs). Those with more information

— producers, intermediaries or consumers — are
able to exploit the market to their advantage over
those with less.

Increased information alone is not necessarily suf-
ficient to enable a market actor to reduce costs
or improve profitability. Many producers are con-
strained by other barriers to freedom of action with-
in a market — for example, contractual agreements
with suppliers and intermediaries (which constrain
their ability to move between alternatives, but which
may also offer valuable long-term security such as
guarantees of sales), indebtedness or shortage of
capital. Similarly, consumers may be unable to act
upon information because they have established
contractual agreements for a period of time (for ex-
ample, with internet service providers) or because
their choices are constrained by lack of funds (so
that they are unable to buy in bulk or to buy more
expensive but more reliable products).

Recent years have seen a good deal of interest in the
supply of goods and services to the very poor, those
consumers described by the Indian economist C. K.
Prahalad as “the bottom of the pyramid”. Prahalad’s ap-
proach to this market builds substantially on the potential
for breaking down sales units (e.g. one cigarette rather
than a packet of cigarettes) and aggregating demand
at the micro level through market mechanisms aimed
at meeting the small-scale demands of the poor/many
(e.g. through telecentres). While this new approach has
achieved considerable resonance, it should also be re-
membered that, in the words of one of its critics, “a poor
person is far more constrained by lack of income than by
lack of goods and services offered in the market"?

As in other areas of social and economic life, new ICTs
have the potential to change the ways in which informa-
tion about markets, goods and services is delivered and
the ways in which market actors can respond to informa-
tion. There is also a good deal of anecdotal evidence
about the impact of ICT-based information on market
behaviour, although there has been little systematic re-
search on this to date. As a result, many ICT businesses
and development agencies have been keen to promote
the role of ICTs as change agents in business markets.

The principal role which ICTs play in these contexts is to
provide channels for better information reaching market
actors. Much of the anecdotal evidence, for example, con-
cerns primary producers, such as farmers and fishers, us-
ing mobile phones to check on market prices before taking
goods to market or selling them through intermediaries.

2 Aneel Karnani “Fortune at the Bottom of the Pyramid: A Mirage”
California Management Review 49, 4 (2007)
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Sophisticated technology is not essential to improve infor-
mation resources in this way — market prices, for instance,
can be broadcast on local radio stations as well as being
made available though telephone, SMS or internet servic-
es — but can improve the quality of information.

In cases such as these, better information becomes
available to producers, enabling them to direct their pro-
duce more efficiently towards markets where demand
outstrips supply (also benefiting consumers), or to ne-
gotiate better deals with intermediaries. In other cases,
however, evidence shows that the improved supply of
information may benefit intermediaries or consumers
rather than producers. Much depends on the dynamics
of the individual markets concerned.

The relationship between information and the wider social
and economic context is also important, for three reasons:

New information resources rarely become available
to all potential users within a local area at the same
time: in most cases, they probably become avail-
able to wealthier producers in larger communities
before they become available to poorer producers
in smaller communities. This has implications for
the distribution of potential business gains from en-
hanced information resources.

Information cannot overcome other barriers to mar-
ket behaviour, which particularly affect the poor,
such as indebtedness and lack of capital; and
these may inhibit some producers from taking full
advantage of it.

Information may also have wider effects on long-
term supply and demand. Increased information
about the whereabouts of fish stocks, for example,
can lead to overfishing, and/or to reductions in con-
sumer prices rather than increases in producer in-
comes. Again, local market circumstances are likely
to have a determining effect on the outcomes re-
sulting from increased information.

Nevertheless, it is clear that improved access to informa-
tion has significant potential to enable primary produc-
ers to improve incomes in many contexts, and that new
ICTs are playing a part in improving information access.®

Development and government agencies have also
sought to use ICTs to provide producers with better
generic information in such areas as crop management
and animal husbandry, in order to improve their business
practice. Experience suggests here that accessibility
and ease of use are crucial factors in determining how
valuable such resources may be. Broadcast radio pro-
grammes, for example, are much more widely accessible
than information provided over the internet. They can be

3 See for example Robert Jensen “The Digital Provide” The Quarterly
Journal of Economics 122, 3 (2007) www.mitpressjournals.org/
doi/pdf/10.1162/gjec.122.3.879

accessed more conveniently by target beneficiaries and
require no additional cost or research skills. They also of-
fer guidance from information intermediaries (agricultural
extension officers, broadcasters, respected peers) with
whom end-users develop relationships of trust. More so-
phisticated ICTs such as the internet are therefore be-
ing used more, today, in such contexts as channels to
improve the skills and expertise of “infomediaries” than
as direct channels of information to primary producers.

Much the same might be said of the ways in which small
businesses can use ICT-enabled services to manage their
businesses more effectively — for example, bookkeeping
software and marketing websites. While high-end small
businesses may find it relatively straightforward to com-
puterise their business systems, many small businesses
lack the experience and skills needed to do effective ac-
countancy, for example, with or without computer sup-
port, while the cost of necessary software can also be
prohibitive. Similarly, the development of marketing web-
sites which are sufficiently attractive to reach new cus-
tomers is expensive and time consuming for small busi-
nesses. Experience suggests that many or most are likely
to gain better outcomes by participating in cooperative
or government-sponsored collective marketing arrange-
ments than by developing their own websites.

The remainder of this chapter is concerned with ICTs
and business at a national level, and with the more spe-
cific use of ICTs to facilitate business management and
transactions known as “e-business” and “e-commerce”.

E-business

The term “e-business” refers to the use of computers, IT
and digital communications to improve the effectiveness
of business performance. The majority of “e-business”
activity is concerned with management and adminis-
tration rather than with transactions (to which the term
“e-commerce” is applied).

The implications of ICTs for national economies have
been discussed in Chapter 22. As noted in that chap-
ter, ICTs have often led to substantial improvements in
the productivity of individual firms, although these have
not necessarily led in turn to improvements in national
productivity (for example, because improvements in the
productivity of one firm may lead to market consolidation
at the expense of less innovative rivals, rather than to
market expansion).

These increases in productivity have been achieved in
two main ways:

In some cases, ICTs have played a major part in
transforming the nature of productive processes. In

The APC ICT Policy Handbook / 176



the automobile industry, for example, many of the
manufacturing activities previously undertaken by
people are now undertaken by robots; while the
digitalisation of telephone trunk networks has dras-
tically reduced the need for telephone engineers
and operators. This replacement of human labour
by investment in ICTs has led to substantial cost
reductions and improvements in product consis-
tency. In other cases, ICTs have enabled changes
in non-manual aspects of production — for example,
in the introduction of computer aided design (CAD)
in many manufacturing and construction processes,
and in monitoring productive processes in order to
achieve efficiency improvements over time.

ICTs have also been used to improve the effective-
ness of ancillary processes, particularly administra-
tion and management. Common examples in this
area include the computerisation of bookkeep-
ing, payroll and inventory; and the introduction of
improved internal business communications, in-
cluding email, intranets and the use of audio- and
video-conferencing between different sites within a
business. In large multinational businesses, this has
been greatly facilitated by the availability of interna-
tional leased telecommunications lines and global
communications management services offered by
multinational telecommunications businesses.

It should be noted that the circumstances surrounding
these productivity changes are not necessarily uniform.
The incentive to replace labour by investment in ICTs is
much higher in countries and sectors where labour costs
are high (such as Western Europe and automobile manu-
facturing) than where labour costs are low (for example,
in Africa and agriculture). Productivity gains through ICT
investment may therefore be more profitable, and so
achieved more rapidly, in industrial countries than in devel-
oping countries where labour costs are low. The transition
to ICT-based production and administration may also be
constrained in developing countries (particularly smaller
countries) by lack of ICT skills in the economy.

It should also be noted that productivity improvements
do not arise from ICT investment alone, but from the
combination of ICT investment with other changes in
production and management that enable the potential
gains from ICT investment to be realised. Call centres
provide a good example of the way in which many firms
have taken advantage of ICTs to provide a more cost-ef-
fective customer management service. Moving from tra-
ditional customer management to a call centre requires
substantial changes in management style and corporate
culture. Other cultural changes that have often been as-
sociated with e-business include de-layering of manage-
ment and outsourcing of non-core functions.

Without adaptations of this kind, it is unlikely that busi-
nesses will be able to maximise the value of digitising

their businesses. However, they commonly involve re-
ductions in personnel, and are therefore often opposed
by trade unions.

E-commerce

The term “e-commerce” is used specifically to refer to
the use of ICTs to manage transactions between a firm
and its suppliers and customers. This is a part of “e-busi-
ness” but, in most firms, forms a smaller part of overall
ICT investment than that devoted to administration and
management.

E-commerce is often divided into two main categories:

B2B e-commerce, which is concerned with trans-
actions between businesses.

B2C e-commerce, which is concerned with trans-
actions between businesses and consumers.

Another, intersecting, division which is useful in assess-
ing e-commerce is that between:

E-commerce that seeks to support and improve
existing business relationships, including supply-
chain management.

E-commerce that seeks to develop new business
relationships, including marketing to new potential
customers.

Many businesses and governments have held high
hopes for e-commerce, expecting it to transform eco-
nomic relationships between firms and consumers. In
particular, it has been expected that e-commerce will
enable closer engagement between producers and con-
sumers, reducing the role of intermediaries in many mar-
kets. Although the pace of change which was originally
anticipated has not materialised in practice, e-commerce
has nevertheless led to substantial changes in business
relationships and is continuing to do so. This is particu-
larly true in industrial countries, where internet availability
is now pervasive.

In the late 1990s and first half of the following decade,
the predominant forms of e-commerce were B2B e-com-
merce concerned with existing business relationships,
particularly supply-chain management.* The evidence
from this period shows that it was possible for firms to
make significant savings on supply-chain management
through the use of ICTs — for example, through just-in-time
ordering. It was much easier for them to reduce costs in
this way than it was to use ICTs to recruit new customers.
Firms also found it easier to build upon their existing re-
lationships than to make use of new transaction-oriented
websites, aimed at serving B2B needs, which were not
rooted in their existing business relationships.

4 See John Humphrey et al. The Reality of E-Commerce with
Developing Countries (London: London School of Economics, 2003)
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It may be that the very rapid expansion of internet ac-
cess which has taken place during the first decade of
the 21st century has changed the balance between B2B
and B2C, at least where businesses focused on mass
markets in industrial countries are concerned. Most busi-
nesses in industrial countries now have websites, and a
large number of these offer secure transaction services
enabling customers to buy direct from the producer rath-
er than through intermediaries.

Some goods and services are more readily marketable
through B2C e-commerce than others. In practice, B2C
has been particularly successful in three areas:

Where it enables customers to bypass legal con-
straints or social norms concerning particular goods
and services. The most obvious examples of this are
pornography — a major driver of personal internet
use in industrial countries following the advent of the
World Wide Web — and gambling, which is either
illegal or socially disapproved in many countries.

Where it distributes goods and services which can
be delivered digitally, as file attachments, without
significant loss of value by comparison with physi-
cal products — for example, transport and entertain-
ment tickets; music, documents and (more recent-
ly) video products; and software.

Where it improves the ordering and acquisition of
specific goods (such as books, electronic equip-
ment and supermarket produce), in particular by
extending consumer choice beyond what would be
available in physical shops, where the goods con-
cerned can be delivered by what is in effect a mail
order type of service.

Some traditional service businesses have also provided
internet transaction support — notably banks, the major-
ity of which (in industrial countries) now offer customers
the opportunity to manage their accounts online. This
usually entails savings to banks as well as increasing
convenience to customers, although many people prefer
to continue to manage their accounts in the traditional
way because of security concerns (see below).

It should be noted that some goods are less suscep-
tible to internet sales than others. These include goods
which are highly perishable and goods where personal
inspection of quality and verification of provenance are
significant factors in purchase.

The mass market forms of B2C described here have had
some wider impacts on consumer markets. In particular:

A number of physical retail markets have been
adversely affected to a substantial degree. These
include music (CD) retailers, bookshops, travel
agents and insurance brokers.

Substantial new intermediaries have appeared in
internet markets. These include online retailers of

digitised goods (iTunes, eMusic.com), services
such as travel agencies (Expedia, Opodo), mail
order retail (Amazon.com), and discounted goods
(lastminute.com). These have often been more suc-
cessful than internet marketing services developed
by traditional retailers.

Some markets, particularly financial services, have
also seen the development of comparison websites
which offer information about competing products
to consumers. These may be funded by advertising
or commission.

The internet has also fostered secondary markets in
discounted or used goods (including auction sites
such as eBay); and in the higher price reselling of
goods for which demand exceeds supply (notably
entertainment tickets). These secondary markets
may be facilitated by more mainstream internet inter-
mediaries (such as Amazon.com and Ticketmaster).

Internet-based e-commerce has posed a number of chal-
lenges to the regulation of business and the oversight of
transactions. Three of the most important of these is-
sues are described below.

Firstly, internet transactions take place outside rather
than within monitored national borders. This poses sub-
stantial difficulties for different countries’ fiscal regimes.
It is, in practice, often not feasible to levy sales taxes,
such as value-added tax, on goods bought by internet
customers in one country from suppliers in another —
particularly digital goods, but also physical goods that
are delivered by international postal services. Similarly, it
is difficult to apply customs and excise duties to digital
goods crossing national frontiers. This issue also affects
competition within purchasers’ markets, sometimes giv-
ing overseas suppliers a price advantage over local busi-
nesses.

Secondly, internet transactions take place outside regu-
latory norms, which also vary between countries. For ex-
ample, a pornographic image may be legal in the country
from which it is downloaded, but illegal in that to which
it is downloaded. Similarly, pharmaceuticals which are il-
legal in the country of purchase may be ordered by post
from websites located in countries where they are legally
available. The US government has been particularly con-
cerned to prevent access to international internet gam-
bling sites from distorting the markets for legal gambling
within the United States.

Thirdly, traditional regimes for the verification of con-
tracts, agreements for sale, etc. are based on signed
paper documents, often written in particular forms and
held in particular ways in order to comply with national
business regulations. Strict rules often apply to financial
transactions, in order to prevent money laundering, fraud
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and tax evasion. The mechanisms by which these regu-
lations are enforced pre-date electronic commerce and
are not appropriate for this new form of transactional
relationship. Legislation is therefore required to enable
many e-commerce transactions, in such areas as digital
signatures and data protection.

Finally, internet-based B2C e-commerce raises issues of
consumer welfare and rights of redress.

Many consumers are concerned about issues of secu-
rity in electronic transactions, in particular the possibility
that credit card and other personal data will be used for
purposes of fraud and identity theft. Although respon-
sible commercial websites in industrial countries use
encryption to prevent personal data from being visible
to business staff and hackers, such safeguards are less
available in developing countries, and fear of fraud is a
significant inhibitor of e-commerce.

Consumer rights, likewise, are well protected in many
industrial countries, enabling customers who have not
received the goods or services which they expected
to receive to complain and seek redress from vendors.
Such remedies are not readily available when sales oc-
cur across national boundaries. Where sales have ques-
tionable legality (as with pharmaceuticals), it is also not
possible for internet consumers to determine whether
they are buying genuine or fake products, and to seek
redress if they are dissatisfied.

The early years of the 21st century have seen a further
development in electronic commerce, which shifts the
emphasis away from the internet towards a different
platform, mobile telephony. This is increasingly referred
to as “m-commerce” and the transactions involved as
“m-transactions”.

E-commerce, as described above, has developed in indus-
trial countries where the internet is becoming pervasive,
reaching the large majority of households and so enabling
the large majority of citizens to buy goods online. The in-
ternet is not yet widely available in developing countries.
There, however, the mobile phone has become increasingly
widely available, with a majority of adults owning a mobile
phone in some developing countries and the large majority
of adults having access to mobile telephony.

Today's mobile phones are much more sophisticated
devices than traditional fixed phones, often including
additional equipment (such as a camera and .mp3
player) and having the intelligence required to memo-
rise and manage transactions. Since the early days
of mobile telephony in developing countries, some
users have also found ways of using mobile phones

as transactional devices — for example, by storing or
trading airtime as a form of virtual currency. The use
of mobile phones as virtual wallets is also thought to
have particular potential for the purchase of low-value
products such as soft drinks which are available from
vending machines.

In most developing countries, banking services are
poorly developed, with limited networks of physical
bank branches, while the majority of the poor remain
“unbanked"”. This is a major constraint on the ability of
individuals and small businesses to build capital and to
develop financial relationships with others at a distance.

The first experiments with mobile banking, which seeks
to provide a banking service to both existing bank cus-
tomers and the unbanked, took place in the early 2000s,
notably with service providers and users in the Philip-
pines. Mobile telephone networks provide two kinds of
interlinked network which can overcome the weakness
of the banking infrastructure: they have a physical infra-
structure which is capable of managing transactions,
and they have a human network (airtime sellers, etc.)
which can handle physical money in place of physical
bank branches.

Businesses in a significant number of countries are now
experimenting with different models for providing mobile
banking services — some integrated with mobile tele-
phone businesses, some with banks, and some in part-
nerships between the two. Mobile banking is discussed
further in Chapter 25.

One important constraint with services such as these
has concerned identity. Banks — and financial regulators
— usually require proof of identity before an individual
is allowed to open a bank account (sometimes known
as “know your customer” requirements). Proof of iden-
tity is often difficult for the poor in developing countries.
Mobile banks are seeking ways of overcoming this chal-
lenge for potential customers.

The most important long-term market for mobile banking
may lie with remittances. The total value of remittances
sent to developing countries by citizens living in the
global diaspora now exceeds the value of international
development aid, and approximates that of foreign di-
rect investment. At present, remittances are mostly sent
to recipients by messenger (i.e. by travellers returning
home) or by financial transfer companies which charge
high commissions (typically something like 10%). Mobile
banking businesses could provide a money transfer ser-
vice for remittances much more cheaply, but need first
to overcome regulatory difficulties arising from interna-
tional financial rules designed to prevent fraud, money
laundering and financial transfers by criminal and terror-
ist organisations.
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Chapter 28

Lead author

Many international organisations play a part in decid-
ing policies that affect information and communications
technologies. These include:

Technical agencies, such as the Radio and Stan-
dardisation Bureaux of the International Telecom-
munication Union (ITU), the Internet Engineering
Task Force (IETF) and the Internet Corporation for
Assigned Names and Numbers (ICANN).

Communications policy forums, such as the ITU
Plenipotentiary Conference and Development Bu-
reau, and the Internet Society (ISOC).

Specialist agencies from outside the ICT world
whose areas of responsibility intersect with ICTs,
such as the World Trade Organisation (WTO)
and the World Intellectual Property Organisation
(WIPO).

Development agencies, such as the World Bank,
the United Nations Educational, Scientific and Cul-
tural Organisation (UNESCO) and the United Na-
tions Development Programme (UNDP).

Some of these organisations are purely intergovernmen-
tal in character (such as United Nations bodies). Others
are based around the private sector (such as the tech-
nical forums which develop many new technical stan-
dards). Others again — particularly where the internet
is concerned — have less formal membership arrange-
ments, including individual membership.’

As well as global organisations, there are many re-
gional organisations which coordinate ICT policies and
regulations. Tanzania, for example, is a member of the
African Telecommunication Union (ATU), and of the e-
Africa Commission of the New Partnership for Africa’s
Development (NEPAD); a participant in the work of the
UN Economic Commission for Africa (UNECA)'s Afri-
can Information Society Initiative (AISI) and other pro-
grammes; a signatory of the Southern African Devel-
opment Community (SADC) protocol on transport and
communications and a member of the Communications
Regulators Association of Southern Africa (CRASA); a
member of the East African Community and East African
Regulatory, Postal and Telecommunications Organisa-
tion (EARPTO); a member of the Commonwealth Tele-

1 The IETF has no formal membership: anyone can participate in any
activity.

communications Organisation and the Commonwealth
Broadcasting Association; and so on. lts communica-
tions businesses and civil society organisations partici-
pate in many more international organisations at conti-
nental and regional levels.

International decisions about ICTs are often highly tech-
nical but can be extremely important in determining what
governments, businesses and citizens can do. Decisions
about the allocation and use of spectrum, for example,
or about the rules for financial transactions across na-
tional boundaries, can have a major impact on the vi-
ability of communications services in individual countries
and the costs that are paid by end-users. Participation in
s0 many organisations is, however, time consuming and
expensive for governments, and even more challenging
for private sector and civil society organisations.

The nature of international communications decision
making has changed greatly since the restructuring of
the communications industry began in the early 1980s.

Before that time, international relations in the communi-
cations sectors were dominated by intergovernmental
organisations within the United Nations system: the Inter-
national Telecommunication Union (ITU)? and the Univer-
sal Postal Union (UPU). Different countries were (and still
are) represented in these organisations by their govern-
ments, and there is limited scope for direct participation
by the private sector or civil society. (However, the ITU
has established what is known as “sector membership”,
which allows private sector companies to play a part in
aspects of its work, particularly standardisation. Some
governments also include private sector and — less often
— civil society participants in their delegations.)

These UN family bodies regulated the interface between
different communications suppliers in different countries
— for example, establishing rules for the use of spectrum,
for technical interoperability and for accounting arrange-
ments applicable to cross-border transactions. In almost
all cases, historically, national communications entities
were monopolies — monopoly telecommunications busi-
nesses and postal services, and state broadcasting

2 Note that the T in ITU is for Telecommunication (singular), not
Telecommunications (plural).
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monopolies. They often negotiated bilateral terms be-
tween countries within these rules. Accounting arrange-
ments for the termination of international telecommuni-
cations traffic, for example, were until very recently the
result of bilateral agreements between national telecoms
operators, based on negotiating power rather than stan-
dard accounting principles such as cost-orientation.

In addition to these UN agencies, international treaty-
based organisations controlled a number of international
facilities, particularly satellite systems (like INTELSAT and
INMARSAT). Some undersea cable consortia were also
established by groups of governments, although the private
sector now dominates the international cable industry. (IN-
TELSAT and INMARSAT have also now been privatised.)

These monopoly arrangements have broken down in the
last twenty years as communications markets have been
transformed in technology and structure. Some of the
most important changes are as follows:

Most communications markets have been (partly) pri-
vatised and (largely) liberalised (see Chapter 15). As
a result, governments can no longer easily represent
communications networks and services (which are in
the private sector), while the interests of competing
networks and services do not necessarily coincide.

Many national networks and services are also now
part of multinational businesses, whose interests
and ways of working are not easily represented in a
system based on nation-states. These multinational
businesses work together in partnerships and alli-
ances that are often subject to rapid change.

In addition, there are many business ventures that
now run international facilities, including satellite and
cable networks. There has been a proliferation of
new infrastructure, especially on high-density routes
(such as the Atlantic), which has massively increased
capacity and reduced costs of transmission.

There has, partly as a result, been a tremendous
increase in international voice and data traffic, in-
cluding traffic generated by the internet.

The networks and platforms used to deliver differ-
ent types of communications — such as broadcast-
ing and telephony — have been converging. Inter-
national communications is overwhelmingly based
today on IP (Internet Protocol) networks rather than
the traditional PSTN networks that provided tele-
communications services in the past.

These changes have led to great changes in the interna-
tional governance of ICTs. Old-style bilateral accounting
arrangements, for example, become irrelevant when IP
networks replace traditional telephone networks. Com-
peting telecommunications operators use competing

infrastructure to convey traffic over competing routes.
Standards for new technologies are increasingly set, not
by intergovernmental discourse, but by the businesses
which are at the cutting edge of new technology; they
are seen now as matters for technical expertise rather
than political consensus or diplomatic compromise.

The number and scope of international organisations
involved in international ICT decision making has also
expanded greatly, in two main ways:

Firstly, the number of modes of communication has
increased, most notably through the introduction of
mobile telephony (which uses a variety of standards
that need international agreement) and of the inter-
net (which has developed its own mechanisms for
cooperation outside the norms of intergovernmen-
tal agreements).

Secondly, the increasing importance of ICTs has
meant that it intersects much more importantly with
many more areas of domestic and international gov-
ernance. In addition to ICT-specific international or-
ganisations, therefore, policy which concerns ICTs
— their development, deployment and application —
is now also made in other technical UN agencies
(such as WIPO), in development agencies (such
as the World Bank) and in agencies which are pri-
marily concerned with other social and economic
issues (such as policing and security).

One example of this broadening of ICT policy making,
and the increasing need for cooperation between inter-
national agencies, can be seen in mobile banking, which
is also discussed in Chapters 25 and 27. Mobile banking
services make use of communications networks to sub-
stitute for the networks of banking offices and agents
which are found in better-served communities. Finan-
cial services, however, are much more tightly regulated
than communications, in order to ensure the security of
bank customers’ money and to prevent fraud, tax eva-
sion, money laundering and the use of banks to facilitate
criminal and terrorist activity. These controls are par-
ticularly important where international transactions are
concerned. The effective development of mobile banking
therefore involves interactions between the national and
international policy and regulatory environments for both
communications and financial services.

The advent of the internet has been particularly disrup-
tive to the framework for international ICT decision mak-
ing, for several reasons. One of these — the fact that
internet governance has grown up outside the conven-
tions and norms that apply to other areas of international
governance — is discussed in Chapter 20. In addition:

The internet has disrupted the international struc-
ture of telecommunications by offering new ways
of bypassing conventional telecoms routing and ac-
counting (IP networks, voice over internet).
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* It has introduced new internet-specific problems
that require international cooperation if they are to
be effectively addressed (e.g. spam).

* It has enabled, through its global character, bypass
of established national and international constraints
on content (intellectual property rights; controls on
pornography, gambling and pharmaceuticals) and
behaviour (cyber crime, phishing).

* It has facilitated new forms of behaviour for which
there are no established international norms (e.g.
Web 2.0 social networking).

The rise of the internet has challenged many assump-
tions in national and international law, which are increas-
ingly the concern of non-ICT as well as ICT-related in-
ternational policy. It has also challenged many of the as-
sumptions of internet pioneers about the extent to which
it can (and should) remain independent of mainstream
international governance. The prevalence of spam, for
example, which now accounts for over 90% of email traf-
fic, is not just a problem for the internet, but also for the
telecommunications industry, for policing and security,
for business stability and even the environment (every
email has its own, if tiny, carbon footprint).

A number of attempts have been made to map the inter-
national ICT environment, but these have been increas-

ingly complicated by the growing complexity and range
of institutions involved, described above. One approach,
developed for the G8 Digital Opportunity Task Force
(DOT Force) in 2002, seeks to categorise international
decision-making forums according to the breadth and
depth of their authority. The diagram in Figure 28.1 il-
lustrates the approach and locates a number of interna-
tional forums according to these parameters.

The horizontal axis on this diagram represents the scope
of decision making - i.e. the narrowness or breadth of
its engagement with ICT and wider policy issues. The
vertical axis represents the depth of the authority of deci-
sions which can be made - from powerful agreements
on international laws, through rules and regulations, to
the loose authority conveyed by cooperative guidelines.®

One organisation, the International Telecommunication
Union, has some form of authority over a great deal of
this decision-making territory — although the depth of its
authority varies from one aspect of telecommunications
to another, and overlaps to a greater or lesser degree
with that of other organisations which may well be more
powerful in particular areas of responsibility. Some in-
ternational organisations have a great deal of power in
narrowly defined areas, such as ICANN, which manages
the internet domain name system, while others have
much looser or more diverse authority.

Figure 28.1: ICT issues and governance entities

ITU-D - Development sector
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3 Don MacLean, David Souter, James Deane and Sarah Lilley
Louder Voices: Strengthening Developing Country Participation
in ICT Decision-Making (Panos/CTO for UK DFID, 2002) www.
panos.org.uk/?lid=324
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There is not a great deal of space in this handbook to de-
scribe the major international ICT decision-making bod-
ies. Brief summary notes on some of the most important
are included in an Appendix to this handbook. Some of
those concerned with the internet are also discussed in
Chapter 20, which deals with internet governance. The
following paragraphs deal with two global institutions
which have particular global significance.

The International Telecommunication Union (ITU)*
was formed in 1865 and initially regulated telegraphy
(the transmission of text messages by Morse code). lts
remit subsequently extended to telephony and, more re-
cently, to other forms of data communications (but not
the internet). In the late 1940s, it became a specialist
agency of the United Nations, with its headquarters in
Geneva, Switzerland.

The ITU is governed by a Plenipotentiary Conference
(Plenipot), which meets every four years, and an elected
Council, which meets between times. Its secretariat is
headed by five officials elected at each Plenipot: a sec-
retary-general and deputy, and the heads of three sector
bureaux, concerned with radio spectrum management
(the Radiocommunication Bureau, ITU-R), technical
(including accounting) standards (the Standardisation
Bureau, ITU-T), and the development of telecommuni-
cations (the Development Bureau, ITU-D). Each sector
also holds its own conference to determine its work
programme, usually every three or four years. Although
ITU-D is primarily concerned with the development of
telecommunications, it has in recent years paid increas-
ing attention also to the role of telecommunications in
development.

The ITU played the lead role in organising the World
Summit on the Information Society (WSIS) in 2002-
2005 (through its secretary-general’s office, not through
ITU-D). Some WSIS participants were concerned dur-
ing this period that it was seeking to extend its mandate
by becoming the UN agency with lead responsibility for
the internet and for ICD issues. Industrial countries, the
private sector and most civil society organisations have
resisted the idea that the ITU should gain authority over
the internet, while other UN agencies have been uncom-
fortable with it taking a more significant role in develop-
mental issues.

Membership of the ITU belongs to governments. Howev-
er, the liberalisation and privatisation of telecommunica-
tions have made it hard to sustain a purely governmental
structure. Since the 1980s, while decision making re-
mains in the hands of governments, the ITU has allowed
private companies to become sector members and
thereby play an important role, particularly in standards

4 Note that ITU style always refers to “Telecommunication” rather than
“Telecommunications”, especially in the names of ITU institutions.

issues. This reflects a shift in power within the telecom-
munications sector as a whole from governments to pri-
vate business. By the beginning of 2008, the ITU had
191 government members, 567 sector members (some
companies were members of more than one sector) and
137 associate members (with lesser entitlements). It de-
scribed itself on its website as “a global forum through
which government and industry can work towards con-
sensus on a wide range of issues affecting the future
direction of this increasingly vital industry."

Civil society organisations are not normally able to be-
come sector members (although this is contested by
the ITU). A number of initiatives have sought to enable
civil society participation in the ITU. After WSIS, the
ITU's 2006 Plenipot established a review of the extent
to which civil society partipation might be enabled in its
wider (non-telecoms-specific) work.

The World Trade Organisation (WTO) is the interna-
tional organisation which governs trade in goods and
services. lts membership is less widespread than that
of the United Nations — by the middle of 2007, it had
151 member countries out of the UN total of 192 - but
between them these account for the large majority of
international trade.

The WTO has adopted three important agreements on
ICT issues: the Basic Telecommunications Agreement
(BTA, 1997), the Value-Added Telecommunications
Agreement, and the Information Technology Agree-
ment. Of these, the BTA is most important, and had
been signed by 88 countries by the beginning of 2008
— countries which between them account for the vast
majority of national and international telecommunica-
tions traffic. lts main objectives are to facilitate free trade
in telecommunications services, including freedom of
investment and the right of companies based in other
countries to participate in the telecommunications mar-
kets of BTA signatory states. However, the terms of BTA
engagement vary from country to country, as national
governments have made individual commitments with
varying levels of national and international liberalisation.
The BTA also includes a “Reference Paper on Regula-
tion” which has become the common denominator of
telecoms regulatory practice (see Chapter 16).

The Information Technology Agreement, reached in
1996, had 70 signatory countries by 2007, which be-
tween them accounted for 97% of world trade in IT
products (as opposed to services). It is essentially a
tariff-cutting mechanism, which aims to reduce to zero
the tariffs levied on IT goods such as computers. De-
veloping country participation in this agreement is rela-
tively low, and, in particular, there are very few African
signatories.

5  www.ituw.int/members
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Participation in international ICT decision making varies
from organisation to organisation. Two important issues
arise from this:

The range of stakeholders that may participate in
particular decision-making processes.

The capacity that stakeholders have to participate
actively once they are entitled.

These are discussed in turn below.

(Multi-)stakeholder participation

The term “multi-stakeholder” (which implies the involve-
ment of different types of participant alongside govern-
ments) should be distinguished from the term “mul-
tilateral” (which implies the involvement of many or all
governments, as is the norm in UN institutions). The UN
sometimes describes all non-governmental entities, in-
cluding the private sector, as “civil society”, though civil
society organisations tend to distinguish between the
private sector and non-commercial entities as different
stakeholder groups.

Participation in intergovernmental organisations is usu-
ally restricted to governments — although some govern-
ments choose to include non-governmental representa-
tives (from businesses or civil society) in their delega-
tions. For example, the South African delegations to
most WSIS PrepComs and both WSIS summits includ-
ed a substantial number of non-government participants.

Some intergovernmental organisations have recognised
that the restructuring of the industry means that it is no
longer possible to fulfil their roles without at least the
private sector being involved. The ITU, for example, as
noted earlier, has established a status called “sector
membership” which enables private sector businesses
to play a leading role in areas like standardisation in
which they now, in practice, take the lead. Civil society
organisations have argued that this right to participate
should be extended to them as well as to the private
sector. At its 2006 Plenipotentiary Conference, the ITU
agreed to explore possible new arrangements for civil
society participation in aspects of its work concerned
with WSIS issues (though not in its core work on tele-
communications). However, as an intergovernmental
agency within the UN system, the ITU is not able to
move towards allowing non-governmental actors to vote
on final outcomes.

Many internet governance organisations are much more
open to broad participation. Their openness results from
the fact that the internet's development was led by a
community or network of individuals with a particular in-
terest in the internet and, more recently, by the private

sector, rather than by governments. Indeed, the internet
may be the first major social and economic phenomenon
to have emerged from non-governmental activity in this
way since the Industrial Revolution. Many of those in-
volved in this “internet community” have been and re-
main suspicious of government involvement in the inter-
net and anxious to avoid government control.

Although its representation at governmental level is
contentious, for example (see Chapter 20), ICANN's
institutions have been much more open to participation
by non-governmental stakeholders than those of inter-
governmental agencies like the ITU, including extensive
representation by constituencies. ICANN has even ex-
perimented with direct election by individual internet us-
ers. Membership of the Internet Society (ISOC), which
acts as a forum for discussion of internet policy, is open
to all. The Internet Engineering Task Force (IETF) allows
anyone to participate in the development of technical
standards for the internet, the degree to which they are
able to influence outcomes depending on their techni-
cal expertise rather than their social or political status.
While membership of other internet bodies, such as the
World Wide Web Consortium (W3C) and Regional In-
ternet Registries (RIRs), is less open, they usually allow
anyone — members and others — to participate in the
development of policies and standards.

There was a great deal of debate at WSIS about the
principle of “multi-stakeholder participation”. This was
interpreted at WSIS as participation involving govern-
ments and international organisations, the private sec-
tor and civil society, and the technical community con-
cerned with ICTs (particularly the internet).

Although participation by the private sector and civil so-
ciety was opposed by some governments within WSIS,
its final outcome documents strongly endorsed the prin-
ciple of multi-stakeholder participation. The Working
Group on Internet Governance, held during WSIS, was
a multi-stakeholder forum, and multi-stakeholder prin-
ciples were written into the terms of reference for the
Internet Governance Forum and for the “action line” pro-
cesses designed to follow up WSIS' conclusions (see
Chapter 29).

This movement towards greater participation by non-
governmental stakeholders has been broadly welcomed
by civil society, but poses some important questions.

One of these concerns the form which multi-stakeholder
participation should take. Some have argued that this
should be based on the representation of stakeholder
groups as separate communities which might adopt
contrary views — for example, that a decision-making
forum should be made up of equal numbers of govern-
ment, private sector and civil society representatives.
Others have argued that multi-stakeholder participa-
tion should be based on individual rather than collec-
tive engagement — for example, that participants should
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International participation challenges

Lack of easy, affordable and timely access to information about
issues

Lack of functional participation in international forums,
especially in the informal tier of decision making (i.e.

discussions held outside formal meetings)

Ineffective use of financial resources available for participation

National participation challenges

Lack of linkage between ICT and mainstream economic/social/
development agencies and institutions in government

Limited technical and policy development capacity — including poor
knowledge management of the information available and lack of
political leadership

Lack of stakeholder involvement in national policy making (including
private sector and civil society involvement)

Lack of linkage between international decisions and national
implementation strategies

have the same status in discussions regardless of their
stakeholder background. The first approach emphasises
the likely differences between stakeholder perspectives,
and is well suited to the “caucus” approach to civil so-
ciety policy making which has developed in a number of
international forums. The second approach, by contrast,
emphasises the scope for consensus building across
stakeholder boundaries.

The development of multi-stakeholder forums like the
IGF also poses strategic challenges for civil society.
In the past, exclusion from decision-making forums lim-
ited the strategic options available to civil society, of-
ten focusing these on points within intergovernmental
agreements which civil society organisations generally
opposed. The invitation to participate in international fo-
rums broadens the strategic options available to civil so-
ciety, in particular allowing them to build common posi-
tions across stakeholder boundaries, i.e. with particular
governments and private sector stakeholders. There was
some significant movement towards this at WSIS, but
not all civil society organisations have been comfortable
with a consensus-building stance.

One final issue concerns the breadth of civil society par-
ticipation within international decision making. Although
some of the issues with which this is concerned (such as
ICT infrastructure and access) are |ICT-focused, others
(such as rights-based issues and those concerned with
the application of ICTs in social and economic develop-
ment) are much broader. To date, general or mainstream
rights and development agencies have played a rela-
tively small part in ICT policy advocacy and campaigns.
Their greater participation might dilute the ICT emphasis
of such advocacy, but would add weight to it with gov-
ernments and the private sector.

Effective participation

Alongside the right to participate, it is necessary to con-
sider the capacity of different actors to participate. Inter-
national ICT issues are often highly complex, and require
considerable technical expertise. ICT decision-making
processes are also often complex and multi-layered, and
it is difficult for small countries and small organisations
to attend all of the relevant meetings, let alone gain influ-
ence and achieve impact.

The difficulties which smaller delegations face in partici-
pating in international decision making were assessed in
the report for the G8 DOT Force which developed the
institutional mapping approach illustrated earlier in this
chapter. This report, Louder Voices, used interviews with
many developing country participants in order to identify
underlying reasons for their relatively weak engagement
with the international decision-making process. These
interviews identified two main sets of issues, which are
set out in Table 28.1.

National capacity weaknesses — in both technical and
policy areas — were identified in the report as being par-
ticularly important in contributing to the weakness which
participants felt existed in much developing country in-
volvement and influence.

Civil society organisations face many of the same prob-
lems as developing country governments in developing
the expertise and reputation required for effective par-
ticipation in international forums — as well as the chal-
lenge of being accepted as participants in the first place.
Experience suggests that civil society organisations are
most effective when they build on the particular experi-
ence they have to offer and can support this with genu-
ine expertise.
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Chapter 29

Lead author

The World Summit on the Information Society (WSIS)
was a global forum which was held in two phases — the
first leading to a summit meeting in Geneva in December
20083, the second leading to a summit meeting in Tunis
in November 2005. It was organised by the International
Telecommunication Union (ITU) on behalf of the United
Nations.

Although the WSIS process ended in late 2005, and
there have been many new developments in ICD and
ICT4D since then, the Summit is still seen by many peo-
ple as a keynote event in the development of ICD think-
ing and activity. This chapter summarises the outcomes
and output documents which emerged from WSIS, and
their relationship with developments since then.

APC has published a major study of WSIS, focusing
on developing country and civil society participa-
tion. This study, written by David Souter with addi-
tional research by Abiodun Jagun, includes a detai-
led account of organisation and debates held within
WSIS and its associated forums. This chapter draws
extensively on the study, which can be found at:
www.apc.org/en/node/5587/

The decision to hold a world summit followed a period
in which ICTs had become much more prominent in
discussion about international development. Until the
1990s — apart from a short debate around the Maitland
Commission’s Missing Link report in 1983/1984 — tele-
communications had been regarded as something of a
luxury within the development community (see Chapter
23). In the late 1990s and the early years of the present
century, however, a number of international conferences
and initiatives drew attention to ICTs’ potential for deliv-
ering development objectives. These included:

A conference on the Information Society and De-
velopment, organised by the European Union and
the South African government at Midrand in 1996.

The first Global Knowledge Conference, held in
Canada in 1997.

The Digital Opportunity Task Force (DOT Force)
initiated by the G8 group of industrial countries in
Japan in the year 2000.

A proposal to hold a world summit around “information
society” issues had been raised by some within the Unit-
ed Nations system in the 1990s. The spark for WSIS
came, however, from a motion agreed — without debate
— by the ITU’s Plenipotentiary Conference in 2002. Its
call for a world summit on the subject was taken up by
the United Nations, which then asked the ITU to organ-
ise the summit on its behalf.

The United Nations system has held many global sum-
mits over the years, including some — such as the Rio
summit on the environment and development in 1992
and the Beijing Women’s Conference in 1995 — which
are widely held to have changed perceptions of the is-
sues with which they dealt. Other summits have been
less successful. Within the UN system, summits are
considered most useful when an intractable problem
requires the agreement of governments throughout the
world. They have been used less often to consider how
to maximise the value of a more positive development,
such as ICTs.

The World Summit on the Information Society was held
in two phases - the first leading up to a plenary sum-
mit meeting in Geneva in December 2003, the second
to a plenary session in Tunis in November 2005. This
two phase arrangement is unique to WSIS. The UN
presented it as offering an opportunity to divide con-
sideration of the issues into two linked phases: the first
summit dealing with points of principle, the second
with implementation.

The plenary summit, which is attended by heads of
state and government, is just the final part of a lengthy
process of negotiation in any summit process. As with
other summits, each WSIS plenary was preceded by
more than a year of preparatory meetings, known as
PrepComs, during which the draft texts which were to
be agreed at the plenary were negotiated. The overall
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Figure 29.1: WSIS timeline 2001-2005

REGIONAL CONFERENCES

« Africa: Bamako (Mali), 25-30 May 2002

+ Pan European: Bucharest (Romania),
7-9 November 2002

* Asia Pacific: Tokyo (Japan), 13-15 January
2003

+ Latin America and the Caribbean: Bavaro
(Dominican Rep.), 29-31 January 2003

« Western Asia: Beirut (Lebanon),
4-6 February 2003

PREPARATORY CONFERENCES
(PREPCOMS)

* PrepCom 1, Geneva 1-5 July 2002
* PrepCom 2, Geneva 17-28 February 2003
* Intersessional, Paris 15-18 July 2003
* PrepCom 3, Geneva 15-26 September 2003
* PrepCom 3A, Geneva 10-14 November 2003
* PrepCom 3B, Geneva 5-6

and 9 December 2003

FIRST PHASE oF WSIS
Geneva, 10-12 December 2003 | ¢

N

REGIONAL CONFERENCES

* Western Asia: Damascus (Syria),
22-23 November 2004
« Africa: Accra (Ghana), 2-4 February 2005
+ Asia-Pacific: Tehran (Iran),
31 May-2 June 2005
« Latin America and the Caribbean:
Rio de Janeiro (Brazil), 8-10 June 2005

SUBREGIONAL CONFERENCES

Il Bishkek-Moscow Regional Conference
on the Information Society: Bishkek
(Kyrgyzstan), 16-18 November 2004

» Pan-Arab Conference on WSIS-Phase I
Cairo (Egypt), 8-10 May 2005

PREPARATORY CONFERENCES
(PREPCOMS)

* PrepCom 1, Hammamet (Tunisia)
24-26 June 2004

* PrepCom 2, Geneva 17-25 February 2005

* PrepCom 3: Geneva 19-30 September 2005
and Tunis (Tunisia) 13-15 November 2005

—>

SECOND PHASE oF WSIS
Tunis, 16-18 November 2005

structure of the WSIS process is illustrated in
Figure 29.1."

There has been a good deal of discussion of participation in
WSIS, including the APC report mentioned above. The ma-
jority of official delegates to WSIS came from the traditional
telecommunications sector — ministries of communications,
telecoms regulators and fixed network operators — and from
the diplomatic community. Relatively few countries included

1 Taken from David Souter Whose Summit? Whose Information
Society? Developing countries and civil society at the World
Summit on the Information Society Montevideo: APC, 2007 www.
apc.org/en/system/files/whose_summit_EN.pdf

representatives of new ICT sectors such as mobile tele-
phony and the internet in their delegations, or representa-
tives of the wider development community with experience
of using ICT applications in development activities. Private
sector telecommunications businesses were fairly well rep-
resented, but many important firms chose to stay away. Civil
society representation was led by agencies with a special
interest in ICT/D, and there were relatively few partici-
pants from mainstream or generalist rights or development
NGOs. Some have argued that this preponderance of ICT
specialists, particularly from the telecommunications sector,
contributed to a weakness in WSIS outcome texts where
wider development issues are concerned.
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The texts which emerge from the PrepCom process, and
which are adopted in summit plenaries by heads of state
and government (or their representatives), are compro-
mise texts to which it is possible to gain the consent of
all participating governments. (Other stakeholders, such
as civil society and the private sector, have no formal role
in adopting them, although they seek to influence their
content.) As a result, summit texts are often stronger on
aspirations (on which it is easier to reach agreement)
than on concrete, funded plans for implementation.
Some areas of text within them are negotiated word by
word, until a form of words is found that can be generally
agreed — sometimes because it can be understood in
different ways.

In practice, the two WSIS phases had quite different
characters.

The first phase was concerned primarily with developing
an overall text concerning the role of ICTs within society
and development. This text eventually took the form of
two documents:

The Geneva Declaration of Principles, which set
out visions and aspirations for the role of ICTs and
the nature of an information society.

The Geneva Action Plan, which sought to translate
these into “action lines” promoting the use of ICTs
to achieve development objectives.

The ethos of these documents is strongly positive about
the role of ICTs in social and economic development,
their potential for delivering on development objectives
like the Millennium Development Goals, and the scope
for building transformative information societies. They
are particularly concerned that the benefits of ICTs
should be available to all (and so with measures that will
close digital divides).

The opening paragraph of the Geneva Declaration of
Principles clearly articulates the aspirations that were
held for WSIS:

We, the representatives of the peoples of the world, ...
declare our common desire and commitment to build a
people-centred, inclusive and development-oriented Infor-
mation Society, where everyone can create, access, utilise
and share information and knowledge, enabling individuals,
communities and peoples to achieve their full potential in
promoting their sustainable development and improving
their quality of life, premised on the purposes and principles
of the Charter of the United Nations and respecting fully
and upholding the Universal Declaration of Human Rights.

The Declaration follows this with an emphatic endorse-
ment of the potential role of ICTs in development:

We recognise that education, knowledge, information and
communication are at the core of human progress, endeav-
our and well-being. Further, information and communication
technologies (ICTs) have an immense impact on virtually all

aspects of our lives. The rapid progress of these technolo-
gies opens completely new opportunities to attain higher
levels of development.

However — reflecting the concerns of donors in particu-
lar — the Declaration also affirms the importance of main-
streaming ICTs within development (see Chapter 23):
“We are aware,' it says, “that ICTs should be regarded
as tools and not as an end in themselves!?

As noted above, the texts of the Declaration and Action
Plan were the product of negotiation, based on sugges-
tions put forward by different governments. As a result,
they are not comprehensive — some development areas
receive much more attention than others — and the Ac-
tion Plan is more of a list of possible actions than a pri-
oritised programme of work.

A number of “targets” for access and connectivity to
ICTs in developing countries were included in the Action
Plan, to be achieved by 2015, the same year as the ma-
jority of the Millennium Development Goals. These are
listed in Table 29.1. It should be noted, however, that
they are much less precise than the targets associated
with the MDGs (see Chapter 23): no specific target
numbers are included, while the meaning and scope
of the “connectivity” or even “ICTs" referred to are also
usually unspecified.

The Geneva Action Plan set out a number of action lines
within which future work on the information society might
be organised. These action lines subsequently formed
the basis for post-WSIS monitoring of the Summit's
development commitments. They cover the themes out-
lined in Table 29.2.

Most of the negotiations during the first phase of WSIS
were not, however, about the detail of these develop-
ment texts, but about four specific issues. There was a
good deal of heated argument about these issues and
disagreements about them threatened at times to dis-
rupt the whole summit process. They were as follows:

There was considerable argument about the de-
gree of participation by private sector and civil
society organisations. Summit texts are formally
agreed between governments, and some govern-
ments strongly opposed the suggestion that non-
governmental organisations (such as businesses
and civil society groups) should participate in their
development. Others, including some governments,
argued for a more multi-stakeholder approach,
which would recognise the leading role which the
private sector plays in ICTs and particularly the in-
ternet, and the expertise of civil society in social and
economic spheres. This remained a point of tension
throughout WSIS, though in practice private sector

2  These quotations are from paras. 1, 8 and 9 of the Geneva
Declaration of Principles. The WSIS outcome documents can be
found at www.itu.int/wsis/index.html

The APC ICT Policy Handbook / 188



Table 29.1: WSIS Action Plan access Table 29.2: WSIS action lines
and connectivity targets

+ To connect villages with ICTs and establish commu-
nity access points.

+ To connect universities, colleges, secondary schools
and primary schools with ICTs.

« To connect scientific and research centres with
ICTs.

+ To connect public libraries, cultural centres, museu-
ms, post offices and archives with ICTs.

+ To connect health centres and hospitals with ICTs.

* To connect all local and central government de-
partments and establish websites and email
addresses.

* To adapt all primary and secondary school curricula
to meet the challenges of the Information Society,
taking into account national circumstances.

+ To ensure that all of the world’s population have ac-
cess to television and radio services.

* To encourage the development of content and to put in
place technical conditions in order to facilitate the pre-
sence and use of all world languages on the internet.

* To ensure that more than half the world’s inhabitants
have access to ICTs within their reach.

Source: WSIS Geneva Plan of Action, para. 6.

1. The role of governments and all stakeholders in the
promotion of ICTs for development

2. Information and communication infrastructure
. Access to information and knowledge
. Capacity-building

. Building confidence and security in the use of ICTs

o o A W

. The enabling environment
7. ICT applications:

* E-government

* E-business

* E-learning

* E-health

* E-employment

* E-environment

* E-agriculture

» E-science

8. Cultural diversity and identity, linguistic diversity
and local content

9.  Media
10. Ethical dimensions of the Information Society
11. International and regional cooperation

Source: WSIS Geneva Plan of Action, passim,
and Tunis Agenda for the Information Society, annex.

and civil society organisations were able to play a
reasonably influential role.

There was also considerable argument about the
relationship between ICTs and human rights. It
has been usual for summit outcome documents to
refer to the body of human rights agreements, dat-
ing back to the 1948 Universal Declaration of Hu-
man Rights, which have been agreed from time to
time by governments. Some governments resisted
the inclusion of rights-based text within the WSIS
documents, but in the end it was largely included.

Two further issues were left unresolved at the end of the
first WSIS phase:

There was disagreement about financing mecha-
nisms for the information society, and in particu-
lar a proposal from the president of Senegal to
establish a “Digital Solidarity Fund” which would
be administered by the United Nations and would
direct investment towards ICT projects, including
infrastructure. This proposal was supported by the

representatives of many developing country gov-
ernments, on the argument that ICT activities re-
quire additional specified funding sources. It was
opposed by donors, which argued that a separate
mechanism for ICTs was unnecessary (and likely to
be inefficient), and that the proposal undermined
existing international development agreements
such as the Monterrey Consensus and the Millen-
nium Development Goals (see Chapter 23). When
no agreement could be reached on this, the matter
was referred to a Task Force on Financing Mecha-
nisms (TFFM), which would consider the issue fur-
ther between the two phases of WSIS.

There was also disagreement about internet gover-
nance, especially the dominant role which many de-
veloping country governments felt the United States
had over the root server system and over the Inter-
net Corporation for Assigned Names and Numbers
(ICANN) (see Chapter 20). Some governments,
mostly from developing countries but also including
Russia, wished to use WSIS to establish more tra-
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ditional intergovernmental arrangements for the in-
ternet, perhaps through the ITU. Some also wanted
to bring the internet at national level under greater
government control. Industrial countries were resis-
tant to more governmental control over the internet
at either national or international level, arguing that it
was its very autonomy from government control that
had enabled it to develop innovatively and achieve a
high level of social and economic importance. When
no agreement could be reached on this, the matter
was referred to a Working Group on Internet Gov-
ernance (WGIG), which would consider the issue
further during the PrepComs of the second phase.

The first phase of WSIS therefore established some ba-
sic texts on the potential role of ICTs and aspirations
for a future information society, but left two major issues
unresolved.

In practice, the Task Force on Financing Mechanisms was
able quite quickly to reach a compromise on infrastructure
finance. The agreement which it proposed emphasised the
opportunity for infrastructure to be financed through exist-
ing mechanisms but also recommended new approaches,
particularly involving public-private partnerships. The Digi-
tal Solidarity Fund became a voluntary mechanism, which
has received little support from governments. The TFFM's
report was adopted as part of the draft text for the second
summit quite early in the preparatory phase.

It was also agreed early in the second phase that the first
summit’s texts would not be reopened and, as a result,
development issues were barely discussed during the
second phase. Very little attention was paid in the sec-
ond phase to moving from principles to implementation,
as had originally been envisaged. The second phase of
WSIS was dominated in practice by further discussions
about internet governance.

The Working Group on Internet Governance brought to-
gether a group of about 40 experts with different back-
grounds to explore the meaning of internet governance
and make suggestions as to how the impasse in the first
summit phase might be resolved. WGIG was unusual
within the United Nations system in that it was a genu-
inely multi-stakeholder forum: participants from govern-
ments, the private sector, civil society and the internet
community were treated as equal individuals, rather than
government representatives having a superior status as
is usually the case. This multi-stakeholder character was
welcomed by the private sector and civil society.

However, WGIG's report did not end the controversy
about internet governance, and arguments about this —
particularly the relationship between the United States,
ICANN and the root server system — persisted through-

out the second phase. For much of the time, it looked as
if the whole summit might founder on this issue. Eventu-
ally, however, a compromise was reached, which looked
towards “enhanced cooperation” in internet manage-
ment (compromise wording which could be interpreted
in different ways by different parties), and established
an annual Internet Governance Forum (IGF) to act as
a debating chamber on internet issues, but without any
powers or legal authority. Further discussion of internet
governance issues can be found in Chapter 20.

These compromises were set out in two final summit
documents:

The Tunis Commitment, which reaffirmed basic
principles

The Tunis Agenda for the Information Society,
which set out WSIS' conclusions on infrastructure
finance and internet governance, and also looked at
follow-up activities.

Like internet governance, what should happen after
WSIS divided governments. Some wanted to establish
significant implementation mechanisms that could carry
forward the WSIS ethos. Others, including most donor
countries, felt that WSIS had contributed little new to
thinking about the information society or about ICTs in
development, and felt that follow-up activities would
waste time and effort.

One further element that added to debate was institutional
rivalry within the UN system. The information society cuts
across boundaries of responsibility between technical
agencies like the ITU and development-focused agencies
like UNESCO and UNDP. Some within the UN system and
some governments felt that the ITU wanted to extend its
responsibilities through WSIS - to take on internet gov-
ernance roles and to act as the UN family’s lead agency
in information and communications issues, including those
in areas such as development policy which lay outside its
expertise. Industrial country governments, the private sec-
tor and civil society were all generally reluctant to see such
an expansion of the [TU’s role along these lines.

Figure 29.2 sets out the follow-up arrangements that
were agreed by WSIS.®

These included three main elements:

Arrangements for the general oversight of WSIS
implementation, including reporting to the UN's
central bodies.

“Action lines” for the development areas covered
by the summit texts.

3 Taken from David Souter Whose Summit? Whose Information
Society? summary booklet www.apc.org/en/node/2576/
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Specific arrangements for the internet (the Internet
Governance Forum and “enhanced cooperation”).

In all of these areas, WSIS follow-up arrangements were ex-
pected to follow a consensus in favour of multi-stakeholder
participation. This principle was first set out in two sections
of the Geneva Declaration, one concerned with the informa-
tion society in general, the other with the internet:

We recognize that building an inclusive Information Society
requires new forms of solidarity, partnership and coopera-
tion among governments and other stakeholders, i.e. the
private sector, civil society and international organizations.
Realising that the ambitious goal of this Declaration — bridg-
ing the digital divide and ensuring harmonious, fair and eg-
uitable development for all — will require strong commitment
by all stakeholders, we call for digital solidarity, both at na-
tional and international levels.*

The international management of the Internet should be
multilateral, transparent and democratic, with the full in-
volvement of governments, the private sector, civil society
and international organisations. It should ensure an equi-
table distribution of resources, facilitate access for all and
ensure a stable and secure functioning of the Internet, tak-
ing into account multilingualism.®

The multi-stakeholder principle gathered support following
experience in the Working Group on Internet Governance,
and was then incorporated in the final texts establishing
both the IGF and the action lines relating to different parts of
the Geneva Plan of Action. The Tunis Agenda, for example,
included the following phrase regarding multi-stakeholder
participation in internet governance: “[T]lhe management of
the Internet encompasses both technical and public policy
issues and should involve all stakeholders and relevant in-
tergovernmental and international organisations.’

It also summarised the roles of different stakeholders as
follows:

Policy authority for Internet-related public policy issues is the
sovereign right of States. They have rights and responsibili-
ties for international Internet-related public policy issues.

The private sector has had, and should continue to have,
an important role in the development of the Internet, both
in the technical and economic fields.

Civil society has also played an important role on Internet
matters, especially at community level, and should con-
tinue to play such a role.

Intergovernmental organizations have had, and should
continue to have, a facilitating role in the coordination of
Internet-related public policy issues.

International organizations have also had and should
continue to have an important role in the development of
Internet-related technical standards and relevant policies.®

4 Geneva Declaration of Principles, Section A, Article 17

5  Geneva Declaration of Principles, para. 48; this text is reiterated in
the Tunis Agenda for the Information Society, para. 29

6  Tunis Agenda for the Information Society, para. 35

The “action lines” set up following WSIS have achieved
little to date. They have no independent resources and few
WSIS participants chose to take part in the first three an-
nual meetings of “action lines” held in May 2006, 2007
and 2008. In practice, discussions about the role of ICTs
in development have moved on from the WSIS texts, and
work in these areas is guided by new thinking and work
which is taking place in other international agencies.

The Internet Governance Forum held its first three meetings
in Athens (2006), Rio de Janeiro (2007) and Hyderabad
(2008), and further meetings were then scheduled for 2009
and 2010, during which period a review of the Forum’s fu-
ture usefulness would be undertaken by the UN Secretary-
General. The first three sessions of the Forum were well
attended and generally considered positive and useful, al-
though the Forum has not yet made substantial contribu-
tions to the way in which other internet governance bod-
ies do their work. There has been little or no movement on
“enhanced cooperation”, the compromise adopted to cover
differences of view about the relationships between govern-
ments, established internet governance bodies, and other
actors. These issues are discussed further in Chapter 20.

WSIS was intended to raise the profile of ICTs, particu-
larly in relation to social and economic development, and
to establish a framework for international cooperation on
the information society. Viewed from this perspective,
most participants would say that it had some success
but also considerable limitations.

Most participants from developing countries, for example,
would agree that WSIS did a lot to raise the profile of ICT
and development issues within their own governments.
Civil society organisations, similarly, gained a good deal
from the experience of networking within WSIS — both in
putting forward civil society perspectives and in increas-
ing their understanding of each others’ work. Above all,
the WSIS outcome documents gave strong support to the
principle of multi-stakeholder participation in ICT decision
making, a principle that has been maintained in the IGF
and has led to some rethinking of how civil society input
can be introduced into the ITU.

However, the WSIS final texts have not been as influential
as those of other summits (such as the Rio environment
summit). Few mainstream development specialists at-
tended WSIS: most participants came from the traditional
telecommunications sector, and the development texts that
they agreed reflected this rather than development ideas.
The action plan meetings held since 2005 to implement
them have not led to any significant new activity. In time, the
IGF may be seen as the most important legacy of WSIS.
Otherwise, the summit seems likely to be remembered as
an important event in the development of an information so-
ciety, though one whose importance lies more in the fact of
its existence than in its formal outcomes.
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Section 7
ICTs, rights and society



Chapter 30

Lead author

This chapter provides an overview of significant ICT is-
sues from a gender equality perspective. It builds on the
five broad approaches to the role of ICTs within develop-
ment outlined in Chapter 24, which are:

ICTs as contributors to macroeconomic growth
ICTs as a productive sector in their own right
ICTs as cross-cutting instruments of development

ICTs as enabling instruments for initiatives and ap-
plications

ICTs as tools for empowerment and voice.

The following paragraphs provide a brief introduction to
the term gender and its significance in policy making.

The term “gender”, as used here, refers to the social and
cultural meanings attached to sexual difference. Sexual
difference in many societies is understood as a dichoto-
my, embodied in girls and boys, women and men. “Gen-
der” is about the relationships between the sexes. These
relationships, and the cultural meanings and prescriptions
for each gender group, are seen in most gender analyses
as being primarily caused by society rather than biology,
because there is tremendous variation in the values at-
tached to being a woman or man in different epochs, cul-
tures, classes and social groups. Gender thus intersects
with many other systems of social differentiation, among
them race, age, and geographical location; and its mean-
ing varies significantly between these and over time. This
effect can be referred to as “intersectionality”.

The term “gender” takes on a political meaning when
it is used to explore power relationships between gen-
der groups. In many societies, the gender dichotomy
has been not only complementary but also hierarchi-
cal, usually privileging men over women. The resulting
dominance, which has been inherited from generation to
generation (and constantly renegotiated), is referred to
as “patriarchy”. It is not only observable in interpersonal
relations, but also in social institutions and discourse.

Since ICTs — directly or indirectly — have diverse impacts
on all aspects of people’s lives, they have had diverse im-
pacts on gender relations. These impacts have been un-
even, due to the intersectionality of gender just described.

They have created opportunities for some groups of wom-
en and men (often those with existing social advantages),
while posing challenges for other groups of women and
men (often those less privileged). The inherited prevalence
of patriarchal structures has commonly led to a gender
digital divide that disadvantages many girls and women
in comparison with boys and men within the same societ-
ies: a divide that is comparable with those in other areas
of social, cultural and economic life (see Chapter 6). If
ICTs are to exert a balancing function between genders,
therefore, it is clear that particular public policies will be
required to achieve this. The process of examining what
those policies might entail, and how and by whom they
might be adopted and implemented, has only just begun.

One central tool for addressing issues of gender equal-
ity in this context is that of “gender mainstreaming”. This
approach was supported by the Fourth World Confer-
ence on Women, held in Beijing in 1995, and has sub-
sequently been adopted by UN agencies, regional and
national bodies. Gender mainstreaming, to quote from
the definition agreed by the UN Economic and Social
Council (ECOSOC Agreed Conclusions 1997/2):

...Is a strategy for making women'’s as well as men'’s con-
cerns and experiences an integral dimension of the design,
implementation, monitoring and evaluation of policies and
programmes in all political, economic and societal spheres
so that women and men benefit equally and inequality is
not perpetuated. The ultimate goal is to achieve gender
equality.

Gender mainstreaming as a tool does not dictate
any overall strategies of how gender equality can be
achieved, and it can be used in diverse institutional and
policy contexts. There is no agreement among gender
equality advocates about the kind of institutions and fea-
tures of society that should be adapted or established
through gender mainstreaming. In discussions about
this, the “liberal” feminist approach usually calls for the
same rights and opportunities for women and men to
be established within existing institutions and societies,
while a more “utopian” feminist approach calls for trans-
formative changes in the nature of society and social
and economic relations. Both approaches can be found
within the development discourse.

The following sections of this chapter now illustrate
some of the policy challenges that arise from gender
equality and gender mainstreaming in relation to the
five different areas of ICT policy described in Chapter
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24. They do not attempt to do this comprehensively but
by considering specific dimensions of the challenges
concerned.

An important issue in considering macroeconomics from
a gender perspective is that macroeconomic analysis
does not adequately consider much of the work that
women provide in societies all over the world, because
this work is not financially remunerated and/or is unquan-
tified. This typically includes subsistence farming, work
in the informal economy and work from home, as well as
reproductive and care work within families and communi-
ties. Conventional indicators for economic growth, such
as gross domestic product, do not include these kinds
of work, and so do not take full account of the social and
economic contribution made by women. Gender analysis
also challenges the assumption, which has been made
at various stages in development thinking, that all social
groups necessarily benefit from economic growth.

A number of approaches have sought to integrate wom-
en more deeply into the development process since the
1970s. Early “women in development” (WID) approach-
es, which targeted women more or less as a biological
group, have been succeeded since the mid-1990s by
the “gender and development” (GAD) approach.’” In
line with the definition of gender and of gender main-
streaming given in the previous section, GAD seeks to
understand gender as relational and to open up paths
to development that empower women as well as men.
However, since most of the special measures that have
been devised in the wake of such gender analyses have
still focused exclusively on girls and women, one recent
discussion has tackled the issue of how useful a “men
and development” approach would be to impact gender
relations from another angle.?

Tools such as gender mainstreaming, and strategies such
as special measures for women or men, can be used
within any political, economic or social justice framework.
Among gender specialists, there has been a good deal
of debate in this context about the liberalisation agenda
within what is known as the Washington Consensus.

At the time of writing (early 2008), the most comprehen-

1 See for example Caroline Moser “Mainstreaming Gender in
International Organizations” (draft paper for the 28th session of
the Enquete-Commission of the German Bundestag “Globalization
of the World Economy — Challenges and Answers”, 18 February
2002) and Gender Planning and Development: Theory, Practice
and Training (New York/London: Routledge, 1993)

2 Auseful introduction is Alan Greig, Michael Kimmel and James
Lang Men, Masculinities and Development: Broadening our
Work Towards Gender Equality (UNDP, 2000). See also Frances
Cleaver, ed. Masculinities Matter! Men, Gender and Development
(New York: Zed Books, 2002)

sive recent gender assessments were those published
during the tenth-year review of the Beijing women’s con-
ference in 2005.% These suggested that, while there are
some areas in which groups of women have benefited
from the economic restructuring associated with the
Washington Consensus, other developments have im-
pacted negatively on many groups of women and also
some groups of men. Some have argued that “neoliber-
alism” has generally augmented imbalances of econom-
ic power, both within families and within societies, and
has hence also increased gender inequality. However,
this view is contested.

The significance and roles of ICTs for macroeconomic
development have received varying amounts of atten-
tion in discussion of gender and the economy. The un-
even spread of ICTs across the globe has introduced
significant changes in the types of work available for
women and men, how these are distributed regionally,
and how the labour market is structured regionally as
well as internationally. This has contributed to changes
in the worldwide division of labour, in which some (often
more labour-intensive) links in the production and ser-
vice chain have been outsourced from the global North
to the global South. While these work-related changes
are becoming better understood, more work is needed
to understand the implications of digitalisation and glo-
balisation on financial markets and the management of
resources such as intellectual property. The more we
understand these issues, the better placed we will be
to address questions about the relationship between
ICT investment and use and macroeconomic outcomes,
about how these relate to one another, and about how
they impact on gender roles and relations.

A good deal of gender-sensitive analysis focuses on the
jobs that have been created as a result of the growth in
ICTs, most notably in the production sectors of the ICT
hardware and software industries and in the service sec-
tors of data processing and telework. These sectors are
particularly interesting for gender specialists because
they provide current and well-documented examples of
the nature of occupational stereotyping of gender roles
and of changes that may be occurring within these.

Gender activists argue that gender stereotyping — for
example, defining specific jobs as “naturally” female —
generally means in practice that women's jobs are de-
valued as “unskilled”. In particular, it is suggested that
in the early days of computing in the global North, many

3 Most centrally, see United Nations Research Institute for Social
Development Gender Equality: Striving for Justice in an Unequal
World (Paris: UNRISD, 2005). See also Women's Environment
and Development Organization Beijing Betrayed: Women
Worldwide Report that Governments Have Failed to Turn the
Platform into Action (New York: WEDO, 2005)

The APC ICT Policy Handbook / 195



women were involved in programming work when this
activity was seen as “administrative” and “therefore” fe-
male, rather than “technological” and “therefore” male.
At that stage, it is argued, programming work did not
have “male” connotations, and so did not accrue the
prestige and money-earning potential that it holds today.*
More recently, however, the higher levels of program-
ming work have tended to be considered “masculine”,
and have been commonly associated with a corporate
culture of long work hours and “total commitment” that
cannot easily be reconciled with family and child-rearing
responsibilities. This culture appears to be widespread
in both proprietary and FOSS (free and open source
software) environments.

Gender activists have also argued that the association
of programming and technology with men has had a
negative effect on women’s inclination and opportunities
to train, study and work in the ICT sector, or to develop
their own ICT businesses. There is some evidence, both
in the global North and in the former Soviet Bloc, of
reductions in the proportion of female students in ICT
and related technology fields. This evidence suggests
that women are found less often as researchers, advi-
sors and decision makers in these fields. Similarly, where
entrepreneurship is concerned, there is evidence that
gender imbalances such as those in wealth, property
and access to loan and venture capital have diminished
women’s opportunities to develop and manage larger
ICT businesses.

The nature of employment in ICT and ICT-enabled sec-
tors is changing rapidly as a result both of new tech-
nological opportunities and of the globalisation of some
labour markets. The resulting labour markets are not sta-
ble and it is difficult to draw firm conclusions about how
they currently operate or how they are likely to evolve in
future. In particular, some jobs which have low status
in industrial countries (such as call centre work) have
much higher status in some developing countries — re-
sulting in their having relatively high wage levels for the
countries concerned and much lower levels of person-
nel turnover. The nature of employment in the call centre
and outsourcing sectors clearly varies substantially from
country to country, and needs to be assessed in relation
to the general labour market (opportunities, pay levels,
working conditions) within the country concerned.

However, gender analysts who have looked at occupa-
tional patterns worldwide have suggested that ICT and
ICT-enabled sectors show patterns of segregation into
predominantly male and female occupations similar to
those in other sectors, with women’s jobs often being
seen as inferior to those of men. In some countries, for
example, call centres and other business process out-

4 See, for instance, the special issue on Women in the Field of
Computing, edited by Betty Campbell, of the IEEE’s Annals of the
History of Computing 18, 3 (1996)

sourcing ventures employ relatively high numbers of
women, as has previously been the case with repetitive
manufacturing processes (such as assembly line and
low-grade technical occupations in the production of
electronics and computer hardware). Some analyses
of women's work in these environments, particularly in
lower-level call centres (which are based around cold-
call marketing rather than customer support) suggest
that many of the jobs within them are characterised by
relatively low pay, low appraisal and repetitiveness of
tasks, and have poor opportunities for career progres-
sion. Employers in such firms may see women's employ-
ment as secondary to their unpaid care obligations, and
therefore only temporary. However, in some countries
such as Brazil, India and Malaysia, there is evidence that
significant numbers of women have been promoted as
skilled workers in areas like software programming and
computer analysis.

ICTs have also created and/or enabled diversification
of some jobs within the informal sector. In particular,
in many countries, women resell capacity on mobile
phones either from kiosks or as street traders. In some
cases — most famously the Grameen Phone initiative
in Bangladesh (see Chapter 17) — women have been
highly represented in this new telecoms market. On
the other hand, as well as creating jobs, it should be
noted that computerisation and information technology
have reduced demand for workers in some areas which
have been female-dominated in the past. Examples of
occupations in these areas of declining labour demand
include bank tellers and telephone operators.

To summarise, there is relatively little evidence at present to
suggest that the ICT sector differs significantly from other
sectors with regard to gender stereotyping in respect of
education, training and work, resulting in limited work ben-
efits and career opportunities for women. Measures to ad-
dress these issues have relevance across the educational
and employment fields, and the ICT sector therefore needs
to be considered in that wider perspective.

Much hope has been invested by many commentators in
recent years in the potential of ICTs to improve delivery
of a wide range of public services, usually signalled by
terms such as “e-health”, “e-education” and “e-govern-
ment”. These are discussed in general terms in Chap-
ter 256. Gender advocates have participated in debates
around these issues, for example, during the World
Summit on the Information Society, seeking to shape (or
“engender”) the ways in which discussions about these
terms address development objectives. These interven-
tions range from the dissemination of knowledge to meet
basic needs, on the one hand, to expert exchanges and
training, on the other; from using e-services as supple-
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ments to existing service delivery to complete ICT-based
structural changes within a development sector.

A central issue in the use of ICTs as cross-cutting in-
struments of development is access. In order for ICTs to
have widespread impact in service delivery, they need to
be available and accessible to as many people as possi-
ble. The gender digital divide puts women at a disadvan-
tage in this respect, particularly in rural and underserved
areas where (as a result of male labour migration) they
often constitute well over half the adult population. At-
tention therefore needs to be paid to the gender impact
of access strategies if they are to ensure that access be-
comes available in ways that are inclusive of women and
girls. This is an issue both for national access strategy
and at a local level.

At a national policy level, gender activists have argued
that an overall commitment to social justice and gender
equality requires explicit ties between policies meant to
enhance “the public good”, and affirmative action to ad-
dress their gender equality implications (based on gen-
der mainstreaming). So, for example, they have argued
that network planning, deployment and modernisation
need to be informed by social equity considerations,
prioritising affordable and easy-to-use technology as
well as universal access. This has implications for tech-
nological choice — for example, the availability of voice
over internet and mobile Wi-Fi services — which need to
be considered within the overall technical and regulatory
framework.

At a local level, the cost and location of access points is
particularly significant for women and girls. For women
to make use of public access points, for example, these
need to be located in areas where women can go with-
out physical risk, where they are socially welcome and
comfortable, which have business hours that accord
with women's schedules of paid and unpaid work within
local communities, and where positive advice and sup-
port are available to them. Gender activists have argued
that women’s economic ownership or management of
access points needs to be encouraged, and that busi-
ness training programmes and support mechanisms
should be developed to promote it.

Another issue raised in this debate concerns the financ-
ing of services. Gender activists have suggested that
universal service requirements might include gender-
based features, such as tariff packages that address
the needs of low-income rural women, the provision of
accessible telecentres, and service pricing based on
marginal costs rather than full cost recovery. Such ap-
proaches might be operationalised within the terms of
universal access funds.

Finally, gender activists have stressed that women’s ob-
jectives in using ICTs should not be prejudged, but that
the ICTs and ICT training provided at access points, as
at other centres of education, should offer diverse op-

portunities for appropriation and acculturation, so that
women and men can make use of ICTs in ways that are
most meaningful and useful for them.® In this context,
gender theorists have employed a distinction between
“practical gender needs” associated with established
gender roles and the “strategic gender interests” in-
volved in creating more gender-balanced communities.

As discussed in earlier chapters of this handbook, ICTs
enable many tasks to be undertaken and services provid-
ed more efficiently and comprehensively than could oth-
erwise be done. This section of the chapter looks in par-
ticular at one aspect of this, statistics and data analysis.

The unprecedented capabilities of ICTs to store, generate,
process and communicate data make them particularly
suited to the collection and analysis of statistics. ICT's
powerful capabilities in the area of data processing can
also be used to test policy hypotheses and to simulate the
outcomes of different policy trajectories. It is, of course,
generally understood today that disaggregation of data,
particularly by gender, is crucial to both collection and
analysis of data and to their use in policy development.

The value of data depends greatly on the quality and gran-
ularity of indicators chosen for collection and analysis. The
United Nations Development Programme (UNDP) has in-
troduced two important gender-focused tools for this pur-
pose: the gender-related development index (GDI) and
the gender empowerment measure (GEM). Like UNDP's
Human Development Index (HDI), the GDI includes life
expectancy and health, education and standard of living.
However, whereas the HDI ranks countries, the GDI ex-
presses the difference between men and women within
individual countries, with low GDI scores representing
wide gender gaps. The GEM, meanwhile, looks at wom-
en’s participation in politics and the economy, and thereby
also indicates women'’s chances to influence political and
economic developments within a country. When compar-
ing GDI and GEM, it becomes clear that, even where
women have made gains in terms of health and educa-
tion, similar gains are not generally found in political and
economic decision making.

Gender-sensitive statistics are important when plan-
ning technology policy and deployment, for reasons dis-
cussed to some extent in the previous section of this
chapter. In particular, statistics can help dispel some
of the myths and assumptions that have accumulated
around technology deployment.

5  Anita Gurumurthy (2008): “Access and Connectivity in Least
Developed Countries and Small Islands Developing States in
Asia-Pacific” (note submitted to the UN GAID Expert Group on
Connectivity and Access for the UN GAID Global Forum, Kuala
Lampur, Indonesia, 18-22 May 2008)
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There is evidence, for example, from analysis of internet
participation, that the gender digital divide is not neces-
sarily correlated with the overall digital divide between
communities.® The gender digital divide may result from
circumstances which are strongly related to infrastruc-
ture — for example, if much of the population is gender-
segregated because many men live as migrants in cities
(with good connectivity) while women remain in rural ar-
eas (with poor connectivity). In communities that are not
gender-segregated, the gender digital divide is more likely
to result from social rather than infrastructural factors.

Some evidence suggests that there is also no necessary
correlation between the proportion of female internet
users and women's empowerment as measured by the
GEM.” This could indicate that women do not use ICTs
for furthering their strategic gender interests, or it could
imply that important barriers to women's equality lie be-
yond the sphere of ICTs.

These examples illustrate how much remains to be learnt
in developing meaningful indicators and research ques-
tions for gender/ICT analysis, in interpreting gender-sen-
sitive data, and in accumulating qualitative information
as well as quantitative data for interpretative purposes.
These tasks are necessary if gender advocates are to
build a stronger case for public policy interventions for
gender equality and social justice in this area, and con-
siderable further work is required on them.

Finally, it should be noted that, if the results of research
are to be used effectively by politicians and (particularly)
by citizens, they have to be made available in under-
standable language and appropriate formats to all con-
cerned stakeholders. As long as there is a digital divide
and a gender digital divide, information will need to be
made available through traditional media as well as elec-
tronically if it is to be genuinely inclusive.

Gender equality advocates have been pioneers in using
ICTs for political networking and strategy development —
something in which the APC Women'’s Networking Sup-
port Programme has played an important part since the
early 1990s.

Gender advocates have been concerned with a num-
ber of issues in the context of empowerment and voice,
using the media themselves to challenge stereotyping

6  Sophia Huyer et al. From the Digital Divide to Digital
Opportunities: Women in the Information Society (Montréal:
Orbicom, 2005), 12

7 Nancy Hafkin “Some thoughts on gender and telecommunications/
ICT statistics and indicators” (paper prepared for the Second
Meeting of the Working Group on Gender Issues of the
Telecommunication Development Bureau of ITU, 7-9 July 2003)
www.itu.int/ITU-D/pdf/5196-007-en.pdf

of girls and women and to address a wide range of is-
sues, from pornography to e-democracy. The issues
concerned have often been hotly debated.

Feminists have historically been divided, for example,
over pornography — some seeing it as an aspect of male
exploitation of women's sexuality, others as holding po-
tential for women's as well as men’s sexual liberation
and pleasure. These differences have spilled over into
ICT policy discourse. Some gender advocates have ar-
gued that ICTs allow women and other groups who do
not identify with the pornography industry’s perception
of sexuality to create their own pornography, because
the costs are much lower than those incurred by tradi-
tional film production. However, to date, pornographic
content on the internet has predominantly followed the
established model in the industry. This debate overlaps
with that on censorship, over whose merits and dangers
gender equality advocates have also been divided.

The potential of “e-democracy” is just beginning to be
explored. Some argue that it offers opportunities to en-
gage citizens further in democratic processes and in
decision making that affects their lives. In particular, it is
suggested that ICTs can facilitate administrative and po-
litical interactions between citizens and authorities, and
provide tools to create more transparency and account-
ability. However, given the extent of the digital divides
within current societies, including gender digital divides,
this potential may not reach disadvantaged groups who
would be most in need of it.

The international governance regime for ICTs, including
both traditionally structured forums such as the ITU and
new forums such as those associated with the internet,
has also come under scrutiny. Gender advocates have
argued that global governance forums — both those
which are primarily intergovernmental and those which
are heavily dependent on private sector or technocratic
collaboration or leadership — have paid little attention to
gender equality considerations. They have raised ques-
tions about their ability to address issues of empower-
ment and voice for women and other groups who are not
adequately represented in their management and con-
sideration of future plans and policy. Issues concerning
international ICT governance institutions are discussed
further in Chapter 28.

Relatively few gender specialists have so far studied
the communications policy sector in depth. Those that
have done so have generally stressed the importance
of access in addressing gender inequality within devel-
opment, in particular emphasising goals of universal ac-
cess and free or inexpensive service for underprivileged
groups, rather than focusing on the high-end solutions
that have characterised much ICD strategic planning.
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In their writings, both Sonia Jorge and Nancy Hafkin® have
gone further than this by stressing the potential for associ-
ating regulatory goals of universal access and affordable
service with a mixture of more or less interlocking strategies
and tools for gender equality, most notably (a) gender main-
streaming, (b) affirmative action to increase the number of
female ICT specialists and policy decision makers, (c) spe-
cial measures in education and training for girls and women
and (d) measures to overcome discrimination against wom-
en in the economy. Their association of regulatory and so-
cial goals implies that regulation should be rooted in public
policy objectives which address gender-based discrimina-
tion as a form of multifaceted “market failure”.

Major policy issues that have been discussed in this
context include network planning, deployment and mod-
ernisation; access point planning; universal service obli-
gations; licensing policies and licence award criteria. Ex-
amples of policies that have been proposed include the
improvement of gender disaggregation in sectoral data
collation and analysis; increased training opportunities in
telecommunications policy for women (as well as men),
perhaps with subsidies for women'’s participation; and ef-
forts to address workplace discrimination against women.

A similar combination of gender mainstreaming and affirma-
tive action strategies has characterised gender advocacy ar-
guments to change the landscape of technological research
and development. To encourage girls and women to be-
come scientists and innovators, these suggest, technology

8 See Sonia N. Jorge Gender Perspectives in Telecommunications
Policy: A Curriculum Proposal (Geneva: ITU, 2000) www.itu.int/
ITU-D/gender/projects/GenderCurriculum.pdf See also Nancy
Hafkin “Gender Issues in ICT Policy in Developing Countries:

An Overview” (paper presented at the UN Division for the
Advancement of Women Expert Group Meeting on Information and
Communication Technologies and Their Impact On and Use as an
Instrument for the Advancement and Empowerment of Women,
Seoul, Republic of Korea, 11-14 November 2002)

programmes need to become gender-sensitive (and possi-
bly include positive discrimination quotas). In addition, it has
been suggested that women need to be further promoted
through scholarships, grant programmes, subsidies for their
research efforts and their election to posts that represent
the technological research and development community.

Lastly, decision making in the ICT sector — both in gov-
ernments and business — is at present dominated by
men. As Sonia Jorge puts it:

Men still hold most of the management and control posi-
tions in telecommunication companies and regulatory or
policy making bodies; regulatory decisions are made with-
out any impact analysis; service licenses are attributed to
companies without equal opportunity policies and con-
trolled mostly by men.®

Gender activitists argue that policy analysis would be
improved if more female engineers and other specialists
were included in decision making, and if more effort were
made to ensure that women's views were sought and
articulated during consultation processes. Among the
approaches which have been put forward in this context
are changes to the composition, work conditions and
structure of policy-making and implementation process-
es in communications ministries and regulatory agen-
cies. Suggestions include the establishment of gender
units inside regulatory agencies, and joint analysis with
women’s ministries (where these are established).

9  Sonia N. Jorge “Gender-Aware Guidelines for Policy-making
and Regulatory Agencies” (paper prepared for the Task Force
on Gender Issues of the Telecommunication Development
Bureau of ITU, 2001) www.itu.int/ITU-D/gender/pdf/
GenderAwarenessGuidelines.pdf
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Chapter 31

Lead author

Issues surrounding privacy and security are among the
most important debates of current times. They are par-
ticularly important in the ICT policy context because of
the changes which new technologies have made and
continue to make in the information which is available
about citizens and the ways in which it can be used.
Public concern and public debate about privacy and se-
curity are prominent in the media and in private discus-
sion; and views about them are highly variable.

Privacy, in particular, as a right, is difficult to define.
While many other rights have been accepted as invio-
lable, there is a rich and diverse contest of principle over
how societies must negotiate the meaning of privacy.
Nearly everyone sees both advantages and disadvan-
tages in privacy, from their personal point of view and
that of society as a whole — balancing the desire to re-
strict information about themselves in some contexts
with the desire to share information about themselves
in others; and balancing the desire to protect their own
privacy with the desire to protect themselves from crimi-
nality and insecurity by curtailing the privacy of all. Issues
concerning privacy are fundamental to how people be-
have and interact with their communities, societies, and
political systems.

In recent years the nature of privacy has undergone sig-
nificant changes:

Some of these result from technological change,
for example, through the development of advanced
systems of communications that permit continual
tracking of behaviour, and through the adoption of
“always available” communications habits such as
the use of mobile phones and online broadband.

Other changes have resulted from our changing
behaviour as citizens and as consumers. People
now disclose much more information in order to ex-
change money and goods with companies than in
the past, while people relate to others much more
openly through media such as social networking
sites, or advertise their thoughts and ideas much
more openly on blogs and websites.

The most easily understood and clearly articulated
source of changes in privacy has come from the
changing security environment. This includes new
threats to individuals from online fraud and stalk-

ing; threats to organisations through hacking and
denial of service attacks; threats to communities
from crime, often of an international nature; and
threats to national security from other countries
and terrorist organisations. These have added new
dimensions to the types of threat perceived within
societies — which already experience very variable
levels of security and threat.

The question is sometimes asked: “Which is more impor-
tant — privacy or security?” In practice, most people are
concerned about both. It is actually quite difficult to find
people who believe firmly that security, per se, is more
important than privacy or, vice versa, that privacy is more
important than security. The relationship between the
two is far more complicated and is often negotiated only
on a case-by-case basis. While most people approve of
fingerprinting convicted criminals, for example, they are
more divided about whether a government should finger-
print all citizens or foreign residents.

Polling data on privacy issues produce mixed results.
On the one hand, polls sometimes show individuals de-
manding high levels of privacy, while in their daily lives
they willingly give personal information to companies in
exchange for discounts and free prizes. Other polls sug-
gest that individuals are in fact willing to give up much
of their privacy in principle in exchange for security, par-
ticularly national or cyber security — though support for
intrusive measures often declines as the personal impli-
cations are fleshed out in detail.

This ambivalence around privacy and security does not
fit neatly into stereotypical political debates between
“left” and “right” — not least because those with strong
views across the political spectrum are themselves di-
vided.

For example, those who are ideologically concerned
with social equality and justice may think it appropriate
to override individual concerns for privacy to ensure that
governments know enough about people’s health, edu-
cation and social welfare to reduce social exclusion, pro-
tect the environment, etc. This approach can be seen,
for instance, in widespread advocacy of e-government
as a means of improving service delivery. At the same
time, those concerned with social justice are also aware
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of the threats to citizens that have resulted from data
management in totalitarian regimes (of “right” and “left"),
which have used surveillance powers to limit the political
participation of social movements such as the civil rights
movement and organisations like trade unions.

Left-leaning social activists and libertarians on the po-
litical right alike are wary of granting governments and
private companies more information than they absolutely
need about individual citizens and consumers.

For many citizens and politicians, the need to enhance
public and national security is the pre-eminent concern
today, emphasising issues such as the supervision of
national borders and the protection of citizens against
criminality, corruption and anti-social behaviour. Surveil-
lance policies are therefore devised to ensure that the
police have visual surveillance capacity and powers; that
security services may intercept emails and other com-
munications, or monitor website usage, to combat per-
ceived threats; that governments may fingerprint, profile,
and track arrested citizens or visitors to the country to
ensure against abuses of national laws, etc. Measures
such as these have more support within societies where
people feel highly threatened than in societies with
strong traditions of democratic pluralism and participa-
tion, but most people in most societies would agree that
there is a need to balance two priorities — privacy and
security — both of which they value.

Privacy laws and protections have often been developed
in response to specific circumstances rather than on
points of general principle. For example, laws restrict-
ing communications surveillance often emerge following
experience of abuse of surveillance by authorities; while
laws increasing oversight of financial transactions have
been tightened because of international money launder-
ing. In many cases, therefore, a piecemeal approach to
privacy has emerged over time as a result of legislation
or judicial precedent.

At the same time, however, privacy has come to be
considered - formally and informally — as a fundamen-
tal human right.

The constitutional frameworks of many countries formally
protect privacy, modelling their provisions on a number
of recent international conventions, which themselves
resulted from the experience of totalitarianism and con-
flict in the 20th century. The Universal Declaration of Hu-
man Rights of 1948 declares, for example, in Article 12,
that no one should be subject to arbitrary interference
with their privacy, family, home or correspondence. This
right was later given greater substance in Article 17 of
the International Covenant on Civil and Political Rights.
Article 8 of the European Convention on Human Rights
requires the governments of the 47 member states of

the Council of Europe to protect privacy, and similar in-
struments have been agreed in other regions.

Many different instruments of privacy rights have
emerged at a national level. For example:

The German constitutional court ruled in the 1980s
that the protection of human dignity, its most basic
constitutional protection, required the government
to protect the privacy of its citizens.

The Irish Supreme Court has interpreted the right
of privacy as inherent in the “Christian” and “demo-
cratic” character of the Irish state.

In the United States, the right to privacy has emerged
from within constitutional rights such as those to
freedom of expression and to the inviolability of per-
sonal property (including correspondence).

The Indian and Japanese Supreme Courts have
considered rights to privacy to be implicit in the
right to liberty.

The Norwegian authorities consider privacy part of
the general legal protection of “personality”.

In New Zealand, the right to privacy is inferred from
the right to protection from search and seizure by
the state.

In Singapore it is protected under the “duty of con-
fidence”.

These varying legal protections for privacy are not invio-
lable, however. Unlike laws to protect against torture and
capital punishment — which, under international law, may
never legitimately be contravened — most internationally
accepted rights are considered violable under certain
circumstances. For instance, immediately after estab-
lishing the right to privacy, the European Convention on
Human Rights clarifies:

[TIhere shall be no interference by a public authority with
the exercise of this right except as in accordance with the
law and as necessary in a democratic society in the inter-
ests of national security, public safety or the economic well-
being of the country, for the prevention of disorder or crime,
for the protection of health or morals, or for the protection
of the rights and freedoms of others.

The complex balancing of privacy protection in the face
of societal needs is articulated through language such
as this in national and international rights regimes. Der-
ogations from privacy are, in effect, always permitted
to combat crime and disorder, and to protect national
security. However, rights regimes in democratic states
generally stipulate that this must be done with caution.
Any interference with privacy must be “reasonable” ac-
cording to United States or Canadian law, for example,
or “proportionate” and in accordance with law according
to European rules; and it should protect against arbitrary
and excessive invasions of privacy.
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Continually, with the development of new laws and tech-
nologies, governments and citizens are reinterpreting
and redefining their understanding of terms such as “na-
tional security”, “reasonable” and “proportionate” in this
context. These terms are not fixed in stone, just as the
dynamic of privacy and security — the balance of opinion
about where the balance of practice should lie between
them — remains in flux. Attitudes, legislation and practice
are likely to change as societies feel more or less threat-
ened by internal and external security threats, from ter-
rorism, organised crime, political violence and/or social
disorder.

The nature of debates about privacy has been chang-
ing as a result of new technology. The potential for new
technology to increase the surveillance power of the
state has often been seen as a threat to civil liberty —
for example, in literature such as George Orwell's anti-
totalitarian novel 7984. In fact, throughout history, pri-
vacy concerns have emerged with nearly every devel-
opment of potential new surveillance techniques. The
widely used definition of privacy as the right “to be let
alone” emerged with the development, not of computers
and the internet, but of the camera and its use by tabloid
media. Later concerns emerged as governments began
listening to private communications using the telecom-
munications network.

However, privacy concerns internationally have grown
most rapidly since the near-exponential growth of
computing capabilities began in the 1960s. The de-
velopment of advanced databases and data analysis
techniques such as data mining (extracting patterns of
behaviour from available data) greatly reduces the abil-
ity of individuals to control the use of information about
them by governments, businesses and (potentially)
criminal organisations. These techniques, facilitated by
increased use of electronic payments, mobile telephony
and the internet, mean that very many of the actions that
everyone takes in their daily lives in industrial societies
today result in a transaction log which is held by financial
companies, the telecommunications industry, govern-
ment service delivery departments, tax authorities and
other agencies. The relationships between citizen and
state, and between consumer and business, are being
markedly changed by technologies that track behaviour.

Technology, in this context, can enhance both privacy
and security. All the systems mentioned in the previous
paragraph can make use of advanced technologies to
protect as well as threaten privacy, and these are likely
to become more advanced as we continue to move into
more technologically driven societies. For example, peo-
ple can now secure their commercial transactions and
communications using cryptography (their own or that
of the businesses with which they interact) in ways that

were previously unimaginable, giving powers of privacy
protection to the individual that were once reserved only
to the state. It is possible to devise means of transacting
with companies and governments in ways that minimise
rather than maximise the flow of sensitive information —
increasing citizen and consumer confidence, while still
reducing the risk of security breaches and fraud. Tech-
nology here is changing the balance of information and
privacy, but not only in one direction. Changes will con-
tinue as technology and patterns of technology use con-
tinue to change themselves.

Constitutional protections such as those described above
are statements of principle. Specific rules are required to
translate them into arrangements that protect privacy in
the context of actual information flows and data manage-
ment around the world. The legal systems involved are
commonly called “data protection regimes”, and are pri-
marily intended to protect individual privacy against abuse
by either public agencies or private companies.

Data protection laws of varying standards are in place
today in most industrial countries. The first modern data
protection law was enacted in the Land (region) of Hesse
in Germany in 1970. This was followed by national laws
in Sweden (1973), Germany (1977), and France (1978).

Data protection rules hinge on what are known as “fair
information practices”. These were developed in the late
1960s in response to the risk of secret (government or
business) databases being developed which could hold
vast amounts of information about individuals without
protections governing their accuracy or use. In simple
terms, these “fair information practices” impose require-
ments on “controllers” (collectors of personal informa-
tion) so that:

Personal data should be collected only for speci-
fied, explicit and legitimate purposes.

The persons whose data are collected should be
informed about these purposes and the identity of
the controller.

Any person concerned should have a right of ac-
cess to her/his data and the opportunity to change
or delete data which are incorrect.

Appropriate remedies should be available to put
things right, including compensation through com-
petent national courts where this is appropriate.

In essence, therefore, data should be collected with in-
formed consent of the individual concerned. They should
be processed fairly and lawfully, for limited purposes
and limited use, and retained for a limited period of time.
They must be accurate, kept secure, and not transferred
to other jurisdictions (e.g. overseas) without adequate
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protection. Individuals should be able to know what in-
formation is held on them, and to correct that information
when it is inaccurate.

Standards based on these “fair information practices”
are required within a number of international legal docu-
ments including the European Union’s 1995 directive
on data protection, the Organisation for Economic Co-
operation and Development’s (OECD’s) Guidelines of
1980 and the Council of Europe’s Convention of 1981.
These standards require that data:

Must be processed fairly and lawfully.

Must be collected for explicit and legitimate pur-
poses and used accordingly.

Must be relevant and not excessive in relation to the
purpose for which they are processed.

Must be accurate and where necessary, kept up to
date.

Must be managed by data controllers who are re-
quired to provide reasonable measures for data
subjects to rectify, erase or block incorrect data
about them.

Must be retained only for so long as necessary
wherever individuals are identified.

Tighter regulations tend to apply to what are described
as “sensitive data”. In the EU Directive of 1995, this type
of information is defined as “data relating to racial or
ethnic origin, political opinions, religious or philosophical
beliefs, trade union membership, data concerning health
or sexual preference!” In principle, under the EU direc-
tive, such data cannot be processed except under spe-
cific circumstances. These include the data subject’s ex-
plicit consent to process sensitive data, the processing
of data mandated by employment law, and circumstanc-
es where it may be impossible for the data subject to
express consent (e.g. a blood test for the unconscious
victim of an accident).

In addition, however, it should be noted that the imple-
mentation of these protections varies as a result of the
dynamic or balance between privacy and security. Mem-
ber states of the EU may exempt themselves from re-
strictions against processing sensitive personal data for
reasons of substantial public interest. Such exceptions
are permitted on grounds of national security, defence,
the detection of crime and the enforcement of criminal
law, or to protect the rights and freedoms of data sub-
jects and others.

Data protection laws are also not universal. Variations
between data protection requirements in Europe and
the United States have caused problems, for example,
in developing international regimes for electronic com-
merce. Within countries, data protection requires com-
plicated regimes of law with powerful regulators that
have the power to maintain data protection principles

in changing circumstances. There has been criticism
of the United Kingdom and Australian data protection
regulators because they have been thought too weak to
achieve their goals. There has also been reluctance to
pass data protection legislation in the United States for
fear of over-regulating the private sector and reducing
economic choice. Many governments in Asia have con-
sidered data protection legislation but not yet brought it
into effective implementation.

The scope and range of security challenges to privacy
have grown in recent years. There are many security rea-
sons why public agencies such as the police seek to
gain access to personal information, and to search peo-
ple’s homes, files, and computers. Many such reasons
are regarded by the majority of people as necessary and
legitimate to protect them and their personal rights and
freedoms.

The increased fear of terrorism has raised national se-
curity concerns in many countries, but increased use of
technology has also affected long-established challeng-
es to authority and security, such as organised crime.

Many forms of illegal activity now involve technology
in one form or another in industrial societies. Cyber
crimes, including large-scale fraud, can be perpetrated
against computer systems around the world without
criminals leaving their offices in whatever country they
see as a safe haven. The globalisation of child pornog-
raphy makes it increasingly difficult for national police
to protect children or to identify and prosecute offend-
ers. From a policing point of view, even street theft and
public disorder offences (such as assault) can be solved
more easily with the aid of visual surveillance techniques
such as closed circuit television (CCTV), while suspects
can be identified by reviewing mobile phone usage in an
area at the time of any incident.

Over the years governments and police authorities have
established surveillance systems to combat threats to
security and order. Now that they are dealing with new
and differing forms of criminal activities, including a
greater level of international crime, many governments
have argued that they need new powers and new tech-
niques to conduct surveillance, and that they need the
capacity to act with speed and stealth. The following
paragraphs list some of the most pressing surveillance
issues arising from these circumstances:

Communications surveillance: Governments and
police authorities are increasingly intercepting commu-
nications, and requiring that communications service
providers enable and manage surveillance processes for
them (for example, by maintaining data files on their cus-
tomers' traffic). There is also evidence of an increase in
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unsupervised and general, rather than incident-specific,
surveillance around the world.

Transactional surveillance: Almost every transaction
that is made in industrial countries today — whether it is
in the form of a purchase, a phone call, or even a physi-
cal movement — leaves a transaction record on some
log, in some system, run by some company. This infor-
mation is valuable to security agencies as well as busi-
nesses, and many governments have sought increased
access to it in recent years. In a good many countries,
the police may now demand transactional information
from businesses where an investigation warrant would
previously have been required. In some cases, data
protection law is changing to accommodate this: laws
that previously required companies to delete transaction
logs when the data they contain is no longer required
are being changed to require companies to retain data
for an extended period of time, in case at some point it
becomes of interest to the police.

Identification and tracking of individuals: Anonymity
used to be the norm in many circumstances. Increas-
ingly, now, governments are extending their capacity to
identify and monitor individuals. Biometrics — physical
traits such as fingerprints, iris scans, and digital body
scans — are beginning to be used in identity cards and
passports. Governments are also collecting biometrics
of visitors to their countries and storing them with bio-
graphic and behavioural information as part of their ef-
forts to prevent terrorist attacks, asylum abuse and iden-
tity theft. With technologies like radio-frequency identifi-
cation chips (RFID, see Chapter 14) and “smart” visual
surveillance techniques such as CCTV, individuals may
be traced and tracked as they move around buildings,
cities, and even countries.

Centralisation of official data: Governments are increas-
ingly seeking to accumulate information about individuals
from private as well as official sources, and to consolidate
these data in information files that can be shared by differ-
ent agencies within government. Financial companies are
required to introduce checks on new account holders and
on major financial transfers and may be required to report
to governments any “suspicious activities” they may de-
tect amongst their clients, in order to combat money laun-
dering and funding of criminal and terrorist activity. Travel
companies are increasingly being required to report the
personal details of travellers as part of efforts to prevent
the movement of terrorists and major criminals across na-
tional borders. The personal tax, health and other informa-
tion of millions of individuals is being centralised within
government databases where they may be processed, or
“data mined", either to provide better services to citizens
(see Chapter 26 on e-government) or to identify trends,
suspicious individuals, and potential threats.

New security initiatives are increasingly being estab-
lished through intergovernmental agreements. Such

agreements include the Council of Europe Cybercrime
Convention, the International Civil Aviation Organisa-
tion’s standards on biometric travel documentation, bi-
lateral agreements between the United States and other
countries concerning the disclosure of travel information
on flights to the United States, and European Union
rules requiring internet service providers to retain email
logs for up to two years.

As discussed earlier, the views of citizens about these
developments are often mixed. Most citizens welcome
measures which are designed to increase their personal
security, protection against fraud, safety on the street
and protection against terrorist attack. They are often
more hostile towards measures which they see as in-
truding into their own privacy. Much here depends on
the circumstances of individual countries. So, for exam-
ple, in the United Kingdom, the increased use of CCTV
to manage transport systems and improve safety on the
streets — which is probably more extensive than any-
where else in the world — is welcomed by many people
as a contribution to personal safety; while the govern-
ment's proposal to introduce a national identity card —
common in many countries but never previously required
in the United Kingdom outside wartime — is opposed
by the majority. There has, however, been relatively little
public debate in most countries about these trends in
the relationship between privacy and security.

Privacy also poses questions outside the security policy
domain, particularly where relationships between con-
sumers and private sector businesses are concerned.

The private sector is often critical of new regulatory
regimes, including privacy regulation, because of the
administrative burdens and restrictions on commercial
freedom which they entail. Data protection laws create
onerous burdens for companies to follow and some-
times punitive fines for not adhering to complex rules.
While companies are not necessarily opposed to privacy
requirements — many companies actively support priva-
cy protections — many would prefer the market rather
than government regulation to take the lead.

The exchange of personal information is now integral
to transactions in industrial countries which can be re-
garded as information economies. Many companies, for
example, keep detailed records of customer behaviour
— often promoting branded storecards for this purpose
— and mine the resulting data in order to provide a more
personal service, drawing individual customers’ atten-
tion to products and offers that seem particularly likely
to attract them. As with government services, many con-
sumers find this helpful while also feeling some concern
about the level of intrusion involved.
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Internet advertising is the source of much of the money
that funds the development of the online world, from fast-
er internet connection to free access to news sites and
the provision of free services. Companies like Google,
Microsoft and Yahoo! are fighting an intense battle to
earn the billions of dollars available from an online mar-
ketplace that thrives on the processing of personal in-
formation. If these businesses can track the behaviour
of individuals online, and make use of that information
to target advertising to individuals, then they are able
to offer a much more attractive and profitable service to
those who advertise through them.

The restriction of personal information flows is seen by
some companies as a barrier to economic activity. The
more that companies know about individual customers,
on the one hand, the better the service they argue that
they can provide to them. At the same time, many com-
panies are finding that they need to build privacy protec-
tions into their systems in order to gain consumer confi-
dence. They are responding to this challenge by devis-
ing tracking and profiling methods that do not process or
retain personal information.

Consumers are increasingly aware of identity theft and oth-
er types of fraud — including online fraud — which threaten
their security. Reports of the loss (by governments and
businesses) of computer files including banking details,
personal identifiers and preferences have led citizens/
customers in many countries to demand increased pro-
tection for their data. In this sense, in particular, consumer
security and privacy are closely tied together.

At the heart of the debate about privacy and security
lies a desire, on the part of many people, for what might
be described as “perfect security”. This is not, in truth,
achievable. No system can offer 100% guarantees that
its security will not be breached, that lives will not be
lost, that fraud will not leave its trail of victims. Policy in
this area is largely about the search for a balance be-
tween privacy and security that optimises the dual return
to citizens: that provides as much security as can be
achieved without intolerable intrusion, and that offers as
much privacy as possible without unacceptable levels of
insecurity. The balance here is likely to vary considerably
from place to place and time to time.

Information systems are also imperfect in themselves
and, in particular, are prone to human error — for example,
through the collection of inaccurate data and through
systems failures which make data insecure. Data sys-
tems are vulnerable to hacking, on the one hand, but are

also vulnerable to errors of judgement by data control-
lers, such as those in one UK case who sent personal
data on millions of child benefit recipients through an
insecure delivery network. The public, in practice, usually
wants data to be held in forms that enable better service
to be provided (whether by governments or companies)
but in ways that are highly secure against inaccuracy,
abuse and loss.

Terrorism is often cited as a principal reason for empha-
sising security, and illustrates these complexities. Most
people would agree that governments should prevent
known terrorists from boarding aeroplanes and, in order
to do this, airlines and governments need to compare
plane manifests with lists of known terrorists. Any list of
terrorists is, however, likely to have many inaccuracies,
and the use of such lists, together with the precautionary
principle, has led to people being denied flights because
they have similar names or backgrounds to those listed.

If we could perfectly identify individuals before they
boarded planes, or when they used internet services,
then it would be much easier to protect travellers and
prevent illegal activities online. But the systems that are
available are not capable of perfect identification. This
has led to the use of profiling by governments in the
hope that the habits of criminals and terrorists can be
identified through data mining. However, this is equally
fraught with difficulty, not least because of the high lev-
els of error in the data that are mined.

In practice, errors of one kind or another are inherent
in data systems, and so the best results that can be
achieved from them are approximations. Citizens prob-
ably expect those approximations to be more highly ac-
curate than is achievable, while many governments pre-
fer to err on the side of caution, particularly where risks
are perceived to be high.

In an information society, therefore, the dynamics be-
tween privacy and security are very complex. In the past,
some have argued that privacy and security are essen-
tially antithetical: that any increase in security is bought
at the price of privacy, and vice versa. Most debates
about these issues now are more sophisticated. Increas-
ingly, the experience of security breaches and identity
fraud, as well as potential abuses in security investiga-
tions, are suggesting that there are important ways in
which — for example — personal security may be actually
enabled through privacy, or national security sustained
by decentralisation rather than centralisation of records.
New thinking along these lines may have begun a move-
ment towards a new dynamic of privacy and security,
built around the risks and challenges associated with
any new technology or form of data management.
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Chapter 32

Lead author

The practice of censorship dates back thousands of years
and has probably existed from the times when religious
debate, political discourse and folklore first began. It can
be found as early as the Old Testament — “Thou shalt
not take the name of the Lord, thy God, in vain” — and
in Plato's proposed ideal society in The Republic, where
officials would prohibit the telling of stories that were
deemed detrimental. The term “censor” is derived from
the Latin censere and censor, denoting a Roman mag-
istrate who took censuses and oversaw public morals.’

The 20th century abounds with examples of the censor-
ship of literature, art and free expression. Examples include
the burning of books in Nazi Germany, the blanket censor-
ship of public opinion and publications in the Soviet Union
and apartheid-era South Africa, and legislation such as
the (originally 19th century and subsequently much con-
tested) Comstock laws in the United States, which pro-
hibited dissemination of any “...article of an immoral na-
ture, or any drug or medicine, or any article whatever for
the prevention of conception or procuring of abortion..”
These and other examples illustrate the significance of
censorship in more recent as well as earlier times.

The growth of ICTs and the development of an information
society have put issues of content and censorship at the
forefront of debate about individual rights and the restric-
tions and limitations associated with them. For some, unre-
stricted access to information and free expression are criti-
cal components of an information society; but many would
agree that regulation is needed to set boundaries to what is
permissible. Governments and commercial agencies walk
a fine line between these two positions, tasked with pro-
viding and at the same time filtering content that is at the
core of this new society. As a result, policy makers and civil
rights advocates today may define the reach and influence
of content and censorship for the foreseeable future.

There is no single definition of censorship that satisfies
all criteria. Interpretations of its meaning are often en-
twined with emotional or ideological positions on free-
dom, repression and the relationship between the state
and the individual.

1 Online Etymology Dictionary www.etymonline.com

2  www.enotes.com/major-acts-congress/comstock-act

In the broadest sense of the term, censorship can be
described as influence exerted to modify or forbid an
original message from being communicated. The word
“censorship” is derived from censor, originally the title
of an official who examined material that was to be pub-
lished and suppressed parts considered offensive or a
threat to security. This definition might be updated today
to include restriction of access to content or by users
within a particular network or nation-state.

Censorship generally coexists with self-censorship, the
choice by authors and content providers voluntarily to
exclude material which they believe may offend legal
restrictions or social norms (whether of society as a
whole or of constituent communities). The phenom-
enon of self-censorship is elusive and often invisible.
It may be the psychological result of living in a society
that accepts some forms of censorship, historical in-
fluence, pressure to abide by legislation and cultural
norms. The growth and prevalence of surveillance in
today's ICT infrastructure, as well as the influence of
intellectual property and libel legislation, has made it
more difficult to assess the effect and presence of self-
censorship in modern publications and communication
of content.

The process of creating, disseminating or publishing
content, and of ensuring that it reaches an audience,
is referred to in this chapter as the “information cycle”
Censorship is understood in this chapter to refer to the
censorship of existing content and/or of the means to
distribute it. The channel for communicating content is
therefore the point at which censorship occurs.

Censoring the distribution channel can take place at two
different points within an information cycle:

It can occur pre-publication, when the original mes-
sage is prevented from being disseminated. This
includes self-censorship, legislation, and editorial
or managerial interference with material to be pub-
lished or made available to the public.

It can also occur post-publication, when an audi-
ence is prevented from accessing a message or
content communicated to it. Today, this includes
access to internet websites and online services.
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Censorship can refer to the blocking of an entire subset
of content or of some parts of it. It may, for example, be
that a book is allowed to be published, once an offend-
ing or possibly libellous passage is removed. At other
times, an entire article or web domain may be banned or
closed to access by citizens of a country. This chapter
sometimes refers to the selection of content to be modi-
fied or banned as “content filtering”, and the restriction
of access to an entire subset of content more generally
as “censorship”. The distinction is necessary when defin-
ing and explaining the technology involved with censor-
ing content on the internet.

The lack or denial of access to an entire communica-
tions technology or service is a problem in today's in-
formation society, but its description as “censorship” is
subject to debate. Does the absence of particular trans-
mission media such as internet access, short wave radio
frequency or satellite television for an entire state or re-
gion constitute censorship or an issue of access rights?
The presence of different media formats and information
sources is a prime determinant in the availability of di-
verse content. However, there are a number of reasons
why access may not be present — some of which are
geographical and technological while others can be at-
tributed to policy decisions. This chapter deals specifi-
cally with existing content and communication channels.
Issues of universal access are discussed in Chapter 17.

Content censorship is also intertwined with issues of
copyright, access to public information, internet gover-
nance and policy, broadcasting and communications
rights. This chapter does not cover in detail policy and
debates described elsewhere in this handbook, but the
reader should be aware that discussion around censor-
ship is strongly influenced by these issues. Please refer
to Chapter 11 for more information about broadcasting
regulations, Chapter 20 for internet governance, and
Chapter 33 for intellectual property rights.

The nature of content is made up of a number of distinc-
tive elements, including the originator/author, time of cre-
ation, the message itself and its intended audience. One
way to classify content when dealing with censorship is
to analyse the censor's motivation. Understanding the
elements that prompt censorship may help identify its
purpose or define the accuracy and appropriateness
of legislation permitting its use. If motivation is not ex-
plained or provided for in legislation, one may eliminate
possible causes to determine the purpose.®

3 There may, of course, be instances where censorship exists for no
apparent purpose and without any regulation affirming or allowing
its use.

The originator and time of creation

Apart from computer-generated data, all content is cre-
ated by people, either acting as members of a group or
acting individually. Content is born in thought and repro-
duced in speech, through physical action, on paper or
through media such as broadcasting and the internet.
The originator(s) may be identifiable or anonymous, or
they may use pseudonyms or maliciously misleading
names.

In the past, the time of creation was often imprecise.
Today, when originators/authors use ICTs, the time of
creation is usually recorded and assigned to content
automatically. Mobile phones, digital video and photog-
raphy devices, personal computers and digital network
devices operate with an internal clock. This is used to
keep a log of activity or assign a time stamp to the cre-
ated content.

Similarly, the majority of ICT devices have a unique iden-
tification number. This may be a product code, a part
number or an MAC* and IP address for internet-connect-
ed devices. Content created or sent from these devices
is likely to be identifiable back to its source. Govern-
ments often rely on these identifiers to assist with fight-
ing crime, as is proposed by the European Union Data
Retention Directive of 2006. The directive requires each
member state to trace and identify the source and desti-
nation of a communication, as well as to identify:

Its date, time and duration

The type of communication

The communication device

The location of mobile communication equipment.

They are also required to keep these data for a period
from six months to two years®.

The OpenNet Initiative studies trends and technology
of internet censorship and content filtering around the
world. It has developed a list of agencies and information
sources whose identity often causes the motivation for
censorship, as follows:

[Alcademic, blogs, chat and discussion boards, govern-
ment, government media, international governmental or-
ganisations, independent media, individual, international
NGOs, labour groups, locally focused NGOs, militant
groups, political parties, private businesses, religious
groups, regional NGOs.®

4 Media access control address.

5 Directive 2006/24/EC of the European Parliament and of
the Council of 15 March 2006 eur-lex.europa.eu/LexUriServ/
LexUriServ.do?uri=CELEX:32006L0024:EN:HTML

6 Ronald Deibert, John Palfrey, Rafal Rohozinski and Jonathan
Zittrain, eds. Access Denied: The Practice and Policy of Global
Internet Filtering (Cambridge: MIT Press, 2008)
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The message

The primary reason for censorship can be either the type
or category of content involved or the purpose of the
message contained within the content concerned.

The characteristics of a message that may be prohibited
by censors include:

Socio-cultural content or opinion. Examples are
issues relating to the rights of women, minorities,
freedom of expression, environmental and econom-
ic development issues, “hate speech” and interpre-
tation of arts, history and literature.

Religious content or opinion. Examples include in-
sulting and offensive references and descriptions of
deities, religious hatred, the promotion of religion,
conversion/evangelism, commentary on and criti-
cism of religious belief.

Political content or opinion. Examples include po-
litical transformation and opposition parties, reform,
governance, and discussion of legislation and inter-
national relations.

Content which is believed to pose a threat of con-
flict or a threat to security, including material that is
identified with terrorism, extremism, separatism and
state secrets.

Erotic content, i.e. text, images and audio/video
material suggesting or portraying acts of sexual be-
haviour, “provocative” attire, pornography and ref-
erences thereto, the nature of whose acceptability
varies significantly between national jurisdictions.

Licence restrictions and limitations regarding mes-
sage content that is protected by intellectual prop-
erty rights, whose use or distribution may require
appropriate permissions and licences.

Censorship circumvention tools or tactics, includ-
ing internet and software tools, publication and
broadcasting channels, as well as methods and
suggestions for how to bypass existing censorship
techniques and technology.

Examples of the purpose of content which can lead to
censorship include:

To provide an audience with information about par-
ticular facts or opinions, events or news items.

To misinform an audience with false information,
with unintended or malicious purpose. (Often it is
the censor that decides the validity of the message
in such circumstances.)

To threaten or incite action in response to or because
of a particular person, group, idea, race, sexual ori-
entation, profession, opinion, organisation or govern-
ment. This includes incitement to violence, protest,
racial hatred, social action and civil disobedience.

To defame a person or people, organisation or idea
with statements, opinion or accusations intended to
harm or destroy their reputation, status and credibility.

The intended audience

Content may also be censored according to its intended
audience — for example, because it is targeted towards
citizens of a particular nation, region, race or language
group. In the context of modern ICTs, this may include
the users of a particular network service or communica-
tions tool, such as receivers of television transmission,
radio broadcasts and satellite streaming. Content creat-
ed and disseminated on the internet is usually intended
for a global internet-connected audience. Because of
the technical difficulties involved in preventing content
from reaching an internet platform, censorship of mate-
rial on the internet usually occurs after publication.

The disparity between the interpretation of rights of peo-
ple — as opposed to citizens of a nation — is highlighted
in the debate around censorship.

Articles 18, 19 and 20 of the Universal Declaration of Hu-
man Rights (UDHR)? declare that every person should
have the right to freedom of thought, religion, opinion,
expression and association, as well as to “seek, receive
and impart information and ideas through any media
and regardless of frontiers!” Freedom of association has
been defined as the individual right to come together
with other individuals and collectively express, promote,
pursue and defend common interests.? Although these
instruments pre-date the internet, this freedom and the
related right to seek and impart information imply a right
to visit any website or internet forum, the digital equiva-
lent of a commons. The right to receive and impart in-
formation through any medium has been used by some
to argue that in the international framework all content
censorship on the internet can be considered a viola-
tion of the UDHR, though this interpretation is highly
contested. An important issue here is the question of
whether behaviour which is illegal offline within any ju-
risdiction should be legal online (and vice versa), which
would make technology rather than behaviour a prime
determinant of legality.

The International Covenant on Civil and Political Rights
(ICCPR),® which stems from the UDHR and aims to cre-
ate concrete legal mechanisms to assist its implementa-
tion, has been ratified by 160 countries. Points 1 and

7 www.unhchr.ch/udhr/lang/eng.htm

8 Jeremy McBride Foredoom of Association: The Essentials of
Human Rights (London: Hodder Arnold, 2005), 18

9  www2.0ohchr.org/English/law/ccpr.htm
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2 of Article 19 confirm the individual’s rights to free ex-
pression and communication regardless of the location
and the medium used to achieve these. These rights are
tested in Sections a) and b) of Point 3 which clarify that,
where there is felt to be a need to protect the rights
or reputation of others or to protect public order and
national security, then provisions to this effect should be
established in national law.

Limitations in Article 20 — which prohibit unlawful attacks
on honour and reputation, advocacy of racial or religious
hatred and incitement to hostility and violence — can be
interpreted as justification for attempting to censor com-
munication of this type of material. The relatioships be-
tween different rights, and the extent to which rights may
be competitive, are highly controversial. The few areas
in which limitations to freedom of expression have been
widely (but not universally) agreed include denial of the
Holocaust, child pornography and paedophilia-related
content.

Although it was written several decades ago, reviews
by the Office of the UN High Commissioner for Human
Rights and other bodies have agreed that the introduc-
tion of the internet should not require an update to the
signed principles set out in the Covenant. The majority
of countries that censor information do so according to
national constitution and legislation. Thailand and Spain,
for example, prohibit any act of /ése majesté (offence
to the royal family), while Turkey bans all content that is
deemed to insult Turkish nationhood or the founder of
modern Turkey, Kamal Ataturk, as well as references to
the Armenian genocide. Saudi Arabia bans the publica-
tion of internet content that “breaches public decency”,
“infringes the sanctity of Islam” and “anything contrary
to the state or its system!” Germany and France actively
pursue and shut down (or censor access to) any publi-
cation which denies the Holocaust or makes available
Nazi memorabilia.'®

The availability and use of modern ICTs have radically
changed the nature of publication and communications.
Conventional publishers and registered media compa-
nies have ceased to be the primary source of published
information available to the public. The traditional one-
to-many distribution model has also been displaced, to
a significant degree, by the many-to-many attributes of a
decentralised internet.

National legislation regulating content and publication
has proved to be ill equipped for the innovations of the
internet, where material created in one jurisdiction can
instantaneously be accessed in any country with internet

10 More information about issues of communications rights can be
found in Chapter 5.

access. Virtual chat rooms, forums and blogs are among
the services that have enabled cross-cultural communi-
cation amongst millions of internet users, irrespective of
national borders and laws.

Governments have responded to these changing circum-
stances in a number of ways, such as the extension of
existing laws to cover internet services, digital broadcast-
ing, streaming and internet telephony, including the exten-
sion of surveillance and log keeping in these areas. Media
regulations have also been extended in some national ju-
risdictions to cover internet publications. Anyone wishing
to create a blog in a particular country may be required,
for example, to register as a media company, enabling ex-
isting laws covering broadcasters and print media to be
applied across the blogosphere.' On the face of it, this
approach may ease the legal considerations for control-
ling online content, but a blog often represents a single
person’s opinion, does not undergo editorial process and
is often published without regard to the physical location
of website servers (i.e. to the law governing content in a
country) and to the sensitivities of readers.

The following are diverse examples of legislation affect-
ing access to digital media content, which raise again
the relationship between the regulation of behaviour on-
line and offline. Some are concerned with content which
is generally opposed (such as child pornography); oth-
ers with restrictions on freedom of expression as it is
understand within the international conventions.

The Australian Broadcasting Services Amendment
(Online Services) Bill 1999, which establishes the
authority of the Australian Communications and
Media Authority (ACMA) to regulate internet con-
tent. Web content hosted on Australian and foreign
servers is classified by the Office of Film and Litera-
ture Classification. Hosts of content classified as
prohibited may be issued with a take-down notice
if located in Australia or a website may be added to
official internet filtering software lists."?

The Chinese Provisions for the Administration of In-
ternet News Information Services define online news
content as “..information, reports and comments
on current affairs, politics, economy, military affairs,
diplomacy, public emergencies and other public
affairs...” Article 5 of these provisions requires any
website or bulletin board wishing to publish content
that has not already appeared on official websites,
to be subject to the examination and approval of the
Information Office of the State Council.'®

11 Institute for War and Peace Reporting “Internet Hit
by Media Law Change” 30 January 2007 www.iwpr.
net/?p=buz&s=b&o=3289264&apc_state=henh

12 Electronic Frontiers Australia www.efa.org.au/lssues/Censor/
cens1.html

13 Law Info China www.lawinfochina.com/index.asp
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The Vietnamese Decree on Cultural and Informa-
tion Activities subjects those who disseminate “re-
actionary ideology” including revealing (party, state,
military and economic) secrets, who deny revolu-
tionary achievements, and who do not submit ar-
ticles for review before publication, to fines of up to
30 million dong (about USD 1500)."

The Internet Watch Foundation, an independent
self-regulatory body of internet service providers
(ISPs) which was established in the United King-
dom in 1996, runs a hotline for members of the
public to report what they believe is illegal child
pornography. Working with law enforcement and
government agencies, the Foundation sends “take-
down notices” to its member ISPs advising which
online content should be blocked to customers.'

India requires within its ISP licence agreement that
ISPs “... ensure that objectionable, obscene, unau-
thorised or any other content, messages or commu-
nications infringing copyright, intellectual property
rights and international and domestic cyber laws, in
any form or inconsistent with the laws of India, are
not carried in his network,” and that ISPs should
take all necessary measures to prevent this."®

As previously discussed, content can be censored
throughout the information cycle. The method and tech-
nology used largely depend on the chosen channel for
disseminating content. A censor’s intervention can take
place prior to publication and/or post factum. The phe-
nomenon of self-censorship is not easily classified and
factors leading to its presence can be discussed in the-
ory and through consideration of past examples.

ICTs offer many opportunities, through the use of broad-
casting and telecommunications networks, to distribute
content irrespective of geographic boundaries or prior
connection between originator and recipient. The inter-
net allows all users to publish content to the network
itself. The lack of a technical and political hierarchy on
today’s internet provides the ability to stream existing
content on the network without preconditions.

Two common technical methods exist to communicate
content over the internet and with modern ICTs. One
involves the use of a central server to receive and dis-
seminate content. This applies to the majority of website
publications, to email and instant messaging exchanges
and to mobile telephony. It is also the most likely (and

14 OpenNet Initiative, Research Profiles, Vietnam opennet.net/
research/profiles/vietnam

15 Internet Watch Foundation www.iwf.org.uk/public/page.31.htm

16 Government of India, Agreement for Provision of Internet Services
www.dot.gov.in/isp/licence_agreement.htm

technically most feasible) model on which to implement
censorship technology. The majority of content censor-
ship systems are installed on servers and networking
devices. This is discussed in more detail below.

It is possible on the internet to create and use private
communications channels that do not rely on a central
server. This model is known as peer-to-peer networking
and it allows users to create custom connections be-
tween one another using the internet. Currently it is com-
monly used for file sharing (including music downloads)
and internet telephony (e.g. Skype).

Another possibility is the use of virtual private networks
(VPN), sometimes known as intranets, to share content
and communication irrespective of national boundaries.
Secured by encryption, these networks can be imagined
as operating on top of the existing internet or telecom-
munications infrastructure and are therefore not affected
by standard censorship and filtering mechanisms.

Precedent often creates the primary reason for self-cen-
sorship, perhaps the most widespread yet least apparent
form of censorship. The music and software industries,
among others, have initiated several high-profile “exam-
ple cases” to persuade others not to violate their intel-
lectual property rights, though with variable success.!”
A number of countries have jailed writers and journalists
for posting opinions and calls for democracy on the in-
ternet. Others have been successful in identifying and
prosecuting individuals disseminating paedophile ma-
terial on the web.'® The cases of these individuals are
widely publicised and serve as a deterrent to others.

A basic technical grounding in internet architecture and
addressing is required to understand how censorship
of digital content is implemented on ICT infrastructures,
the possibilities for error that go hand-in-hand with this
technology, and other methods utilised to censor access
to online content. These issues are discussed in Chap-
ter 18, and briefly summarised below.

The internet is a “network of networks” that consists
of millions of private and public, academic, business
and government networks with local to global scope.

17 On 30 January 2007, Alexander Ponosov, a school principal
in eastern Russia, was sued for USD 10,000 by the Russian
authorities for purchasing fourteen computers that were running
an illegal version of Microsoft Windows for his students. The
Recording Industry Association of America has filed suits against
hundreds of students for sharing music online.

18 Reporters Without Borders www.rsf.org/rubrique.php3?id_
rubrique=119
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National carriers and large corporations have direct
connections to the internet backbone, commonly re-
ferred to as the Tier-1 and Tier-2 networks and oper-
ated by private companies around the world. There are
several methods of distributing internet access from
the backbone to end-users, but that which is most rel-
evant to this chapter involves the dissemination of ac-
cess to ISPs within a given country. These ISPs form
their own networks of users, which comprise the major-
ity of the world’s internet-connected population. Users
connect to their ISPs from home, public spaces, mobile
telephones and office networks.

Generally speaking, every connection to the internet is
made through a hierarchy of nodes, hereafter referred
to as gateways. The primary gateway is the software ap-
plication used to transmit content from the computer to
the secondary gateway. It can be an internet browser,
instant messaging tool, email client or internet telephony
software. If the user is located within an office or inter-
net café environment, the secondary gateway will be
that network’s infrastructure. Thereafter, information is
relayed to the ISP and further on to the national gateway.
This will become the final access point before content is
transmitted to the internet backbone. The pathway may
now be reversed in order to arrive at the recipient’s com-
puter or at the destination website.

One of the exceptions to this description concerns na-
tional network traffic. If the user requests to see a web-
site or other internet service that is located within the
same country, it is the ISP that will become the final
gateway directing the information route.

Another exception involves the use of a satellite internet
connection. In such cases, the second or third gateway
(the one that forwards content beyond the computer's
physical location) will be a satellite in orbit. Content will
probably be transmitted back to earth in a different na-
tional network or directly onto the internet backbone.

Filtering of content sent to the internet and censorship of
website access requests may occur at any of the gate-
ways described above, including at the application level,
office network, ISP, national gateway and so on. This is
described in further detail later in this chapter.

Websites can be blocked from access using one of
three common methods: IP address blocking, tamper-
ing with copies of the domain name system, and block-
ing of URLs. In simple terms this means that websites
can be blocked according to their internet address,
their name, or the system that translates their name into
an internet address.

In some countries, website censorship exists primar-
ily at the behest of the computer user — for example, a

parent blocking access to some categories of website
on a child’'s computer — or a network manager. This is
implemented through the installation of content filtering
software on an individual PC or network gateway.

The majority of governments that censor websites be-
cause of content have designated ISPs as those re-
sponsible for installing and running censorship software
(filters). Some, however, have chosen to place filters at
the gateways to the internet backbone. In such cases,
all traffic must pass through these national filters before
it reaches the internet proper. China and Pakistan are
countries that have implemented filtering software, with
various aims and consequences, at both levels of the
national internet infrastructure.'®

Although they vary in costs and point of installation, all
website censorship systems operate on a similar princi-
ple. Requests made by the user for a particular website
are checked against a list of banned URLs. If the match is
positive, the request is denied. Similarly, banned lists may
contain IP addresses of servers and deny requests to the
address when the URL has been translated by the DNS.

This is the most widespread method of censoring web-
sites on the internet. Another method to prevent users
from visiting banned websites is to tamper with the locally
(ISP) stored copy of the DNS. Requests for a specific
URL may be translated to an alternative IP address rather
than that where the real site resides. This censorship tech-
nique may be circumvented, however, by users specifying
one of the root servers as their DNS point of reference,
rather than the local copies stored by their ISPs.

A recent example of this practice occurred during the
August 2008 war between Russia and Georgia, when
the Georgian government ordered the country’s main
ISP — Caucasus Online — to block all websites in the .ru
domain. This meant that any website registered in the
Russian .ru domain was not accessible for users receiv-
ing their internet through this ISP.2°

A relatively new method of censorship, which was gain-
ing strength and widespread implementation at the time
of writing (early 2009), is keyword filtering. This involves
the banning of certain words or phrases, either in a URL
or a page's content. The system allows for broader abil-
ity to censor websites and internet communication by

19 Deibert et al., eds. Access Denied

20 Civil.ge www.civil.ge/eng/article.php?id=19284 and Reporters
Without Borders www.rsf.org/article.php37?id_article=28167
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content, as well as enabling the blocking of a particular
page within a website rather than the entire site. Howev-
er, keyword filtering can be crude, and is likely to prevent
access to innocuous as well as intended target sites.

For example, a keyword filter might be set to ban the
request for any URL containing the phrase “women’s
rights”. This would leave the “www.apc.org” domain ac-
cessible, but would block the “www.apc.org/reports/
womensrights.html” page. Similarly, such a filter might
be programmed to deny any requested website that
contains the banned phrase in its title or within any
sentence of the site’s content. URL keyword filtering
has been noticed in the Chinese, Iranian and Yemeni
internet infrastructures.?'

Filtering content for banned keywords can also be per-
formed at the application level. An example of this prac-
tice is the Chinese version of the Skype messaging and
telephony tool, TomSkype. When a user types a banned
keyword or phrase into the chat window, TomSkype pre-
vents the message from being displayed on screen and
will log the offending phrase and the user's IP address
to a separate server.??

When requests to access a website are denied by filter-
ing software, a response is usually generated to the user.
Some configurations present a page that confirms the
website as forbidden for access from a particular net-
work or country. At other times, the user may be offered
the opportunity to fill in a form requesting the removal of
a website from the filtering blacklists, as is the case in
Saudi Arabia. It is also possible that users may receive a
standard browser error message as if the website’s URL
were misspelled or such an address simply did not exist,
as seen in Tunisia and Uzbekistan.

Software used to block websites and filter keywords in
internet requests has been developed by private com-
panies and in-house government ministries. WebSense,
Content Watch and Fortinet are examples of filtering
software companies whose products are used in edu-
cational, corporate and national network environments.
SmartFilter, a product of Secure Computing, categorises
its self-researched URL lists by topic, including, for exam-

21 Deibert et al., eds. Access Denied

22 Nart Villeneuve Breaching Trust: An analysis of surveillance and
security practices on China's TOM-Skype platform (Information
Warfare Monitor/ONI Asia, 2008) www.nartv.org/mirror/
breachingtrust.pdf

ple, “Abortion, Adult Material, Education, News & Media,
lllegal or Questionable”*® allowing customers to add URL
addresses they have identified to the existing lists.

Governments have also been known to develop their
own customised filtering software and lists of banned
URL and IP addresses. China is reported to have thou-
sands of internet “police”, whose role includes the
search for websites to add to these banned lists.?* Simi-
larly, search results may be modified by filters. In Iran, a
search made in Google for a banned keyword or phrase
may return a “no articles found” result.

Another trend in content filtering is based on the geo-
graphical location of the user. Websites determine the
user’s location by the originating IP address of the re-
quest. Since this information is publicly available, a web-
site can easily determine which country the user is in and
modify or deny provision of content.

At the time of writing (early 2009), YouTube had began
to implement a country-based restriction for displaying
certain videos. For example, video with content con-
sidered illegal in Thailand, specifically /ése majesté,
carries the “TH" tag in the YouTube page code and is
unavailable to users in Thailand.?® The Sun Microsys-
tems Java download site abides by US export control
laws and restricts downloads for users located in em-
bargoed countries.?®

When accessed from China, Google will present differ-
ent search results when queried upon specific topics,
such as “Falun Gong” and “Tiananmen massacre”, than
when accessed from another country. A message will
be displayed at the bottom of the result screen stating
that “To comply with local laws, regulations and policies,
some search results are not displayed."

23 Secure Computing, Secure Web SmartFilter www.
securecomputing.com/index.cfm?skey=86

24 See for example John Markoff “Surveillance of Skype Messages
Found in China” New York Times 1 October 2008 www.
nytimes.com/2008/10/02/technology/internet/02skype.
html?_r=1&pagewanted=1&sg=china%?20internet%20
police&st=cse&scp=5

25 The Nation “Thailand Ban on YouTube lifted after deal: Website to
block clips offensive to Thais or that break Thai law” The Nation
31 August 2007 nationmultimedia.com/2007/08/31/headlines/
headlines_30047192.php

26 Bureau of Industry and Security, US Department of
Commerce “Regional considerations” www.bis.doc.gov/
policiesandregulations/regionalconsiderations.htm and Sun Java
licence agreement java.com/en/download/license.jsp

27 Rough translation from Mandarin: #ux@ians , $9ERERKTFER.
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Past experience has shown that under-blocking and
over-blocking is inherent in content censorship and fil-
tering systems. It is virtually impossible manually to find
all content targeted by the filtering agenda, in all desired
languages, to add to the banned lists, especially as it is
easy for content providers to migrate their locations in
order to avoid banning. Likewise, it is difficult to process
and include newly published websites as they appear
online. This results in the majority of governments that
use filters relying on updates to lists from software ven-
dors and adding customisations of their own.

URL keyword filtering will often result in websites being
added to banned lists when their content is irrelevant to
the censor’s agenda. If, for example, the word “sex” is
included in the filter's definitions, all URLs containing it
will be banned. Health education websites and support
groups for the sexually abused are among those that will
be included in the ban.

Banned lists containing IP addresses of banned web-
sites may also result in over-blocking. As mentioned
previously, a webserver with a single IP address may
host many other websites. For example, if the IP address
hosting the “www.apc.org” website were banned, this
would also prevent users (within the same network or
jurisdiction) from reaching 32 other websites including
“www.takebackthetech.net” and “www.genderawards.
net” which are among those hosted on this server.

Governments have been known to restrict external (in-
ternational) internet traffic during national emergencies
and elections. Government ministries or corporations
that control internet backbone gateways have been in-
structed to shut them down. Only satellite internet con-
nections, if any, remain operable in such cases.

Restricting the bandwidth capacity of an internet back-
bone gateway, whether to a specific IP address range
or across the entire system, will drastically reduce the
number of successful website requests able to get
through to the internet. The majority will simply time out,
without the usual evidence of a website being blocked
by censorship software. The use of this technique was
suspected during the 2006 elections in Belarus.

Distributed denial-of-service (DoS) attacks have been
used to overwhelm a connection to a website's hosting
server with a flood of requests. Websites hosted on serv-
ers with a bandwidth capacity lower than the amount of
data being requested will become unavailable to most
users. A DoS attack would normally be perpetrated
through a botnet (thousands of computers controlled by
a single operator, most likely as a result of their infection
by a virus or malware) and can be directed at a single
website or even a range of national internet resources,
as appeared to occur in Estonia in 2007.28

28 Bobbie Johnson “Virtual Warfare” guardian.co.uk 17 May 2007
www.guardian.co.uk/commentisfree/2007/may/17/virtualwarfare
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Chapter 33

Lead author

Intellectual property (IP) refers to creations of the mind.
The World Intellectual Property Organisation (WIPO) —
the principal multilateral institution that governs IP rights,
in conjunction with the World Trade Organisation (WTO)
- defines the term as meaning “the legal rights which
result from intellectual activity in the industrial, scientific,
literary and artistic fields"" In practical terms, intellectual
property rights confer a temporary, fixed-term monopoly
on the exploitation, use and proliferation of a particular
creation, in exchange for which commercialisation of the
creation is mandated or implied.

In the case of inventions particularly, the intellectual
property system is also designed to spur innovation —
broadly speaking — as it provides incentive and protec-
tion for disclosure of the details of an invention, thereby
enabling further inventions to result on the basis of full
knowledge of those preceding them.

Legally and intuitively, intellectual property can only ex-
ist in so much that the creative concept in question has
been expressed in some tangible form. An idea that
stays in an individual's head, thereby, cannot qualify. The
tangible form of expression can be varied, depending on
the nature of the exercise. The work of authors, artists
and musicians, for instance, will usually be protected by
copyright. Scientists and engineers, on the other hand,
will typically have their inventions protected by a patent.
Corporations which have invested in creating a brand
are protected by trade marks, while their business plans
could possibly be protected as trade secrets. The work
of product designers falls under a system known as in-
dustrial designs.

It is important to clarify the meaning of the word “pro-
tect” in the context of intellectual property. In traditional
English usage, the word means to safeguard, to prevent
from pilferage, to hold and treasure as one’s own. To a
certain extent, this meaning applies to intellectual prop-
erty as well. Those protected in this case are the cre-
ators — who may be individuals or corporations — who
have invested mental, physical and often financial effort
in producing a work of artistry or invention. However, in
the legal context of intellectual property, protection is

1 For more information, see the website of the World Intellectual
Property Organisation at www.wipo.int/about-ip/en/iprm/index.html

also offered to the consumer and the public at large —
the intended beneficiaries of such intellectual property.
Intellectual property rights thus not only imply that the
creator requires a legally sanctioned economic incentive
in order to create, but also that the user requires access
to such creations through mass production; and that in
fact, the two seemingly competing interest groups are
linked together by their dependence on one another in
order for a market to exist.

The contrast between intellectual property and physical
property is worth noting. Physical property is generally
governed by a wholly different set of principles and laws.
If, for instance, one were to own a house, the presence
of several unwanted people in that house would restrict
one's ability to enjoy it. In an analogous manner, consider
an apple: it is amply clear that each piece of it can only
be eaten by one person at a time. Intellectual property
is, however, what economists term a “non-rival” good,
by which they mean that one person’s enjoyment or con-
sumption of it does not restrict or prevent another’'s —
even if the different consumptions occur simultaneously.
For example, several people can enjoy a film at the same
time, in different places, without taking away from one
another’s enjoyment of it.

As will become clear later in this chapter, this difference
is important in considering the intention and deployment
of laws and policies related to intellectual property — par-
ticularly in the context of a consuming public, and also
in the context of information and communications tech-
nologies (ICTs). Since many of the debates surrounding
intellectual property are based on a creator/user tension,
it becomes necessary to resist the temptation to think of
this tension in the frame of the owner/interloper, as one
might in matters concerning physical property.

The origins of intellectual property cannot be precisely
traced to any one particular event or society. However,
there are several indications from history that something
similar to what we know as intellectual property today exist-
ed long before the 19th and 20th centuries — when, for all
practical purposes, it was codified and expanded globally.

Two landmark 19th century agreements set the tone for
the intellectual property regulation that exists today. The
1883 Paris Convention for the Protection of Industrial
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Property? was originally signed by governments from
eleven countries in Europe and South America. Subse-
quently, it went through several revisions, updates and
expansions, and today 174 countries in the world are
signatories. The Paris Convention — as its full title sug-
gests — is primarily concerned with patents, trade marks
and industrial designs. The Berne Convention for the
Protection of Literary and Artistic Works,® convened in
1886, is to copyright what the Paris Convention is to
patents — and likewise, it is globally prevalent today, with
164 countries being parties.

The impetus for both the Paris and Berne Conventions
lay in the rapidly industrialising, visibly interconnected
context of 19th century Europe, and the trade links then
developing between Europe, European colonies and
other territories. It had become clear by that time that
protection of intellectual property was not merely a na-
tional matter, and that a global framework was required.

The work of the Paris and Berne Conventions was to be
completed in the 20th century with the establishment of
WIPO in 1967, and the creation of the WTO in 1995.
Today, it is these two Geneva-based organisations that
set the global agenda for intellectual property.

WIPQ, in theory, is responsible for intellectual property
as a whole. In practice, however, it is the Agreement on
Trade-Related Aspects of Intellectual Property Rights
(TRIPS) — a trade rule at the WTO - that is now the
overarching regulation on this issue.

There is some contention as to why the WTO stepped in
to regulate a facet of the economy for which an existing
organisation already had responsibility. Indeed, several
prominent commentators have suggested that the inclu-
sion of intellectual property rights into the trade agenda
has been a stumbling block for global trade negotia-
tions.* Regardless of the origins of TRIPS, every mem-
ber country of the WTO - the overwhelming majority of
sovereign states in the world® — is bound to follow it.
TRIPS is an updated, expanded and modified amalgam
of the Berne and Paris Conventions. In some cases — as
in recent debates on patents and access to medicines,
and concerning whether flexibly interpreted patent rules
help improve public health by rendering medicines
cheaper — the WTO has provided interpretive and leg-
islative guidance within TRIPS. In other cases, aspects

2 For the full text of the updated document and history of
amendments, see www.wipo.int/treaties/en/ip/paris/index.html

3 For the full text of the updated document and history of
amendments, see www.wipo.int/treaties/en/ip/berne/index.html

4 For one among several strong opinions offered on the role of
intellectual property at the WTO, see Jagdish Bhagwati “From
Seattle to Hong Kong” Foreign Affairs December 2005 www.
foreignaffairs.org/20051201faessay84701/jagdish-bhagwati/from-
seattle-to-hong-kong.html

5  There were 153 member states in July 2008, with Russia the most
significant exception.

of the Paris Convention are simply referred to or incor-
porated as is. In terms of governance and compliance
on every major aspect of intellectual property, including
both patents and copyright, TRIPS is the standard to
which countries are now held.

WIPO, on the other hand, while still significant in the
global patent system, is of more consequence in the
area of copyright. In particular, two WIPO treaties have
set the agenda as to how copyright is to be regulated
in the age of the internet. These are the WIPO Copy-
right Treaty (WCT) and the WIPO Phonograms and
Performances Treaty (WPPT), both of 1996, which are
collectively — and colloquially — known as the WIPO In-
ternet Treaties. These treaties have received a mixed re-
sponse around the world. Industrial countries have been
fairly quick to sign up to them, especially in Europe and
North America; in the United States, the national leg-
islation that has been implemented in compliance with
both treaties is known as the Digital Millennium Copy-
right Act (DMCA). Within the developing world, there
has been some hesitation to sign up to these treaties,
in part because of the relative lack of an internet focus
within some countries (itself often a consequence of low
levels of internet access), but also because of concerns
about over-regulating ICTs in a manner that may hamper
future development.

The arrival and rapid growth of the internet, in particular,
but also other important communications technologies
— such as community radio, niche broadcast media, and
interactive media — took the copyright system unawares.
Up until the 1990s, the copyright system was designed
for a world which communicated in certain predictable
ways — on paper, on television, and on established radio
frequencies. Digital media created an unprecedented
problem. From a developmental perspective, the rela-
tively cheap and interactive possibilities offered by the
internet were, and are, seen as opportunities. The copy-
right system is well cognisant of such opportunities too,
but it also sees a threat.

Two examples of new interactivity, seen in the light of
one important aspect of the copyright system, will serve
to highlight the problem. These two examples are com-
monplace to many users of the internet: the blog and the
peer-to-peer sharing site. The aspect of copyright that is
critically tested by these consists of a set of principles
that are known as “fair use” or “fair dealing”. Broadly tak-
en, fair use is what allows users of copyrighted works to
be able to engage in reasonable debate, discussion and
analysis of such works. Fair use is what allows a research
student, for example, to quote sections of published (and
copyrighted) texts in a doctoral thesis. It is what allows a
broadcast media analyst to run short clips of newsworthy
events (even if from another channel, or by another analyst)
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in order to comment upon an aspect of the news. Fair use,
in other words, provides a set of safeguards against what
would otherwise constitute copyright violation.®

Consider a blog that reproduces an article from an on-
line newspaper, in full. From an intuitive perspective, it
is open to question whether this is “fair". On the one
hand, it is probable that the blogger is making no ex-
plicit commercial gain by the use of the article. On the
other hand, traffic to the website of the newspaper that
originally published the article — or any advertising that
is associated with it — is being diverted or lost. There are
several nuances even in a situation as seemingly simple
as this. Is the newspaper gaining in publicity what it is
losing in direct traffic? Is the author of the article (who
may not be the copyright holder, e.g. may have assigned
rights to the newspaper) actually benefiting out of such
a situation in terms of readership? How is this different
from reading out an article in full to a friend, within the
confines of one’s home? The issue here is that the digital
medium throws up an infinite number of possibilities that
do not have a clear path within the copyright system.

Much has been made of peer-to-peer exchange on the
internet, though the idea of sharing a book or a CD in the
offline world is hardly controversial. What makes such
sharing different in the online world is the amplification
that the internet facilitates, the vast and simultaneous
sharing that an electronic exchange enables, including
the impact this can have on the viability of established
business models for creative work. Again, the copyright
system — broadly — fails to grasp the scope of this possi-
bility, having never anticipated in full clarity the possibility
of such amplified exchange developing.

The problem with fair use and with purported “transgres-
sions” of the blog and/or the peer-to-peer site is that
the mismatch is, in many countries, yet to be clarified.
In those countries where an attempt at clarification has
been made (such as in the United States, with the adop-
tion of the WIPO Internet Treaties and the implementa-
tion of the DMCA), it has proved difficult to make many
clauses within the updated law workable in practice.”

The current state of the debate as to how intellectual
property will shape the future of ICTs can be summed
up in this key question: how can ICTs continue to create
knowledge opportunities for users while yet rewarding
and growing the group of creators of such knowledge?

6  For a summary of likely provisions that qualify as “fair use”, see the
Commonwealth of Learning Copyright Audit 2006 at www.col.org/
colweb/webdav/site/myjahiasite/shared/docs/COLCopyrightAudit.pdf

7  The Electronic Frontier Foundation has been compiling information
on the effects of the DMCA since its inception; see www.eff.org/
deeplinks/2008/10/dmca-ten-years-unintended-consequences

It should be noted here that the word “knowledge” is
a composite of several disparate layers. It can apply
equally to music and film as to more traditionally identi-
fied markers of knowledge such as books. It might also
be prudent to state, at the outset, that this question —
like the field of intellectual property and ICTs itself — is
constantly evolving, with interests and goals being fre-
quently realigned and redefined. Thus, the answer to the
question is much like the evolving fields of ICTs itself: a
work in progress.

One might best set about identifying a potential answer
by examining a set of case studies. The first example to
be considered here is that of technological protection
measures (TPMs), a feature of new media that is increas-
ingly prevalent and already protected by law in several
countries.

TPMs - originated in and by the commercial media in-
dustry — enable manufacturers of certain media goods
(like film, music or text) to lock the digital files that con-
tain such items so that they only operate in certain cir-
cumstances. For instance, a TPM could prevent an .mp3
mussic file from playing on more than one computer (thus
making it impossible to transfer the file between comput-
ers); or it could prevent sections of an e-book from be-
ing copied and pasted into another document. In some
cases, a TPM could even prevent ordinarily permissible
applications of fair use (see above), such as, for exam-
ple, having the text-to-speech facility activated for use
by print-disabled persons. Yet TPMs are not essentially
designed to restrict use but to grow the use of a media
product equitably.

The WIPO Internet Treaties render legal the use of
TPMs. In countries where the WIPO Internet Treaties
have not been adopted, their use and legality are more
ambiguous.

TPMs provide a good example of how copyright law for
the internet can sometimes be disconnected from copy-
right law as such. If the digital domain were to be treated
as just another medium of communication — alongside
television, radio, print, etc. — and existing fair use provi-
sions were applied to it, then many of the “internet-age”
copyright regulations would not allow for regular fair use
to be transacted.

Another good example lies in the domain of video-shar-
ing technology, where new formats and hosting services
are enabling the proliferation of homemade video. This
technology offers great value in areas such as teach-
ing, education and general dissemination and sharing of
expertise, for example, in development work. However,
sovereign copyright law (both of the country in which a
video is created, and that of countries where it is viewed)
is applicable to any film product regardless of its com-
mercial application, and indeed, often poses a signifi-
cant barrier in producing and disseminating instructional
video. In part this is because all media — and film in
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particular — tend to rely heavily on pre-existing media. For
instance, an instructional video on politics might need
to use clips of broadcast news coverage of an election;
such clips will be the copyright of the news agency or
television station that produced them and thus — typi-
cally — only available to other users for permitted use
with an associated fee.

A paradox of the internet and digital communication is
that, while it makes the use and integration of several
media sources much easier, it also makes copyright vio-
lations more easily detectable. While much of the focus
on copyright in the internet age tends to be directed to-
wards the digital domain, it is a fact that in the majority
of countries in the world, internet access is as yet com-
paratively low. In the developing world, the exchange of
information by media still — largely — occurs through the
printed word and broadcasting.

Books are usually considered to be static physical en-
tities. However, this view ignores several technological
applications that make the contents of a book today far
more widely accessible (and accessibly produced) than
was previously the case. For instance, in South Africa,
a group of students at the University of Cape Town col-
laborated some years ago to produce better science
textbooks for schoolchildren. Their experiment, the Free
High School Science Textbooks (FHSST) project,® is
now the object of international attention and acclaim.
The way in which copyright is integrated into such a proj-
ect is interesting. FHSST does claim that the authors
who contribute to the book have the “moral right” to
be identified as authors. However, beyond this, FHSST
makes few claims for their exclusive right to use and de-
ploy the textbooks — in fact, it allows anyone at all to use,
print, even sell (at profit) or modify the texts at will (as
long as the modified text is also similarly available to the
public at large).

FHSST and other producers of collaborative content —
such as Wikipedia, the free online encyclopaedia — can
mould their own version of copyright as they best see fit
by deploying the GNU Free Documentation Licence,®
one of a range of internet-friendly innovations in copy-
right which allow for individuals or groups of produc-
ers to control the direction of the work they produce, of
which perhaps the best known is the Creative Commons
suite of licences.™

The work of more user-friendly copyright licences is by
now well documented. The need that they seek to ad-
dress is the incompatibility, described above, between

8  For more information on FHSST see www.fhsst.org

9  For the text of the licence and more information on it,
see www.gnu.org/copyleft/fdl.html

10 For more information on Creative Commons licences,
see www.creativecommons.org
This handbook is produced under a Creative Commons licence.

different existing systems of copyright (in terms of na-
tional law, international law and general practice). Their
basis is a simple one. Copyright is usually referred to
as a bundle of rights — which is to say, it includes sev-
eral different exclusive rights, such as the right to make a
profit by selling, the right to translate, the right to change
format, etc. While copyright once seemed like a “one-
size-fits-all” model, it has turned out not only that the one
size was not fitting all in practice, but also that there was
no strict legal reason not to break the bundle of rights
down into its constituent parts, and let the producers
of content decide for themselves exactly what parts of
the bundle they wanted to use and what parts they were
willing to give away.

The history of intellectual property suggests that it is an
idea encoded into law with the purpose of helping both
the user and the producer of work that has intellectual
value. However, with respect to one form of intellectual
property, copyright, and the opportunities made pos-
sible by the internet, there has been an upsetting of
both groups’ interests and requirements. Users have
been empowered by the practically possible (if trans-
gressive) opportunities available in the digital domain,
and producers have been cautious about adapting their
business models to this domain, while yet zealously po-
licing transgression.

In summary, therefore, a key debate at the intersection
of intellectual property and ICTs concerns whether —
and how - the world of enhanced communications
opportunities afforded by the internet will continue to
reward producers of content. Thus far, the debate has
been sustained under the assumption that on one side
of the fence lie “users” and on the other lie “produc-
ers”. While this is still largely true, the emergence of
collaboratively created content has seen a shift in think-
ing towards the idea of the user and producer often
being one — or, to put it another way, of the user as
producer. Another distinct observation is that not all
producers of content have the same goals. Some may
desire commercial viability; others merely readership
or viewership; yet others may want some combination
of revenue and popularity or recognition. Currently, the
copyright system provides few alternatives in this di-
rection, and hence, we observe the rise of the more
do-it-yourself copyright options to be found in flexible
copyright licences.

What does emerge as a pattern, however, is that prac-
titioners of new media — in the development sector and
beyond - still continue to use the opportunities available
regardless of how legally ambiguous they are. In doing
so, they give new direction to the course of national and
international copyright law regulations that needs to fol-
low such practice.
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Chapter 34

Lead author

Environmental issues became increasingly significant
in international policy discussions during the last quar-
ter of the 20th century. In particular, the need for “en-
vironmental sustainability” has become an established
part of policy development. This implies approaches to
long-term economic growth and development which do
not deplete resources or restrict opportunities for future
generations in order to achieve current or short-term
growth. Climate change has also become a major con-
cern, particularly in the early years of the 21st century.

This new concern for the environment has resulted from
growing understanding that human activity in the indus-
trial period has had a significant impact on the earth and
its ecosystems. Until the Industrial Revolution, human
impact on these had been limited: population growth
was relatively slow - rising from around 300 million in
the year 1000 to around 900 million in 1800; agriculture
made use of organic rather than chemical inputs; and,
while industrial production did affect local environments,
it was on too limited a scale to have widespread impact
on land use, air and water quality.

The Industrial Revolution, which began in the 18th cen-
tury, changed this context substantially. Industrialisation
has involved much more widespread use of resources,
particularly minerals, to manufacture goods and provide
services, with substantial impacts on land, air and water;
it has reached beyond manufacturing into agricultural
production, which is now supported by chemical rather
than organic inputs; and it has greatly extended the ex-
change of goods outside local markets, so that many
products and services are now traded globally rather
than locally.

Industrialisation — and the increased scientific under-
standing which has accompanied it, for example, in med-
icine — has also played a part in changing human society.
Two changes are particularly important. The period since
the Industrial Revolution has seen:

Unprecedented increases in population. Overall
human population has risen from around 900 mil-
lion in 1800 to over 1.5 billion in 1900, 2.5 billion in
1950 and around 6 billion in 2000. As things stand,
human population is expected to reach over 9 bil-
lion by 2050. The resource requirements to sustain
this increased population — particularly in land, food
and water, but also in manufactured goods — have
been and will continue to be dramatic.

Substantial increases in prosperity. Development
agencies focus much of their work on efforts to sup-
port those living in “absolute poverty”, which the
United Nations has defined as “a condition charac-
terised by severe deprivation of basic human needs,
including food, safe drinking water, sanitation facili-
ties, health, shelter, education and information, ...
[which] depends not only on income but also on ac-
cess to services.” It is estimated that around 15% of
the world’s population today lives in absolute pov-
erty. This is, however, much less than the proportion
of the world’s population living in absolute poverty
before the Industrial Revolution or, indeed, up to
and beyond the Second World War. Estimates of
historic poverty levels suggest that as many as 80%
of people then experienced this level of deprivation.

The period since the Industrial Revolution has therefore
seen very substantial increases in both population and
prosperity. However, this has been accompanied by,
and substantially achieved through, the use of natural
resources — ranging from fossil fuels (coal, oil), through
other minerals (copper, tin) to wild produce (fish, land
and water) — at rates which exceed their natural rate of
replenishment or recovery. It has also become increas-
ingly clear that this use of natural resources has altered
the environment in other, less visible, ways (pollution,
climate change). Together, these outcomes imply that
it is not sustainable to maintain current approaches to
resource use — and so to industry, transport and produc-
tion — in the longer term. This understanding lies at the
root of today’s environmental concerns.

Policy makers in this area are confronted by a triangle of
experience and expectations, which includes:

Continued high rates of population growth

Public expectations for continued economic devel-
opment and growth

Environmental sustainability.

Some environmentalists question whether all three are
sustainably compatible. In particular, they question wheth-
er the power generation and energy use requirements
of economic growth for a growing population can be
achieved through sustainable energy sources (particularly
renewable sources such as solar, wind and wave power).

The aspiration to achieve economic growth and environ-
mental sustainability in a period of high population growth
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underpins international negotiations on the environment
in the early 21st century. Inequalities between countries
which have benefited most from industrialisation (which
typically have high levels of prosperity and low rates of
population growth) and developing countries (which typi-
cally have low levels of prosperity and high rates of popu-
lation growth) complicate these negotiations.

There are four principal concerns in environmental policy
today. These are:

Resource depletion, i.e. the use of natural resourc-
es at a pace which cannot be maintained by future
generations, and which will lead to shortages of re-
sources in the short or medium term. This is a par-
ticular issue in respect of fossil fuels (coal, gas and
oil), minerals which are critical for some industrial
processes (such as copper), land suitable for food
production, water, and some foodstocks (particu-
larly fisheries).

Pollution, i.e. the deterioration in air, land and wa-
ter quality resulting from industrial, manufacturing,
chemical and agricultural processes.

Waste management, i.e. the disposal of pollutants
(including the waste products of manufacturing
and energy production, including nuclear waste)
and of the high levels of waste generated by all —
and particularly by industrialised — societies (from
packaging to obsolete electrical equipment includ-
ing computers).

Climate change, i.e. the impact of the “greenhouse
gases” (principally carbon dioxide) emitted as a re-
sult of human activity on the global climate, princi-
pally global warming. This is a particular concern re-
garding industrial manufacturing, power generation
and transport, but is also affected, for example, by
the increased conversion of forest land for agricul-
tural purposes (which reduces natural absorption of
carbon dioxide).

The following sections of this chapter are concerned
with the relationship between ICTs and two of these ar-
eas, waste management and climate change.

There has been growing concern in recent years about
the large amounts of waste generated by the ICT sector.
This includes, in particular, the terminal equipment used
for computing (PCs, laptops), broadcasting (televisions
and radio sets) and telephony (fixed and mobile phones),
as well as other peripherals (fax machines, printers,
scanners, etc.). The United Nations Environment Pro-
gramme has estimated that “e-waste” weighs in at some
20 to 50 million tonnes worldwide, and that this figure
is increasing by between 3% and 5% a year, faster than
any other waste source.

One of the major problems with ICT waste is the rapid
turnover of equipment. The pace of change in comput-
ing technology is exceptionally rapid, with the capacity
of many key components doubling every two or three
years. Much the same is true of other equipment, such
as mobile telephone handsets. As a result, users replace
computers and mobile phones with newer, more capable
models on very short timescales — often as little as two
or three years. This pace of change is encouraged by im-
provements in software, which is regularly upgraded to
take advantage of new hardware capabilities, requiring
users to upgrade their hardware too if they want to gain
from the latest software versions.

Almost all ICT equipment (like other electronic equip-
ment) is difficult for waste managers to handle because
of its construction and complexity. While hardware might
normally be crushed, much ICT equipment includes
small amounts of toxic materials whose disposal needs
to be managed carefully if it is not to endanger public
safety. These toxic materials are costly to extract and
treat safely.

Waste disposal regimes vary substantially between
different countries, with higher standards of regula-
tion found in industrial countries. Recycling generally
requires high-technology facilities which are expensive
to implement, and absent in most developing countries
(along with relevant legislation). In developing countries,
too, a good deal of waste is handled in informal rather
than formal waste disposal businesses — where stan-
dards are either lower, not applied or non-existent.

The quantities of electronic waste being dealt with in all
countries are increasing, because of the increasing use
and range of ICT devices, but this is particularly true in
developing countries where ICT access and use is grow-
ing most quickly. In addition, it is clear that significant
amounts of electronic waste have been shipped from
industrial countries to developing countries for disposal
using less environmentally responsible procedures such
as incineration.

The challenge of e-waste is likely to grow as the reach
of ICTs extends further in society. Remedies which have
been proposed include standardisation and regulatory
measures to increase the lifecycle of equipment before
it becomes obsolete, to enable more efficient extraction
of toxic components, and to require recycling by both
consumers and equipment vendors.

Environmental sustainability and climate change are
among the most important challenges facing the world
community. Climate scientists are almost unanimously
agreed that significant global warming is occurring and
will continue to occur because of the emission of “green-
house gases”, principally carbon dioxide, that results
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from human activity. Their perceptions of the risks result-
ing from climate change are now accepted by most gov-
ernments, and provide the background to international
negotiations — notably those surrounding the Kyoto Pro-
tocol which was signed in 1997 and came into force
in 2005, and negotiations for its successor which were
ongoing at the time of writing (mid-2008).

Measuring the potential impact of changes in complex
ecosystems is difficult, and there is quite a wide range of
opinion among scientists about the pace and extent of
changes that are likely to result from climate change. It
is, however, commonly agreed by scientists that current
levels of greenhouse gas emissions are not sustainable,
and will have significant effects on the environment for
future human life; and that these impacts are certain to
increase unless significant action is taken urgently to re-
duce their level.

Among the most important impacts which concern deci-
sion makers are:

The rise in sea level that will result from warming of
the oceans and melting of ice caps, which will flood
heavily populated low-lying areas in countries such as
Bangladesh and the Netherlands and thereby lead to
large-scale (planned and unplanned) migration.

Increased climate and weather instability, including
higher risk from typhoons and other extreme weath-
er conditions.

The shift in local climatic conditions that will make
current agricultural land unproductive and reduce
the viability and yield of important crops.

The economic impact in terms of lost production,
lost assets, reconstruction requirements, the need
to restructure transport and infrastructure, and the
need to support individuals and families losing their
homes, land and work as a result of climate change.

The problem is particularly acute because of rising energy
demand from increasing populations and from industri-
alisation and rapid economic growth in some developing
countries, especially highly populated Asian countries and
above all China and India. If current trends in greenhouse
gas emissions continue, these developments are expect-
ed to lead to a rise in emissions from 40 gigatonnes of
carbon dioxide in 2002 to 53 gigatonnes in 2020. By
contrast, it is suggested, long-term sustainability requires
a reduction in annual emissions to no more than 20 giga-
tonnes. Of current emissions, some 24% are estimated to
arise from the power sector, 23% from industrial produc-
tion, and 14% from transport.’

The relationship between ICTs and climate change is
twofold:

1 The Climate Group SMART 2020: Enabling the Low-Carbon
Economy in the Information Age (Brussels: Global e-Sustainability
Initiative, 2008)

On the one hand, ICTs themselves contribute sig-
nificantly to greenhouse gas emissions, particularly
through their use of electric power which is gener-
ated by burning fossil fuels. The contribution which
ICTs make to emissions is growing rapidly as they
become more widespread.

On the other hand, ICTs can enable alternative ways
of undertaking some activities which have the poten-
tial to reduce emissions in other economic areas, for
example, by substituting for the use of transport.

Analyses undertaken in the middle of the first decade of
the 21st century have suggested that ICTs are respon-
sible for a little over 2% of greenhouse gas emissions.
This is slightly larger than the figure attributed to the air-
line industry, which has been widely condemned as a
major contributor to climate change. In the case of ICTs,
emissions are primarily due to energy use: the IT industry
and ICT use are estimated to account for some 10% of
global use of electric power.

As with airlines, emissions from ICTs are expected to
grow, both in raw numbers and as a proportion of total
emissions from all sources.

The latest figures on this at the time of writing were con-
tained in a study published by the ICT industry-funded
Global e-Sustainability Initiative in 2008.2 Thus study
suggested that the carbon footprint of the ICT sector
has grown from 530 megatonnes of carbon dioxide in
2002 to 830 megatonnes in 2007, and that it will grow
to 1,430 megatonnes by 2020 — an annual growth rate
of 6%. Of these totals, about a quarter is due to “em-
bedded carbon”, i.e. to emissions due to the manufactur-
ing of equipment and management of networks, and the
remaining three quarters to use of ICTs (including data
centres, business and personal use).

Figures 34.1 and 34.2, taken from the Global e-Sustain-
ability Initiative report, illustrate this expected growth by
geography and type of use. As they show, the majority of
the growth is expected to take place in developing coun-
tries, as a result of increased access to ICTs, particularly
personal computers and their peripherals. By 2020, the
study estimates, developing countries will account for
60% of carbon emissions due to ICTs. Data centres,
managing the ways in which ICTs use information, will
also grow their emissions substantially, though from a
much lower base than usage.

As for technology platforms, the carbon footprint of mo-
bile telephony is expected to increase from 66 mega-
tonnes per annum in 2002 to 179 megatonnes in 2020,
and that of broadband networks from 4 megatonnes in
2002 to 49 megatonnes in 2020.

The overall implication of these data is that the contribu-
tion of ICTs to global emissions will grow principally as

2 Ibid.
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Figure 34.1: The global ICT carbon footprint by geography (% of GtCO2e)
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Figure 34.2: The global ICT carbon footprint by subsector (% of GtCO,e
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* Printers were 11% of the total ICT footprint in 2002, 8% in 2007 and will be 12% in 2020.

a result of increased access to ICTs in developing coun-
tries and amongst those with lower income levels. In
other words, increased access, which is highly desirable
for reasons discussed in Chapter 17 of this handbook,
also has a cost in terms of climate change. How much
of a cost is involved depends on how ICTs, particularly
new ICTs, are used: in other words, does the ICT sector
in general, and ICT use in particular, enable savings in
carbon emissions that would not otherwise occur?

It is important to distinguish, in this context, between
individual use of ICTs and the use of ICTs by large or-
ganisations.

The majority of the projected increase in carbon emis-
sions from ICTs in the period to 2020 results from

the wider availability of ICT devices, especially mobile
phones and PCs. We have, at present, too little infor-
mation about how access to and ownership of ICTs af-
fects behaviour — for example, about the extent to which
it substitutes for travel (and so affects emissions due to
the use of vehicles). This will obviously have implications
for the net impact of increased ICT access on climate
change. It will also be difficult to disentangle the impact
of ICTs from the impact of growing prosperity in coun-
tries with high economic growth rates, such as China
and India, which is likely to lead to higher emission levels
resulting from higher consumption of many goods and
services.

It is easier to anticipate some of the ways in which ICTs
might reduce carbon emissions in large-scale business
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and other organisational contexts. The Global e-Sustain-
ability Initiative has identified five areas in which reduc-
tions in emissions might result from innovative use of
ICTs. These are as follows:

“Dematerialisation”, i.e. the use of ICTs and virtual
technologies to substitute for higher carbon alter-
natives — for example, the use of videoconferenc-
ing to substitute for face-to-face meetings (which
require travel), of electronic billing to substitute
for paper bills, and of teleworking to substitute
for office working. (Experience to date with dema-
terialisation has suggested that it takes longer to
become widespread than had been anticipated; in
particular, videoconferencing and teleworking have
not yet become widespread in industrial country
business practice.)

More efficient use of power in industry. In particu-
lar, information technology can be used to improve
the energy efficiency of both power generation and
industrial processes.

Transport and logistics management. Similarly,
information technology can be used to improve
transport and logistical efficiency, for example, by
ensuring that freight lorries are fully loaded in what
are usually very fragmented freight distribution net-
works.

Better building design, supported by ICT monitor-
ing of energy and efficiency requirements.

More efficient power generation, managed and
monitored by information technology.

There are significant barriers to adoption in all of these
areas. If fully implemented, the Global e-Sustainability
Initiative believes they could save up to 7.8 gigatonnes
of emissions each year by 2020 (and EUR 600 billion,
around USD 765 billion at late 2008 values), about five

times the additional emissions which it anticipates will
be generated by increased ICT access and use. How-
ever, it should be noted that:

The increase in emissions from access and use is
more or less certain to take place, while the savings
suggested are potential savings, highly dependent
on business decisions that may or may not be made,
and on cultural changes in business and consumer
practice which may or may not be achieved.

The savings suggested do not result from increased
access and use but (almost entirely) from the use of
information technology in large industrial and gov-
ernment processes — steps which could be taken
whether or not access and use increase.

As things stand, the evidence suggests that increased
ICT access and use, in the mass market, will generate
significant additional carbon emissions without achiev-
ing significant countervailing gains in carbon reductions
from changes in the behaviour of those gaining new or
greater access and use.

Most attention has been paid to date by industry and
governments to potential large-scale savings (as de-
scribed above). If the carbon impact of mass ICT ac-
cess is to be reduced, however, this is likely to require
more attention to the equipment and usage patterns of
individual users. Examples of relevant initiatives to mini-
mise the carbon cost of ICT use, which have been sug-
gested, include the incorporation of high-efficiency and
low-carbon criteria in equipment standards; improved
energy efficiency and prolonged battery life for devices
such as mobile phones; greater use of solar energy
to power equipment; greater temperature tolerance in
equipment (reducing the need for fans in PCs and other
devices); and disabling (or discouraging people from
using) standby features on PCs, televisions and other
personal equipment.
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Appendix 1

This appendix provides brief background information on
some of the more important organisations involved in
ICT policy making. It is not intended to be detailed or
comprehensive, but provides organisational URLs from
which official information can be obtained.

See under ICANN (below).
Website: www.iana.org

ICANN is a non-profit private sector corporation which
has responsibility, at a global level, for managing the In-
ternet Protocol (IP) addressing system which enables ac-
cess to the internet (i.e. the domain name system and the
numbering system which underlies this). ICANN was cre-
ated in 1998, establishing greater distance between the
domain name system and the government of the United
States, which had previously overseen it. Its status as a
corporation registered in the United States — and so, po-
tentially, in the eyes of some, susceptible to US govern-
ment intervention — remains controversial, and the Joint
Project Agreement between it and the United States De-
partment of Commerce — a key instrument of ICANN gov-
ernance — was under highly contentious review at the time
of writing (mid-2009). ICANN has a Board of Directors
representing different stakeholders, and a highly complex
set of arrangements for the involvement of different con-
stituencies and interests. A Government Advisory Com-
mittee (GAC) provides input from governments.

ICANN manages IANA — the Internet Assigned Num-
bers Authority — which oversees global IP address al-
location, root zone management for the domain name
system (DNS) and other aspects of IP management.
Website: www.icann.org

The IETF describes itself as an “international community
of network designers, operators, vendors, and research-
ers concerned with the evolution of the Internet archi-
tecture and the smooth operation of the Internet” It has
no membership arrangements. Anyone who wishes to
participate in the IETF's work, particularly standard set-

ting, may do so, through groups which work both online
and in regular meetings (the latter being seen as part of
work that is primarily organised online). Although many
participants work for governments or businesses, they
participate in the IETF as individual experts. Standards
are developed through a process known as “rough con-
sensus and running code” (see Chapter 20).

Website: www.ietf.org

The IGF was created by the United Nations Secretary-
General on the recommendation of the World Summit on
the Information Society, to provide a space for discussion
of issues concerned with internet governance (and, in
practice, wider internet policy). It meets annually, and has
no decision-making responsibilities or powers. Uniquely
within the United Nations family, it has a fully multi-stake-
holder character, without special or distinct arrangements
for governments within its structure. lts small secretariat
is assisted by a Multi-stakeholder Advisory Group (MAG).
Website: www.intgovforum.org

ISOC is a non-profit organisation which was set up in
1992 “to provide leadership in Internet related stan-
dards, education, and policy. It is a membership organi-
sation, which has local membership chapters in many
countries; a clearinghouse for information, education
and capacity building; and a forum for discussion of in-
ternet policy and technical issues. It provides an organi-
sational home for the Internet Engineering Task Force
(see above) and the Internet Architecture Board.
Website: www.isoc.org

The ITU is the United Nations agency for telecommuni-
cations, and now describes itself as “the leading Unit-
ed Nations agency for information and communication
technologies” In the first years of the 21st century, the
ITU was lead agency for the World Summit on the In-
formation Society. ITU membership is held by national
governments, but private sector organisations (and
perhaps others, there is some ambiguity) can become
“sector members”, enabling them to work alongside
governments in one or more of the [TU's three sector
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bureaux, concerned with radiocommunications, includ-
ing radio spectrum management (the Radiocommunica-
tion Bureau, ITU-R), standardisation (the Standardisa-
tion Bureau, ITU-T), and the development of telecommu-
nications (the Development Bureau, ITU-D).

Website: www.itu.int

Number Resource Organisation (NRO)

The NRO is the association of Regional Internet Regis-
tries (RIRs) (see below).
Website: www.nro.net

Regional Internet Registries (RIRs)

RIRs are the organisations which oversee the allocation
of IP numbers (delegated to them by IANA, see above)
at a regional level. There are five RIRs: AfriNIC (Africa),
APNIC (Asia-Pacific) ARIN (North America and part of
the Caribbean), LACNIC (Latin America and part of the
Caribbean) and RIPE NCC (Europe, Middle East and
Central Asia).

World Intellectual Property Organisation (WIPO)

WIPQ is the United Nations specialised agency charged
with maintaining intellectual property agreements which
have been reached by nation-states, including issues
such as copyright and trade marks. As well as address-
ing IP issues, it plays a leading role in domain name dis-
pute resolution. WIPO is based in Geneva.

Website: www.wipo.int

World Trade Organisation (WTO)

The WTO is an intergovernmental organisation which
promotes free trade, and the intergovernmental body
which regulates and polices trade between nation-
states, including dispute resolution. Trade in services is
governed by the General Agreement on Trade in Ser-
vices (GATS), which was signed in 1995. Specific WTO
agreements of relevance to ICT policy include the Basic
Telecommunications, Value Added Services and Infor-
mation Technology Agreements. The WTO is based in
Geneva.

Website: www.wto.org

The telecommunications and information technology
agreements can be found at www.wto.org/english/
tratop_e/serv_e/telecom_e/telecom_e.htm and

www.wto.org/english/tratop_e/inftec_e/inftec_e.htm.

World Wide Web Consortium (W3C)

W3C, which was founded by the World Wide Web's de-
signer Tim Berners-Lee, emerged from the IETF in 1994
as “an industry consortium dedicated to building con-
sensus around Web technologies," and so to developing
vendor-neutral standards for the World Wide Web. lts
role is comparable in many ways to that of the IETF, but
it is structured around formal organisational membership
arrangements and full-time technical staff.

Website: www.w3.org
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About the publisher — the Association
for Progressive Communications

APC's mission is to empower and support organisations, social movements and individuals in
and through the use of information and communication technologies (ICTs) to build strategic
communities and initiatives for the purpose of making meaningful contributions to equitable
human development, social justice, participatory political processes and environmental sus-
tainability.

APC's strength lies in the fact that we don't get excited about technology for the technol-
ogy's sake. We are committed activists who want to use it to make the world a better
place.

We help people get access to the internet where there is none or it is unaffordable, we
help grassroots groups use the technology to develop their communities and further
their rights, and we work to make sure that government policies related to information
and communication serve the best interests of the general population, especially people
living in developing countries.
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Editor: Chis Moal

In 2003, APC launched our first ICT policy handbook “for beginners” to critical acclaim.
ICT policy was a relatively new area and very few really understood what was actually
involved. The APC handbook was the first comprehensive guide for non-technicians. We
are delighted to be publishing an entirely rewritten second edition free and online for
anyone to download.



